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Scope 
The focus of this report is on broadband requirements for current and future applications for use by Public Safety Agencies (PSAs) in day-to-day activities as well as extreme events that may impact on large numbers of people. The report considers delivery options for PSAs that would complement a dedicated mobile wireless network. 
 
Information in this report has been compiled on the basis of desktop searches, as well as in house knowledge of the Australian Broadband Applications Laboratory at the Institute for a Broadband-Enabled Society, the University of Melbourne. 
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[bookmark: _Toc39948]Executive Summary  
Public Safety Agencies (PSA) broadband communications needs are growing. To meet the demand for services PSAs have been allocated 5+5 MHz spectrum by the Australian Government, which they can use to establish a dedicated mobile wireless communications network across the country. The network is expected to make use of Long Term Evolution (LTE) technology, and should meet PSA communications needs under business-as-usual conditions. 
In some circumstances, where the number of deployed PSA personnel who require access to communications technologies is high, a dedicated LTE network may not meet PSA broadband demands, no matter how much spectrum is made available. This includes incidents at major venues, involving large numbers of general public, as well as incidents at random locations that are rare and unpredictable such as natural disasters. In addition, the PSA network will not cover the entire Australian continent and further, network redundancy options may be required in some circumstances, for example in the event that part of the PSA network equipment is damaged through fire. 
To meet PSA broadband demands under these circumstances different broadband communications options are required to complement coverage provided by the PSA mobile wireless communications network, and importantly to add capacity, redundancy and reliability to PSA services. Different broadband communications options may also assist with reducing the cost of the rollout of a dedicated PSA mobile wireless network. 
This paper considers different options for PSA communications that would complement a PSA mobile wireless network, including roaming onto commercial LTE networks, satellite communications and the use of Cells on Wheels (CoWs) and WiFi technologies, all of which can add redundancy and increase the availability of broadband capacity to PSA personnel. 
The paper also discusses the role of the National Broadband Network, which provides a unique solution for the Australian environment that is unavailable to many other countries, and could position the country as a global leader in PSA communications providing enhanced and future-proofed capacity as well as network redundancy and resilience, when used in conjunction with a dedicated PSA LTE network. This includes through the use of the ‘Fourth Port’ on NBN connected buildings, as well as ‘Data Hydrants’ that could be made available in easily accessible locations for PSA personnel. 
Combining different broadband access options with different local backhaul solutions, such as the NBN, provides PSA with a diverse range of options to meet current and future communications needs during incidents at major venues  and at random locations. It is highly recommended that PSAs explore these options further to ensure any dedicated PSA wireless communications network can be used in conjunction with other access technologies to add redundancy, capacity and reliability to PSA communications services.  
[bookmark: _Toc39949]Introduction 
Demands for broadband communications access by Public Safety Agencies (PSAs) are growing, as new broadband applications come to market that could improve decision-making and incident responses.  
To cater for increasing broadband usage, PSAs have been pursuing the establishment of a dedicated wireless communications network that uses stateof-the-art Long Term Evolution (LTE) technology. The Government has recently assisted with this, by announcing that 10 MHz of spectrum in the 800 MHz band will be made available to PSAs to meet their communications needs1. 
The vast majority of PSA communications needs are ‘business-as-usual’, and may involve responding to incidents that involve a number of people. Business-asusual activities assume that only a limited number of response teams are required, meaning a limited number of PSA personnel are involved in communications, including between incident control centres and the incident site. A dedicated PSA LTE wireless network is expected to cater for these needs in most circumstances2. 
Some incidents may require a much larger PSA response compared to businessas-usual activities, including for example natural disasters, terrorist attacks or incidents where a large number of people may be involved. Having broadband network capabilities to support a high demand for PSA communications could be critical to the success of a response. These sorts of incidents can be broadly split into two categories: 
· Incidents at Major Venues (IMVs) include large-scale incidents that occur at venues where a large number of people regularly congregate, for example venues where sporting events and music festivals are held regularly, as well as metro train stations and major shopping centres.  The area affected by an incident at a major venue is likely to be small, in the order of a couple of square kilometers (km2). Because the number of people at risk from any IMV is high and the number of locations where such incidents may occur is limited, PSAs should ensure additional communications infrastructure is in place (over and above a dedicated PSA LTE network) prior to any incident occurring. The infrastructure may be permanent (for example, in the case of major train stations or shopping centres), or may be temporary (for example, in the case of an annual sporting event such as the Spring Racing Carnival in Melbourne). 
 
· Incidents at Random Locations (IRLs) are large-scale incidents that are rare and unpredictable in terms of where and when they may occur, and they infrequently occur in the same location. The area affected by an incident at a random location is likely to be large, ranging from 10 km2 to greater than 100 km2. Given the size of Australia’s landmass it is highly unlikely that a dedicated PSA LTE network would be available for many of these incidents. They will need to quickly establish capabilities that 
support high demands for broadband communications. Examples of IRLs include natural disasters such as bushfires, cyclones or floods. 
This report considers the additional communications needs of PSAs over and above a dedicated PSA LTE network, in particular for incidents at major venues and random locations. This is for three reasons: firstly, a dedicated PSA LTE network will not cover all the Australian landmass and mobile roaming and satellite services will need to be used in regional areas. Secondly, redundancy options are needed given the high risk that during major emergencies, mobile phone towers may be rendered unusable, for example during power outages caused by fire or flooding, resulting in communications blackspots. Finally at incidents where a high concentration of PSA personnel are expected to be using communications, the volume of data may be such that no terrestrial mobile broadband network could cope. 
 
This report explores the categories of communications technologies that may be required by PSAs into the future in Section 2. Section 3 provides an introduction to broadband technologies and Section 4 further explores these technologies for use by PSAs. A conclusion is provided in Section 5. 
 
 

[bookmark: _Toc39950]Overview of Apps 
Modern day fixed, wireless and satellite broadband networks have the capability of simultaneously delivering voice, video and data services to end-users. These different types of service offerings are commonly referred to as triple play services and are a key capability of next generation broadband networks. Both public and private entities, including governments and their agencies, are increasingly making use of services and applications enabled by these networks to drive innovation, productivity and improve customer interfaces.  
 
As broadband network access becomes ubiquitous across Australia, the PSAs will increasingly take advantage of broadband networks to better respond to a range of incidents, including business-as-usual events, incidents at major venues and incidents at random locations.  
 
This section outlines the sorts of technologies that will underpin applications that PSAs may use into the future in all three classes of incidents. 
[bookmark: _Toc39951]Voice communications  
Voice communications are an integral part of any coordinated response to an incident. Due to the inherently mobile nature of PSA response personnel, mobile voice communications are imperative for business-as-usual, and incidents at major venues and random locations.   
 
Voice bandwidth requirements are minimal, requiring speeds of around 21 kilobits per second (kbps) to 87 kbps depending on the codec used to encode the voice transmission3. However, while bandwidth demands are small voice communications quickly becomes unintelligible if delays in transmission are experienced. For this reason, voice is typically prioritised over data and video traffic on broadband networks. 
[bookmark: _Toc39952]Push to Talk  
Push-to-Talk on mobile networks is a feature that emulates the behaviour of a traditional walkie-talkie enabling only one user on the network to talk at any one time. Push-to-Talk is a half duplex transmission where one user “pushes” the button on their terminal to talk, while all other users are able to hear the transmission.  
 
Push-to-Talk applications are currently used by PSAs over radio networks, enabling incident control centres to coordinate many different personnel in the field without having to directly call each of them. The benefit of deploying push to talk over mobile broadband is that the potential coverage area is much larger than may be achieved with a dedicated two-way radio network when taking into account the existing coverage offered by the commercial carriers. 
 
Like voice communications, Push-to-Talk applications requires mobility. The application has low bandwidth requirements requiring speeds of about 28 kbps, but is highly susceptible to delay.  
 
[bookmark: _Toc39953]Messaging services  
Messaging services similar to a traditional mobile network SMS can be used by PSA personnel to quickly provide other PSA personnel with information when a voice service is not required. This could be the case for business-as-usual, and incidents at major venues and random locations.  
 
The disadvantage of messaging services is that, like SMS messages, the delivery is not necessarily guaranteed to be instantaneous. Messaging services typically require very low bandwidth.  
[bookmark: _Toc39954]Video conferencing  
Video conferencing consists of two-way communications combining both video and audio data streams. The use of videoconferencing is becoming increasingly common in business and personal communications, largely due to the increased availability of high-speed broadband and increasing interoperability between video conferencing platforms. 
 
There are currently two types of solutions for video conferencing: 
· Dedicated telepresence systems require dedicated hardware to be installed at both end-user locations and typically make use of managed broadband services that ensure a very high quality experience. Dedicated telepresence systems have the advantage of offering a high-end, secure and rich immersive experience. The video stream is typically high definition, and as a result the required bandwidth is typically large. However, the experience is ‘life-like’ meaning very small details can be perceived from the video conferencing footage. 
· Cloud based teleconferencing solutions do not require dedicated hardware and can be installed on different devices. Examples include Skype, Cisco’s WebEx platform and Vidyo 456. Cloud based teleconferencing solutions are cheaper to deploy compared to dedicated telepresence systems, however the quality of the video can depend on the availability of network capacity and in some cases finer details cannot be perceived from the video conferencing footage. As a result cloud based teleconferencing solutions are currently prone to pixilation and audio dropout, however this is expected to become less of a problem as highspeed broadband services become more widely available. Cloud based video-conferencing services are also increasingly able to dynamically adapt the video quality of the call based the available network capacity. Some cloud-based solutions, in particular free services, have limited security features although they are increasingly making use of encryption7.  
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Figure 1: Dedicated Telepresence System 
 
Video-conferencing is likely to be increasingly used by PSAs into the future for a range of incident responses including business-as-usual activities, as well as in incidents at major venues and random locations. Uses of video conferencing by PSAs include communications between incident control centres, experts and PSA personnel in the field, for example a doctor could communicate to an ambulance paramedic regarding the first aid treatment of a patient8. 
 
The speed and bandwidth requirements for video conferencing applications vary. Full high definition videoconferencing, such as that supported by dedicated telepresence systems, requires broadband speeds of at least 4 Megabits per second (Mbps) in each direction. Cloud based teleconferencing solutions can also cater for high definition video, so long as high capacity broadband is available, but also supports standard definition video that may require speeds as little as 128 kbps in both directions9. 
 
PSA broadband requirements to support video conferencing will vary. For incidents at major venues and random locations where a large number of PSA personnel may be present, many video connections may be required and as a result broadband requirements can be large. 
[bookmark: _Toc39955]Video Streaming  
Video streaming consists of a one-way video transmission, potentially combined with an audio stream.  
 
Examples of uses of video streaming by PSAs include footage from permanent or temporary surveillance cameras or helmet mounted cameras worn by PSA field personnel, that is sent via a broadband network to a central incident control centre to assist with decision making. Video may also be streamed to PSA personnel in the field to aid with responses. 
 
As per the videoconferencing requirements, a high definition video stream will require broadband speeds up to 4 Mbps while a standard definition video needs as little as 128 kbps. Video streams could be accessed either in real time or at a later date using store and forward capabilities. These different video streams have different requirements: 
· Real time video streams need to be transmitted without delay, therefore the broadband network must have the capacity to support the data rate.  
· Store and forward video streams, for example from a surveillance camera, could be transmitted when network capacity is available. 
[bookmark: _Toc39956]Images  
Images can be downloaded or uploaded to and from personnel in the field for a number of reasons including supporting decision-making across the full range of PSA activities. Examples of images that may need to be accessed by PSAs include building plans to help direct PSA personnel or photographs of criminals to assist with identification at an incident. 
 
Image sizes can vary considerably, requiring broadband speeds ranging from kbps to Gigabits per second (Gbps) in order to support timely transmission. As a result, the time to transfer images depends on the size of the image file and the available network capacity. The transfer of large image files may be limited by long transmission times if sufficient network capacity is not available. However, in some cases store and forward transmission may be used when sufficient capacity becomes available.  
 
Traffic from image transfers may also vary significantly between responses. At incidents at major venues and random locations, where large numbers of PSA personnel may be present and require information such as building plans, a lot of images may need to be transferred and this could consume considerable bandwidth. 
[bookmark: _Toc39957]Database access and cloud computing  
Database access and cloud computing applications are key capabilities that are increasingly used with the deployment of high-speed broadband networks. PSAs are likely to make increasing use of remote database access and cloud computing technologies to assist in responses to incidents. Examples include accessing PSA databases, for example police databases to identify criminals, or medical records to aid the first aid treatment provided to a patient at an accident. 
 
The bandwidth requirement of cloud computing depends on the type of data being accessed, and as a result speed requirements are expected to vary from kbps to Gbps, and may also include image downloads. As with image transfers, remote database access may be limited by network capacity. 
[bookmark: _Toc39958]Sensing and Monitoring Devices  
Sensing and monitoring devices such as motion detectors and smoke and fire alarms can provide valuable information to PSA personnel attending an incident. These types of devices send small amounts of data back to a monitoring station, which could be accessed by PSA personnel to aid decision-making.  
 
As the data involved in this type of communications is typically small, the broadband speed requirements would be in the order of kbps assuming no video is used. 
[bookmark: _Toc39959]Augmented Reality Environments  
While augmented reality applications are in early stages of development for commercial use it is expected that they will play an increasingly important role for PSA personnel over the next 5-10 years 10. For example, augmented reality applications could be used in central incident control centres and in the field to provide additional information in a more user-friendly format. These applications will give an improved understanding of a localised area and will assist with decision-making and incident responses. Examples of augmented reality applications include an immersive 3D environment of a building, or live video streams of real world environments with computer generated information overlayed on top.  
 
Depending on the application, augmented reality environments could require broadband speeds ranging from kbps through to high definition 3D video streams that can require in excess of 8 Mbps. Therefore the transmission of augmented reality applications will be impacted by network capacity.  
[bookmark: _Toc39960]Remote Controlled Devices  
Remote controlled devices such as robots can be used to enter an environment and perform an operation where it is too dangerous for PSA personnel. These types of devices could be enabled to provide both video and audio feeds as well as control of the robotic tools to interact with the environment. 
 
Assuming standard definition video streams are used, the broadband speeds required to operate remote controlled devices are likely to be in the range of tens of kbps to Mbps.  
[bookmark: _Toc39961]Summary 
In the future PSAs are likely to make use of an increasing number of broadband applications to support their decision-making and responses to business-asusual, and incidents at major events and random locations. The increased use of broadband applications by PSAs will require dedicated telecommunications resources to support the transmission of the voice, data and video traffic. The next section outlines the components of the telecommunications infrastructure that facilitate general communications across Australia.  
[bookmark: _Toc39962]Broadband Overview 
 
The Australian national telecommunications infrastructure consists of a number of ad-hoc interconnected networks that can be broadly split into different components including backhaul, fixed access, local wireless access, mobile wireless access and satellite networks. This section describes the functionality of these networks. 
[bookmark: _Toc39963]Fixed Access Networks  
Fixed access networks rely on a physical cable connection between an end-user premises and a telecommunications exchange. There are four access technologies that are commonly used today: 
· Digital Subscriber Line (DSL) technologies make use of traditional telephone networks’ copper twisted pairs. Theoretical speeds vary according to DSL technology, distance between the end-user premises and the exchange, as well as the quality of the copper. Theoretically, ADSL technologies provide 8 Mbps downlink and 1 Mbps uplink over distances of up to 1.5 km; ADSL2+ provides 24 Mbps downlink and 1.1 Mbps uplink over distance of up to 1.5km; and VDSL2 provides up to 100 Mbps downlink and 30 Mbps uplink over distances of 800m11,12.  
 
· Fibre-to-the-Node (FTTN) makes use of optical fibres and DSL technologies to improve achievable broadband speeds. This is done by reducing transmission distance between end-user premises and active DSL components, which are installed in ‘nodes’ closer to homes rather than in telephone exchanges. Optical fibre transmission is used to connect the nodes back to the telephone exchange.  
 
· Hybrid Fibre-Coax (HFC) cable technology is currently deployed in some metropolitan areas across Australia and is used to provide cable TV and internet services. HFC Cable networks are able to support much larger data rates than copper twisted pair with theoretical maximum rates of 100 Mbps in the downlink and 10 Mbps in the uplink direction, however broadband speeds are shared between users on the network so actually speeds are likely to be a lot slower13. 
 
· Fibre-to-the-Premises (FTTP) technologies make use of optical fibres that connect end-users to telephone exchanges. FTTP technologies provide improved broadband speeds over HFC or DSL technologies. FTTP broadband speeds are not limited by distance in the access network, so synchronous speeds in excess of 10 Gbps are achievable14. Today, the National Broadband Network is being rolled out in Australia and is offering speeds of 100 Mbps downlink and 40 Mbps uplink, using Gigabit Passive Optical Network (GPON) technology (see Section 3.6 for more information)15.  
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Figure 2: Fixed broadband access technologies 
 
Fixed telecommunications networks are the most reliable broadband service, as environmental conditions do not tend to impact on transmissions, especially if cables are buried underground. Fixed services are also secure: interception is difficult to achieve and the high bandwidth means that the highest levels of encryption may be used without impacting the level of service. Fixed networks are also able to be configured to provide quality of service.  
[bookmark: _Toc39964]Mobile Wireless Broadband Access 
Mobile wireless broadband access relies on radio communications in the 800 MHz – 2 GHz range between base station sites and mobile-enabled end-user devices[footnoteRef:1]. The base stations are connected via backhaul networks.   [1:  This is an approximate guide and 700 MHz spectrum may become available subject to the digital dividend auction. ] 

 
Base stations can provide coverage over distances ranging from a few hundred metres up to 200km depending on the spectrum used16. However, mobile broadband speeds are impacted by a number of factors including base station configuration, signal strength and interference from neighbouring base stations. Mobile wireless is also impacted by end-users constraints including their location (dense vegetation or topographical features may impact on coverage), the number of simultaneous users in the local area that share the capacity of a base station and the quality of end-user equipment17 . It is also difficult to guarantee a certain level of service as users roam from one base station to another while maintaining a constant connection.  
 
In Australia the most common mobile wireless broadband technology is based on the 3GPP UMTS network standard. Theoretical speeds on these so called 3G networks are quoted as 42 Mbps downlink and 11 Mbps uplink and are for a single user in ideal conditions hence are unlikely to be experienced in a real world scenario 18. The latest mobile wireless broadband platform being rolled out in Australia is based on the 3GPP Long Term Evolution (LTE) standard. LTE networks are currently capable of theoretical speeds of 300 Mbps in the downlink and 170 Mbps in uplink with projected theoretical downlink speeds in the order of 1 Gbps downlink and 500 Mbps uplink in the future 19. To achieve these speeds large allocations of spectrum are required, and only a single user can access the base station at any one time. LTE networks also share the same limitations as current 3G networks so the quoted theoretical speeds are unlikely to ever be experienced by an actual user.  
 
Mobile wireless networks security is dependent on the level of encryption used between the end-user device and the base station. Commercial network providers have these security features enabled by default.  
[bookmark: _Toc39965]Commercial Mobile Wireless Broadband Operators 
There are three commercial providers of mobile wireless broadband services in Australia: Telstra, Optus and Vodafone. Telstra currently has the largest network, covering 99% of the Australian population20. Optus and Vodafone coverage currently extends to 97% and 94% of the population, respectively21,22. However, while the population coverage is high, the actually percentage of the Australian landmass covered by commercial wireless broadband operators is low. Telstra is the only provider that publicly states its landmass coverage at 2.1 million square kilometers, corresponding to about 27.3 % of Australia23. Much of the coverage in rural areas requires the use of high quality handsets with external antennas to extend coverage. 
 
Telstra and Optus have both launched LTE networks in the capital cities, with Vodafone announcing they will launch their LTE service in early 201324. All three networks offer 3G services, with Telstra quoting LTE speeds of up to 40 Mbps in some locations25. 
[bookmark: _Toc39966]Local Wireless Broadband Access 
Local wireless broadband networks include WiFi technologies which make use of fixed, or in some cases mobile wireless, access networks. A WiFi router provides high capacity wireless communications access over small distances of up to 450 m26. WiFi technologies make use of radio spectrum in the 2.4 GHz and 5 GHz bands for public use and 4.9 GHz band for public safety use27,28. The benefit of WiFi communications is that it extends the coverage of the access network, and in the case of fixed access technologies provides otherwise unattainable mobility in a local area. 
 
Local wireless broadband networks are commonly used in the home to enable mobility while making use of fixed broadband connections, or by organisations to provide broadband access for mobile devices such as smartphones and laptops in specific geographical areas (e.g WiFi hotspots). Local wireless networks are also used by commercial mobile wireless network operators to free up capacity on their networks by providing an alternative way to connect to the internet in areas where demand for services are high, e.g. in shopping centres.  
 
The speeds that can be achieved on local wireless networks are highly dependent on the type of access technology used for connectivity, the number of users or devices using the network and the number of wireless access points available for people to connect to. The latest WiFi standard (802.11n) supports theoretical downlink speeds up to 300 Mbps, though this requires the end-user terminals to be capable combining two wireless signal together, known as channel bonding. If WiFi terminals are not capable of channel bonding, then the available bandwidth enables broadband speeds of approximately 150 Mbps29. 
 
Public local wireless access generally provides a lower level of security compared to fixed and mobile wireless networks, however this is highly dependent on the encryption techniques used between the end-user device and the WiFi router. The coverage area for local wireless networks is small, and as a result is generally not affected by environmental conditions. As a result the reliability of the service is generally consistent. Local wireless access for PSAs provide an alternative communication platform that can be accessed to offload data and free up resources on the dedicated LTE network or to provide a redundant communications path in the event of an outage on the LTE network. 
[bookmark: _Toc39967]Satellite Broadband Access 
Satellite services use two radio links typically in the 1 GHz to 18 GHz range: one to connect a user to a satellite station in space, and the second to the satellite station in space to a ground station30. The ground station is typically connected to a fibre backhaul network.  Users accessing satellite services require a dedicated user terminal or satellite dish. Satellite broadband services have limited capabilities compared to terrestrial broadband solutions, and are typically used for communications in remote locations that are not serviced by terrestrial broadband network. 
 
Due to the transmission times between the user terminal and satellite and the satellite and ground station, latency can have a negative impact on time sensitive applications. Satellite communications are also particularly susceptible to atmospheric conditions such as heavy rain, humidity and bushfire smoke with the performance degrading when these conditions are present31.  
 
Today, satellite broadband speeds typically are in the order of 6 Mbps in the downlink and 1 Mbps in the uplink32. Future satellite speeds will be in the order of 12 Mbps in the downlink and 1 Mbps in the uplink33. These next generation satellite services will provide significantly improved speeds and capabilities and will significantly improve issues such as latency and support for time sensitive applications. 
 
Like other forms of wireless communications the level of security over satellite broadband is dependent on the encryption technologies used. However, it is noted that high levels of encryption technologies require significant overheads and this may affect satellite broadband performance as overall capacity is limited compared to terrestrial solutions. 
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Figure 3: Telecommunications access networks 
 
[bookmark: _Toc39968]Backhaul networks 
Backhaul networks provide interconnectivity between telephone exchanges (in the case of fixed networks), base stations (in the case of mobile wireless) and ground stations (in the case of satellite networks). Backhaul networks traverse many hundreds of kilometres between suburbs, cities and states and are designed to transport huge volumes of data. 
 
The most efficient and reliable backhaul technology makes use of fibre optic cable, which is capable of transmitting terabits of information along a single fibre. As backhaul cables are typically buried, optic fibre backhaul networks are not generally impacted by topographic or atmospheric conditions, making them inherently stable. 
 
In some cases microwave radio is used to provide backhaul services, particularly to connect remote wireless base stations back into the fibre backhaul network. 
Microwave radio makes use of radio spectrum in the 1.5 GHz to 50 GHz range 34. 
A microwave link requires the installation of a microwave dish at either end of the link, with a clear line of sight between the two dishes. The distance a microwave link can cover is highly dependent on the frequency used to transmit the data signal, the size of the dishes used, and the ability to achieve a clear line of sight between the transponders. This often requires the use of large poles or towers to mount the microwave dishes. 
 
The microwave link propagation characteristics depend on topographic and atmospheric conditions such as high humidity, rain and smoke. For example, microwave radio propagation is impacted by large bodies of water that can modulate signals in unfavourable ways. 
 
Satellite technologies may also be used to provide backhaul services, and is the only option for the 72.7% of the landmass that is not covered by terrestrial mobile wireless networks. Satellite technologies have limited capacity, suffer from latency and are affected by atmospheric conditions such as heavy cloud cover and smoke. However next generation satellite services will provide capabilities, including addressing issues such as latency. 
[bookmark: _Toc39969]The National Broadband Network  
In April 2009 the Australian Government announced that it will roll out the National Broadband Network (NBN) to Australian homes, schools and businesses. NBNCo was established to rollout a FTTP network to 93% of Australian premises, with the remaining 7% to be serviced by next generation satellite and fixed wireless technologies.  
 
The NBN FTTP network will initially offer maximum data rates of 100 Mbps in the downlink and 40 Mbps in the uplink via its FTTP network. NBNCo have also stated that they will offer a 1 Gbps downlink and 400 Mbps uplink service by 201435. The fixed wireless service will make use of LTE technology and will initially offer peak download speeds of 12 Mbps, with faster speeds being made available into the future36. The current, interim satellite services offered by NBN Co are capable of peak download speeds up to 6 Mbps, however the company intends to launch two satellites in 2015 that will enable downloads speeds of up to 12Mbps37.  
 
In a global context the rollout of a network on the size and scale of the NBN is unique. It will enable coverage across all of the Australian landmass. Additionally, the way the network is being rolled out provides a unique opportunity for the Australian environment. The NBN infrastructure includes rolling out Network Termination Device (NTDs) to each premises, which provides the termination point for the network. Each NTD includes four Ethernet ports, which could in theory enable four different providers to connect to individual premises. This technology is likely to underpin innovation in the delivery of future broadband applications and services, and could provide a unique opportunity for Australian PSAs, that is unavailable in many other countries, to improve their communications in a way that adds capacity, redundancy and resilience. This is explored further in the following section. 
 
[bookmark: _Toc39970]Options for PSA Broadband Application Delivery 
 
There are several technologies that are available today, or will be available in the near future, that can enable the provision of mobile broadband applications for PSAs. This section introduces these technologies, which are based on the available broadband access technologies defined in Section 3. 
 
The technologies are split into: 
· Broadband access technologies that connect end-user devices and applications to a broadband network; and  
· Local backhaul that may be required to connect the broadband access technologies into the backhaul network. . 
These technologies are described below. 
[bookmark: _Toc39971]Broadband Access Technologies 
This section describes the broadband access technologies that may be used by PSAs in business-as-usual cases, as well as incidents at major venues and random locations. 
[bookmark: _Toc39972]Dedicated PSA LTE Network Access 
A dedicated PSA LTE network will provide a single telecommunications platform to handle PSA communications, offering a high level of security and capacity in coverage areas subject to the capacity of the network.  
 
The advantage of a dedicated PSA LTE network is that it facilitates ‘anytime, anywhere’ access for mobile PSA units within the coverage area. In addition, a dedicated PSA LTE network could assist with streamlining coordination and information sharing across different PSA organisations, including across state boundaries, for example in disaster relief efforts.  
 
The recent ACMA announcement that 5+5MHz of spectrum has been set aside for the PSAs, creates the opportunity for the state and territories to establish a harmonised and dedicated PSA LTE network across the country38. This is consistent with the 2010 Federal Communications Commission (USA) white paper “The Public Safety Nationwide Interoperable Broadband Network: A New Model for Capacity, Performance and Cost” and is likely to cater for business as usual applications into the future39. A dedicated LTE network that makes use of this spectrum would be capable of supporting downlink speeds in the order of 10 Mbps per user today, with the potential to increase to around 12.5 Mbps per cell by 2015 based on future upgrades of LTE equipment40.  
 
Whilst it could be argued that PSAs require more spectrum for their communication needs, this does not take into account how an LTE network would most effectively be deployed. Whilst the allocation of more spectrum could enable faster speeds with the deployment of fewer base station sites it reduces the resiliency of the network and is highly undesirable for PSA communications. By deploying a larger number of base station sites, faster communications will be achieved. However, more importantly, sufficient base station density will also enable the network to self optimise during a period of high demand or when there is a base station outage, enabling base stations to dynamically handover users to neighbouring sites when required41. This provides valuable resilience to a network with a dense deployment of base stations because in the event of an outage a small, localised black spot will result and self-optimisation will enable adjacent base station sites to fill these black spots until the damaged base station is restored. Conversely, in the event of an outage in a network with fewer base station sites a large blackspot will result and dynamic self-optimisation may not be an option, resulting in an inability to communicate. 
 
While deployment of a dedicated PSA LTE network with dense base station coverage is important to cater for the PSA business as usual activities in the metropolitan areas and major regional centres, the deployment of such a network to meet these needs in all rural and remote areas and to support incidents at major venues in metro centres is unfeasible due to the following: 
 
· Firstly, and most importantly, relying on a single dedicated network reduces the redundancy and resilience of PSA communications. For example, if a bushfire were to render a base station useless, all PSA communications in that area would be impacted, especially if selfoptimisation was not available.  
 
· Secondly, the PSA LTE network could not cover 100% of the Australian landmass. As discussed in Section 3.2.1, commercial providers coverage is in total around 27.3% of the landmass, and it is unlikely that a PSA network would meet the coverage and capacity of these networks. 
 
· Thirdly, related to the above point, the cost to build a dedicated PSA LTE network that would provide the necessary coverage footprint and capacity in all metropolitan and rural areas would be very expensive. Telstra spent over $1 billion building the Next G network that initially covered 98.8% of the population or around 27.3% of the Australian landmass42,43. Furthermore, it is likely that the cost to deploy a new dedicated PSA LTE network would be higher as the commercial providers were able to reuse the prime antenna locations they currently occupied with existing network infrastructure. As these sites are mostly occupied, the PSA LTE network deployment would be less than optimal and could have a smaller coverage footprint than the commercial carriers. Alternatively greater investment in infrastructure will be required. 
 
· Fourth, if additional spectrum were allocated for a national dedicated PSA LTE network this would result in inefficient use of finite and precious resources, namely spectrum, since the network would be over engineered to cater for incidents at major venues and random locations, which are considered to be rare and whose location is unknown in advance.  
 
· Fifth, a dedicated LTE network may not be able to cater for the bandwidth demands of PSAs into the future, even with planned upgrades for additional network capacity and irrespective of the amount of spectrum available. This means that PSAs must consider alternative options to augment their capacity no matter what the capability of their network is. 
 
· Lastly, as discussed in Section 3.2, mobile broadband speeds are impacted by a number of factors including uncontrollable end-user constraints such as location, which may not allow for a high quality line of sight transmission between end-user equipment and the base station. This could result in unreliability of the dedicated PSA LTE network, for example call drops outs may be experienced. It would be unwise for PSAs to rely on a single network for communications. 
 
Alternate technologies for broadband access need to be available to PSAs to augment the network coverage and capacity of a dedicated LTE network and to provide redundancy and reliability in the form of alternative transmission paths, especially for incidents at major venues and random locations where PSA broadband demands are likely to be higher than business-as-usual. Alternative broadband solutions that complement a dedicated PSA LTE network may also reduce the cost of establishing national communications infrastructure that meets PSA requirements under all circumstances. 
 
There are a number of different options for augmenting a dedicated PSA network for incidents at major venues and random locations. Data and communications requirements for major venues can be forecast in advance enabling additional and alternative infrastructure to be deployed ahead of time that can be used by PSAs in the event of an incident. This network infrastructure could be a permanent deployment used for multiple events at the same location throughout the year, or be temporarily deployed ahead of time for a particular event. Conversely incidents at random locations may occur where there is limited communications infrastructure, meaning new network links may have to be quickly established to cater for PSA bandwidth demands following an incident.  
 
The following sections discuss the various options that are available for PSAs to augment the coverage and capacity of a dedicated PSA LTE network and importantly provide a further level of redundancy and resilience during incidents at major venues and random locations. 
[bookmark: _Toc39973]LTE Roaming on commercial networks 
As noted in Section 4.1.1, it is unachievable for PSAs to build a dedicated LTE network that covers 100% of the Australian landmass, and it is also unlikely that the PSA network will have the equivalent coverage and capacity as the commercial carriers described in Section 3.2.1. It is therefore essential the PSA’s have in place a roaming agreement with at least one commercial carrier to extend and augment their network coverage.  
 
Roaming agreements with commercial carriers have the benefit of providing additional LTE capacity, redundancy and reliability to PSA communications. 
Roaming onto commercial networks could, in theory, increase the available bandwidth capacity by more than twice that enabled over a dedicated PSA network.  It would also increase the reliability of PSA communication strategy by providing a redundant communications platform to fall back on should there be an outage on the dedicated PSA LTE network. Commercial carriers also have the added redundancy of multiple wireless network platforms to fall back on. For example, if there is an outage on the carriers LTE network, the user terminals will fall back onto their 3G network in order to maintain communications. This could mean that PSAs not only have access to the commercial carrier’s LTE network, but also their 3G network. Commercial roaming agreements may also reduce the cost of rolling out a dedicated PSA LTE network by reducing the area the dedicated PSA network is required to cover, instead leveraging existing coverage of commercial network. 
 
The capability to roam onto a third party network would require the dedicated PSA network operator to formally partner with at least one of the domestic LTE or 3G mobile wireless carriers. The partnering agreement would establish the framework under which PSA end-user equipment could access the third party network infrastructure. It would require some integration of the PSAs core network infrastructure with the commercial carrier’s infrastructure. This type of roaming arrangement has been implemented in the United States of America by a partnership between Verizon, Motorola and Ericsson44,45. It could be encouraged in Australia, by making this a requirement for commercial networks to provide when bidding for spectrum. 
 
Another requirement of any roaming agreement would be the capability to encrypt PSA communications on the commercial carrier’s network to ensure secure communications between PSA personnel. PSA traffic can be prioritised over general traffic on these networks. This would be highly desirable in areas the dedicated PSA network did not cover and in particular during incidents where PSA broadband demands may be high. The security of LTE roaming would be at the same level as the dedicated LTE network.  
 
The ability of PSA users to roam onto commercial networks will impact the performance of these networks for public users. It is important that the general public is able to maintain the ability to make calls and in particular calls to emergency numbers such as 000 so that they are able to both request assistance and potentially assist PSAs by providing on the ground information during an incident. Therefore completely prioritising all forms of PSA traffic over public traffic is not desirable or feasible, so careful planning would be required to determine what PSA services are prioritised over general use and under what scenarios.  
 
To address some of these issues, two separate roaming agreements could be agreed between PSAs and commercial operators. One roaming arrangement could be for business-as-usual scenarios where PSA users roam onto the commercial network when they are outside the dedicated PSA network coverage. In this scenario PSA applications could be given limited prioritsation. Importantly, this arrangement should not negatively impact the public users network access or experience as it is anticipated that there would only be a small number of PSA users trying to access a given base station at any one time. 
 
A second roaming arrangement could be made to plan for incidents at random locations where the PSA users are given more network resources and higher prioritsation, while the general public access to the network is limited to voice calls only. PSA users in this scenario may be using the PSA network for their primary communications while the commercial network is used to cater for the additional broadband requirements created by the larger concentration of PSA users. 
[bookmark: _Toc39974]Portable LTE Access (CoWs) 
During incidents at major venues and random locations PSA demands for broadband services are likely to be high and this will put a strain on the existing network resources of a dedicated PSA network. One way to overcome this shortfall of available capacity is to deploy a Cell on Wheels (CoW). CoWs are generally trailer-mounted enclosures or converted shipping containers which house base station equipment and a mast, which can be winched up to support an antenna. The level of network security would be the same as the dedicated PSA LTE network once operational. 
 
CoWs can be used in different ways to augment existing coverage or provide access in areas without coverage, depending on the local backhaul technology that is used to connect the CoW into the telecommunications network. The additional capacity provided by a CoW could be as much as 100% that of a dedicated PSA LTE network, if an independent local backhaul solution is used. This scenario would also provide redundancy to the dedicated PSA LTE network. However, if the CoW uses the dedicated PSA LTE network to connect back into the telecommunications, no additional capacity or redundancy may be achieved. Local backhaul solutions are discussed further in Section 4.2. 
 
Portable wireless CoWs are commonly deployed by commercial networks to augment their existing network coverage and capacity during incidents at major venues  such as music festivals and major sporting events. As incidents at major venues  typically occur annually in the same location, the transmission equipment and access points required to provide connectivity back into the carrier’s network are generally well established.  
 
CoWs could also be deployed by PSAs to provide coverage when there are incidents at random locations such as the Queensland floods and Victorian bushfires. During these incidents the existing network infrastructure may be damaged and unable to provide coverage, or be in an area with limited existing coverage. In these situations the CoWs would be deployed to fill in the network black spots.  
 
CoWs may take some time to deploy, so careful planning is required to ensure there are sufficient numbers of them to deploy across any jurisdiction, enabling them to be deployed quickly in response to an incident. 
[bookmark: _Toc39975]Local WiFi Access 
In some areas where a large number of people congregate, the use of dedicated WiFi hotspots may provide a suitable access technology for PSAs. This would be an appropriate technology to consider for major venues such as sporting facilities and public spaces, for example Melbourne’s Federation Square. Dedicated WiFi hotspots may also be useful in areas where large numbers of people transit including major metropolitan train stations, shopping centres and city high streets. 
 
A recent decision by the ACMA has made available 50 MHz of spectrum in the 4.9 GHz band for use by PSAs46. This would be ideal spectrum for high-capacity and short-range communications enabled by WiFi hotspots. While use of lower spectrum bands such as the 2.4 GHz band enables better penetration of building structures to provide a larger coverage area when used indoors, higher spectrum bands such as the 4.9 MHz band enable higher data rates. An additional advantage of the 4.9 MHz band is that it is dedicated for PSA use only, and therefore less prone to interference from other devices and more likely to support data rates closer to those demonstrated under ideal conditions.  
 
The additional capacity provided by a local WiFi hotspot could be significant, depending on the local backhaul technology that connects the WiFi router to the telecommunications network. As noted in Section 3.3, WiFi routers are now capable of transmitting broadband speeds of up to 300 Mbps over distances of up to 450m in ideal circumstances. The additional capacity could provide greater scope for use of multiple high bandwidth applications by PSAs within a small area. Additional local WiFi access could be used to  add redundancy to the PSA network if an independent local backhaul solution is used, as communications would not be dependent on a single dedicated LTE network.  
 
The installation of local WiFi hotspots in areas where incidents at major venues  occur would provide additional capacity and redundancy to cope with potentially high PSA broadband demands. WiFi hotspots may also reduce the cost of a dedicated PSA LTE network deployment, by reducing the need to design the network to cope with high bandwidths in areas where PSA communication demands may be high, for example at major venues.   
 
Dedicated WiFi hotspots may not be useful for incidents at random locations depending on their location, as pre-installation is assumed. Further disadvantages of dedicated WiFi hotspots is that the coverage area is small compared to a LTE network, and handover between hotspots and onto the dedicated PSA LTE network would need to be carefully engineered. Low signal strengths can limit the performance of a WiFi hotspot, and transmission within buildings can be difficult as WiFi signals are susceptible to interference and absorption effects. 
[bookmark: _Toc39976]Portable WiFi Hot Spots 
Portable WiFi Hot Spots refers to the placement of WiFi routers in PSA vehicles, which may be activated once stationary providing there is access to a suitable local backhaul technology. These are referred here on in as WiFi on Wheels (WoWs). 
 
Like local WiFi access, WoWs would use the 4.9 GHz band that has been allocated to PSAs by the ACMA. This would be ideal spectrum for high-capacity and shortrange communications enabled by WiFi hotspots. 
 
WoWs could be quickly established by PSAs to provide enhanced communications over and above a dedicated LTE network, in particular during incidents at random locations. As with dedicated WiFi hotspots, significant additional capacity as well as redundancy could be made available for PSA use, depending on the local backhaul technology. 
 
The disadvantage of WoWs for PSAs could be the time taken to establish the local backhaul connection into the broader telecommunications network. As with dedicated WiFi hotspots, the quality of WoWs will be dependent on factors such as the coverage area, building penetration and best efforts service.  
[bookmark: _Toc39977]Fixed Ethernet 
While it is recognised that the vast majority of applications used by PSAs require mobility, in some cases fixed Ethernet access may be an appropriate access technology. An Ethernet connection could be used to directly connect a PSA technology (such as a computer on board a vehicle) into a fixed telecommunications network. This could provide a suitable access technology for a temporary incident control station where data is aggregated, decision making occurs and instructions are communicated to PSA personnel, or for providing data access over a duration of time at a fixed location (for example, an ambulance attending an incident that may take some hours before a patient may be moved). 
 
In this report two fixed Ethernet options are considered: 
· “Fourth Port” on a NBN NTU, which is discussed further in Section 4.2.4. 
· A Data Hydrant, which is discussed further in Section 4.2.5. 
 
Both of these options could be facilitated by the NBN, and could provide Australian PSAs with a unique opportunity that is unavailable in many other countries. Both options would provide redundancy as well as enhanced reliability, as fixed networks are less prone to ‘drop-outs’. Another advantage of fixed Ethernet access is that quality of service can be guaranteed, and the additional capacity provided is significant, for example over the NBN speeds in the order of 100 Mbps would be available today, rising to 1 Gbps by 2014. The greatest disadvantages of the fixed Ethernet access are the lack of mobility and the limited number of access points, hence this technology is only suitable for a limited number of applications. 
[bookmark: _Toc39978]Satellite Access 
As noted in section 4.1.1, the size of the Australian continent makes it impractical to rollout a dedicated LTE network that covers 100% of the landmass. To date Australia’s largest mobile wireless network only covers about 27.3% of the landmass, leaving about 72.7% without any form of terrestrial mobile wireless access. In these areas the only broadband access technology available to PSA personnel is satellite communications. The advantages and disadvantages of satellite technologies are discussed in Section 3.2. 
 
[bookmark: _Toc39979]Local Backhaul 
A dedicated or commercial LTE network, fixed Ethernet access and satellite services have direct connections into a telecommunications network, either through existing backhaul or the NBN. However, mobile LTE access (CoWs), and dedicated and mobile local wireless access technologies all require local backhaul solutions to connect the access technology into the national telecommunications network. For each of these technologies several local backhaul options exist, and these are discussed below. 
[bookmark: _Toc39980]LTE relay over dedicated PSA networks 
LTE networks can be used to provide local backhaul as shown in Figure 4 by connecting a CoW to a base station with high capacity backhaul. This is known as LTE relay. The LTE CoW has an LTE terminal that receives the base station signal and retransmits it locally. End user devices communicate with the LTE CoW, which then transmits the signal back to the LTE base station. LTE relay ideally requires the two base stations to have direct line of sight. The distance provided by a LTE relay hop is dependent on the spectrum used and as with LTE wireless mobile may vary from a few hundred metres up to 200km. 
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Figure 5: LTE relay 
 
 
LTE relay over a dedicated PSA LTE network provides a way to temporarily extend the coverage of an existing base station to an area that has low signal strength. It does not provide any additional capacity or redundancy over and above the dedicated PSA network as it reuses the resources of this network locally. 
 
The advantage of using LTE relay over a dedicated PSA network is that links can be established quickly, making it useful for incidents at random locations. The disadvantage of LTE relay over a dedicated PSA network is that it reduces the overall capacity of the PSA transponder on a base station, and may impact on the delivery of other PSA applications. 
[bookmark: _Toc39981]LTE relay over commercial networks 
LTE relay using a commercial carrier’s network works in the same way as LTE relay over the PSA’s LTE network, and can be used to connect CoWs into the telecommunications network. The major difference being that it requires a formal roaming agreement between the PSAs and the commercial network operator to connect to the base station. To allow access to the commercial carrier network, the PSA network would need to have pre-existing network infrastructure interconnected with the commercial carrier’s network. Hence this type of local backhaul is only an option if a general LTE roaming agreement is in place. 
 
The same advantages and disadvantages apply to commercial LTE relay as to a LTE relay over a dedicated PSA network. Additional advantages of commercial network LTE relay include the increase in coverage and capacity as PSAs have access to third party transponders in addition to their own. This also adds redundancy, as there is the option of moving onto the commercial carrier’s network if there is an outage on the PSA network.  
[bookmark: _Toc39982]Wireless Local Loop  
Wireless Local Loop (WLL) technology is a data and voice gateway that uses a mobile network as a connection back into the telecommunications network in a similar way to LTE relay.  WLL is also referred to as fixed wireless access and is currently used in Australia to provide a traditional telephone service via the Telstra NextG network where it is too expensive or too difficult to deploy a copper twisted pair telephone line, as well as by NBN Co as its wireless solution. The latest WLL terminals have the option of integrated WiFi so can accommodate both a physical Ethernet connection or a wireless connection without needing any additional equipment47.  
 
WLL would be used in conjunction by PSAs to connect a WoW into the network with LTE access, communicating either directly with the dedicated PSA network, commercial network or via a CoW. Depending on the mobile wireless local backhaul chosen, additional redundancy and capacity may be provided. 
 
WLL terminals have the same advantage as LTE relay in their ability to be quickly deployed in response to a major incident at a random location. WLL terminals also share the disadvantages as LTE relay in consuming the overall available bandwidth of the serving LTE network and requiring a pre-established roaming agreement when a commercial carrier’s network is used for connectivity.  
[bookmark: _Toc39983]Fourth port PSA network access 
As discussed in Section 3.6 the rollout of the NBN in Australia has created a unique opportunity for Australian PSAs to build a world leading communications network to augment the PSA LTE network, that is unavailable in many other countries. One example of how the NBN could be leveraged is through PSAs arranging access to the “Fourth Port” on NBN NTUs to achieve an exclusive highspeed fixed Ethernet broadband connection from almost any building in the country[footnoteRef:2]. This Fourth Port will have the capacity to deliver much higher data rates than would be possible over a dedicated LTE network, with the fibre fed ports able to deliver 100 Mbps today with the potential to deliver 1 Gbps/400 Mbps downlink/uplink and higher in the future.   [2:  We would recommend that the Fourth Port is always used, so there would be no confusion by PSA personnel who may need to quickly establish a connection over the NBN. ] 

 
Fixed technologies will be capable of providing a more predictable and potentially higher level of service compared to wireless or satellite technologies. Hence, the NBN Fourth Port would provide the perfect local backhaul solution when deploying WoWs or LTE CoWs at major venues  such as music festivals or sporting events. These dedicated ports could also be used during incidents at random locations when setting up field incident control headquarters and to provide backhaul connectivity for WoWs and LTE CoWs. However, it should be noted that without a WoW or a CoW, Fourth Ports are only capable of providing fixed Ethernet services, which do not provide mobility and would only be available at fixed premises.  
 
Advantages of using the Fourth Port as a local backhaul technology where possible include an ability to rapidly configure additional services, compared to other local backhaul solutions such as microwave (discussed in Section 4.2.6), as well as freeing up valuable capacity on the dedicated PSA LTE network to support additional bandwidth capabilities over and above business-as-usual usage. For example, Fourth Port connections could be used for high capacity, low latency applications and the dedicated LTE network could be used for mobile applications. This solution would add redundancy to the PSA communications network. In addition, this would add reliability to communications, given the stability of fixed networks. It would take advantage of the unique position provided by the NBN rollout and could position Australia as a world leader in emergency services communications.  
 
The use of fourth ports may have minimal additional costs to PSAs over and above the dedicated PSA LTE network rollout, as the NBN is already being rolled out by the Australian Government. It may also allow a for reduced cost rollout of the dedicated PSA LTE network, as this network would not have to be overengineered, as high bandwidth applications could be implemented using WoWs with Fourth Port local backhaul access.  
 
Discussion would be required with NBN Co regarding the feasibility of deploying these solutions and other related issues, such as rollout times, costs and encryption. Additionally, NBN Co may not be able to offer the service themselves given separation undertakings. A third party RSP may need to be introduced. 
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Figure 4:NBN Co NTUs have four ports, of which one could be used for PSA communications48. 
 
[bookmark: _Toc39984]Data Hydrants 
Data hydrants are dedicated access points to a fixed Ethernet connection at easily accessible locations for exclusive use by PSAs, separate to NBN access at buildings as described in Section 4.2.4. For example, data hydrants could be located in close proximity to existing water hydrants that are available for firefighting services in metropolitan areas. They could also be established in areas where PSA activity could be high, for example outside major venues.   
 
Data hydrants could be provided by NBN Co, through the provision of additional dedicated access points for PSAs. They may also be supplied by other telecommunications providers with fibre networks, for example Telstra, Optus or NextGen Network amongst others. Discussion would be required with providers regarding the feasibility of deploying these solutions and other related issues, such as rollout times, costs and encryption.  
 
Data hydrants have the same advantages and disadvantages as Fourth Port access, including providing redundancy and reliability through a more predictable and potentially higher level of service compared to other technologies; enabling the ability to rapidly configure additional services compared to other local backhaul solutions such as microwave; and freeing up capacity on the dedicated PSA LTE network to support additional bandwidth capabilities over and above business-as-usual usage. However, additional advantages of data hydrants include that they could make use of point-to-point optic fibre technology rather that GPON, meaning broadband speeds in excess of 10 Gbps could be easily achieved. The requirements for this over and above a 10 Gbps GPON link would need to be established, and may not be required. Data hydrants would also have the advantage of being installed in locations that are easily accessible and well known to PSAs, including in at major venues. Special casings may be required.  
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Figure 5: Data hydrants could be collocated with water hydrants for PSA access 
 
Data Hydrants do not enable mobility, unless they are used as a local backhaul solution for a CoW or a WoW. They would also only be available at a limited number of locations, agreed by PSAs and the commercial providers.  
 
Because the deployment of Data Hydrants would be specifically for PSAs, there may be an associated deployment cost, however this would be much lower than the costs of rolling out a dedicated PSA LTE network. As with Fourth Port access, Data Hydrants may also allow a for reduced cost rollout of the dedicated PSA LTE network as this network would not have to be over-engineered. 
[bookmark: _Toc39985]Microwave radio 
Microwave networks can be used to provide a local backhaul solution for local WiFi access, WoWs or LTE CoWs. Microwave links can also be deployed as a failover transmission path to complement existing infrastructure where redundancy is required.  
 
Advantages of microwave transmission links include that they are easy to deploy and very portable. The use of smaller microwave dishes makes them easy to include in the standard equipment allocation for WoWs and CoWs.  
 
Disadvantages of using microwave transmission include the time it takes to plan the link including link budgets and license applications as well as the requirement for line of sight transmission. Microwave links are also prone to degradation from atmospheric conditions such as humidity, rain and smoke. 
[bookmark: _Toc39986]Satellite 
As noted in Section 3.5 satellite could be used as a local backhaul solution, to provide a data connection between a remote location and a ground station where terrestrial broadband is unavailable. Satellite local backhaul is the only option for the 72.7% of the Australian landmass that is not covered by terrestrial broadband. One disadvantage of satellite backhaul is its limited capacity, which may prevent the use of some high bandwidth applications. Satellite services also suffer from latency and are heavily affected by atmospheric conditions, such as heavy cloud or smoke cover. 
 
[bookmark: _Toc39987]Choosing the right network solutions 
There are a number of options available for PSA communications, that would augment a dedicated PSA LTE network, providing additional redundancy, capacity and reliability where needed. These are summarised in Table 1. 
 
The combination of broadband options used would vary between different incidents at major venues  as well as for unincidents at major venues  and different combinations of broadband technologies appropriate to PSAs need to be considered further.  
 
In addition PSAs would need to make sure that their equipment was able to operate across multiple technology platforms, for example moving off an LTE network and onto a WiFi network when one becomes available so the LTE network resources are available to those that cannot access the local WiFi network. This would need to happen without a discernable disruption to the user so it is essential that all of these network platforms are built with interoperability in mind. This approach is currently used by commercial carriers to free up resources on their networks since most devices such as smartphones and laptop computers have the capability to operate across different platforms.  
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	Broadband access technology 
	Local backhaul 
	Indicative additional capacity  by 2015 
	Incidents at 
Major 
Venues 
	Incidents at Random Locations 
	Comments 

	Dedicated 
PSA LTE 
Access 
	Not required as backhaul will be established 
	n/a 
	Yes  
	Yes 
	A dedicated PSA network would be used for businessas-usual operations, and would be the primary network for PSA voice communications, and potentially other applications, for incidents at major venues and random locations that occur where network coverage is available.  

	LTE Roaming on commercial networks 
 
	Not required as backhaul will be established 
	300 Mbps 
	Yes  
	Yes 
	Used to provide coverage in areas without PSA network coverage, or augment PSA network capabilities to support high broadband demands. Requires pre-planning and agreements to be in place with commercial operators. 

	Mobile LTE 
Access 
(COWs) 
 
	Fourth Port NBN 
Connection or a 
Data Hydrant 
 
	300 Mbps per CoW 
	Yes 
	Yes 
	Used to provide redundancy in communications and increase broadband capacity. Preferred CoW solution if available due to additional capacity and redundancy. 

	
	LTE relay on PSA network 
	Reduced PSA network capacity for other PSA access seekers 
	Not recommended 
	Yes 
	Maybe be used to extend PSA coverage in blackspots, or replace damaged PSA network equipment in emergencies e.g following a fire. However, reduces PSA network capabilities. 

	
	LTE relay on commercial networks 
	300 Mbps 
	Not recommended 
	Yes 
	Used to provide redundancy in communications and increase broadband capacity. Will reduce capabilities of commercial networks for general use. 

	
	Microwave 
	150 Mbps 
	Yes 
	Yes 
	Used to provide redundancy in communications and increase broadband capacity. Requires line of sight for microwave communications, and this could lead to lengthy set-up times to establish local backhaul 

	
	Satellite 
	12 Mpbs 
	For use in 
	Only option 
	Used to provide redundancy in communications, 



	
	
	
	remote areas only 
	for 72.7% landmass 
	especially in remote locations. Satellite backhaul has limited bandwidth capabilities compared to other options. 

	Dedicated 
WiFi Access 
 
	Fourth Port NBN 
Connection or a 
Data Hydrant 
 
	300 Mbps per connection 
	Yes 
	Yes 
	Used to provide redundancy in communications and increase broadband capacity. Preferred dedicated WiFi Access solution due to additional capacity and redundancy. Assume established in advance of an incident 

	
	Wireless Local 
Loop (WLL) on 
PSA network 
	Reduced PSA network capacity for other PSA access seekers 
	Not recommended 
	Yes 
	Maybe be used to extend PSA coverage in blackspots, or replace damaged PSA network equipment in emergencies e.g following a fire. However, reduces PSA network capabilities.  

	
	Wireless Local Loop (WLL) on commercial networks 
	300 Mbps 
	Not recommended 
	Yes 
	Used to provide redundancy in communications and increase broadband capacity. Will reduce capabilities of commercial networks for general use. 

	
	Microwave 
	150 Mbps 
	Yes 
	Yes 
	Used to provide redundancy in communications and increase broadband capacity. Requires line of sight for microwave communications, and this could lead to lengthy set-up times to establish local backhaul 

	
	Satellite 
	12 Mpbs 
	For use in remote areas only 
	Only option for 72.7% landmass 
	Used to provide redundancy in communications, especially in remote locations. Satellite backhaul has limited bandwidth capabilities compared to other options. 

	Portable WiFi 
(WoWs) 
 
 
	Fourth Port NBN 
Connection or a 
Data Hydrant 
 
	300 Mbps per connection 
	Not recommended (assume preplanning and dedicated 
WiFi) 
	Yes 
	Used to provide redundancy in communications and increase broadband capacity. Preferred WoW solution if available due to additional capacity and redundancy. 

	
	Wireless Local 
	Reduced PSA network 
	Yes 
	Yes 
	Maybe be used to extend PSA coverage in blackspots, 

	
	Loop (WLL) on PSA network 
	capacity for other PSA access seekers 
	
	
	or replace damaged PSA network equipment in emergencies e.g following a fire. However, may reduce PSA network capabilities.  

	
	Wireless Local Loop (WLL) on commercial networks 
	300 Mbps 
	Yes 
	Yes 
	Used to provide redundancy in communications and increase broadband capacity. Will reduce capabilities of commercial networks for general use. 

	
	Microwave 
	150 Mbps 
	Yes 
	Yes 
	Used to provide redundancy in communications and increase broadband capacity. Requires line of sight for microwave communications, and this could lead to lengthy set-up times to establish local backhaul. 

	
	Satellite 
	12 Mpbs 
	For use in remote areas only 
	Only option for 72.7% landmass 
	Used to provide redundancy in communications, especially in remote locations. Satellite backhaul has limited bandwidth capabilities compared to other options. 

	Fixed 
Ethernet 
	Fourth Port NBN 
Connection  
 
	1 Gbps per connection 
	Yes 
	Yes 
	Used to provide redundancy in communications and increase broadband capacity. Lacks mobility so only useful in a limited number of scenarios. 

	
	Data Hydrant 
 
	> 10 Gbps, subject to deployment scenario 
	Yes 
	Yes 
	Used to provide redundancy in communications and increase broadband capacity. Lacks mobility so only useful in a limited number of scenarios. 

	Satellite services 
	Not required as backhaul will be established 
	12 Mbps 
	For use in remote areas only 
	Only option for 72.7% landmass 
	Only option for 72.7% landmass not covered by terrestrial mobile broadband networks.  


Table 1: Summary of Broadband options for PSAs 
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Figure 6: An example of a communications network for use in the event of an incident at a major venue. 
 
Figure 6 shows an example combination of broadband technologies that could be used in major venue, for example at a sport stadium. The dedicated PSA LTE network would provide coverage over the area, and could be used for voice communications in the event of an incident. A CoW could be established via a Data Hydrant to provide additional capacity and to extend the coverage of the LTE network, to make sure the entire venue had coverage. WoWs could be preestablished, connected to data hydrants at the venue, to provide additional capacity and redundancy.  These WiFi hotspots could be used to transmit high broadband applications such as video communications.  
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Figure 7: Example of broadband technologies for use in an incident at a random location. 
 
 
Figure 7 shows an example combination of broadband technologies that could be used at an incident at a random location, for example a natural disaster across a large area. The dedicated PSA LTE network would provide coverage over some of the affected area but not all. To extend the coverage of PSA communications could make use of a commercial network with wider coverage area, as well as CoWs that connect via LTE relay to the PSA network. WiFi hotspots could be established either at data hydrants, or by making use of the fourth ports on buildings in the affected area.  Voice communications could occur over the mobile wireless broadband solutions, while the local wireless access solutions can provide additional capacity to transmit high bandwidth applications such as video content. Satellite communications can be used for areas where no terrestrial solution is available.  
 
[bookmark: _Toc39988]Conclusion 
In the future PSAs are likely to make use of an increasing number of broadband applications to support their decision-making and responses to business-asusual, as well as incidents at major venues and random locations. Low bandwidth applications such as voice communications and Push-to-Talk capabilities will continue to be commonly used. A range of other technologies will be increasingly used to respond to incidents including video conferencing and streaming, remote sensing, cloud computing and database access and image transfers. Newer technologies such as augmented reality and robotics will also have an important role to play in PSA responses into the future. The increased use of these broadband applications will drive increasing demands for highspeed broadband access. 
A dedicated PSA LTE network with 5+5 MHz spectrum will cater for business-asusual use by PSAs, and help streamline communications across different agencies including across interstate borders. It is an appropriate technology providing mobility within network coverage areas. However, a dedicated PSA LTE network will not cover 100% of the Australian landmass and will be unable to cater for high broadband usage, as is expected to be required for incidents at major venues and random locations, regardless of the amount of spectrum that is made available.  
Additional delivery options for PSA broadband access should be explored, not only to provide additional broadband capacity during incidents at major venues and random locations to enable traffic offloading from the dedicated PSA LTE network , but also to provide redundancy (and therefore potentially improve reliability) of PSA communications networks. 
A number of broadband access options exist for PSA use, to augment the facilities provided by a dedicated PSA LTE network. Roaming onto commercial LTE networks will enable PSA network coverage to be extended in areas where coverage is limited, and provide redundancy and additional capacity, and increase resilience. It also provides a ‘quick to market’ approach while a dedicated PSA network is established. It is recommended that partnering agreements are established quickly between PSA network operator(s) and at least one commercial network operator. 
The use of CoWs and local WiFi networks, either dedicated or portable, also provide a way of increasing capacity in local areas. CoWs are useful to extend PSA LTE coverage for incidents at major venues  or as emergency replacements for PSA LTE network equipment. WiFi networks can be used to provide increased capacity during incidents at major venues  or in areas where there is a high throughput of people on a regular basis, in which case dedicated hotspots would be recommended. WoWs can be used in incidents at random locations, where dedicated hotspots are not already installed. These solutions require a local backhaul solution to connect the WiFi router or CoW into the backhaul telecommunications network. Depending on the local backhaul technology used, additional capacity may be significant. These CoWs and WiFi networks also add a level of resilience and redundancy to the PSA communications network by providing an alternate communications platform in the event of an outage on the PSA LTE network, assuming a different local backhaul technology is used. 
Local backhaul technologies include LTE networks, microwave radio and satellite options, which have different applications depending on the use case. However the most efficient local backhaul technology would make use of a Fourth Port or Data Hydrant. Both of these could be enabled by the NBN, and provide a unique opportunity for PSAs that are unavailable in other countries. Both Fourth Port and Data Hydrant access would provide significant additional broadband capacity for PSAs, in addition to network redundancy. Given that the NBN is being rolled out to every home, school and business in the nation, easy access could be facilitated for PSA use in both incidents at major venues and random locations. This provides a unique solution for the Australian environment, and could position the country as a global leader in PSA communications providing enhanced and future-proofed capacity as well as network redundancy and resilience, when used in conjunction with a dedicated PSA LTE network. 
Additional work would need to be undertaken to establish the ease at which the different communications options presented in this paper could be effectively used by PSAs, including protocols for establishing communications links over networks that augment the dedicated PSA LTE network.  
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