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Notice to any Reader of the Attached Report
PwC was engaged by the Department of Communications and the Arts (DoCA) to prepare this report with the intention that it would be made available to persons participating in the Consumer Safeguards Review being undertaken by DoCA.
This report was prepared from publicly available information at a point in time. Apart from high level cross checks on the information to identify obvious anomalies, we have not verified or otherwise confirmed the accuracy, validity or completeness of this information.
We accept no responsibility, duty or liability to any party in connection with this report. Anyone relying on this report does so at their own risk.
This disclaimer applies to the maximum extent permitted by law and, without limitation, to liability arising in negligence or under statute.
Liability limited by a scheme approved under Professional Standards legislation.
[bookmark: _Toc517864755][bookmark: _Toc518482641]Background and evolution of the Australian telecommunications industry
The telecommunications industry has seen constant change over the past 20 years – evolving from a largely fixed-line voice telephone network, provided end-to-end by a single provider, to now include the rollout of the National Broadband Network (NBN) and a range of new service offerings such as next-generation mobile services.
Alongside this, deregulation of the industry between 1991 and 1997 saw the market transition from sole provision by Telecom (now Telstra) as a government business enterprise, to an open, competitive market consisting of numerous players.
Some key dynamics shaping the market today are:
Changing market structures – In the past, the copper telephone network was owned by Telstra, which provided services directly to consumers and also charged retail providers wholesale rates for use of its network infrastructure. Telstra is now structurally separated, with the majority of its fixed line network being progressively acquired by NBN Co Limited, which operates the NBN solely on a wholesale basis and charges retail providers for access to the network. Other wholesale providers of telecommunications services have also emerged.
Increased choice – The focus in fixed-line telecommunications has shifted to broadband packages, with increasing numbers of ‘unlimited’ plans, and bundled plans including voice, broadband, and entertainment. Consumers also have more choice around broadband speed, for example, different plans/speed tiers offered on services provided over the NBN. In the mobile market, competition is increasingly focused on data allowances, with features such as data sharing and data rollover being introduced. Unlimited voice and SMS inclusions now feature in most post-paid mobile plans, with some mobile providers starting to offer unlimited (but throttled) data on pre-paid mobile plans.
Increased competition – Today there are three mobile network operators (Telstra, Optus and Vodafone) with a fourth shortly to launch (TPG), and around 780 fixed line and mobile service resellers and mobile network virtual operators[footnoteRef:1] – though it should be noted that the three current network operators dominate the mobile market. There are currently approximately 550 internet service providers operating in the Australian market[footnoteRef:2]; however, Telstra remains the dominant internet service provider with an approximate 65 per cent market share. [1:  	IBISWorld (May 2018) Industry Report J5803 - Telecommunications Resellers in Australia.]  [2:  	IBISWorld (December 2017) Industry Report J5911 - Internet Service Providers in Australia.] 

Innovative technologies – New services that operate over an internet connection have also emerged. Examples of these include voice and messaging services like Skype and WhatsApp. This has added an additional layer of complexity to the telecommunications market – these are third-party services that run over internet or mobile networks, and network owners have limited visibility or control over those services.
This transformation of the market has changed the way that the industry operates, how it interacts with customers, and in turn, the standards of service that consumers expect to receive from their providers.
The expansion of mobile and online services has made for a more efficient and accessible market, but consumers have also become increasingly reliant on the telecommunications services – for everything from critical business transactions to everyday activities. And while a more competitive and open market has improved consumer choice, it has also introduced greater complexity. Consumers are faced with the challenge of navigating a larger, more sophisticated market when making decisions about the services that best meet their needs. Consumer safeguards play an important role in providing a safety net for consumers in the context of these dynamics.
On 17 April 2018, the Minister for Communications, Senator the Hon Mitch Fifield, released Terms of Reference for a Consumer Safeguards Review that will develop the next generation of consumer safeguards for the telecommunications industry in Australia.
The Consumer Safeguards Review will be undertaken in three parts:
Consumer redress and complaints handling
Reliability of services
Choice and fairness in the retail relationship between the customer and their provider.
While many safeguards are already delivered through broader consumer protection frameworks such as the Australian Consumer Law, some form of telecommunications-specific safeguards may be necessary. In this context, the Government’s Consumers Safeguards Review will have regard to:
the need for regulatory or institutional reform
existing consumer protection frameworks
the form safeguards should take
where in the supply chain they should be applied
the regulatory approach to be taken.
The Department of Communications and the Arts will undertake stakeholder consultations in relation to each part of the Review. This paper is intended to support those consultations by providing interested stakeholders with a background understanding of the current consumer safeguards framework and regulatory environment.
[bookmark: _Toc517864756][bookmark: _Toc518482642]Consumer safeguards
1.1 [bookmark: _Toc517864757][bookmark: _Toc518482643]What are consumer safeguards?
Consumer safeguards are mechanisms that provide protection for consumers when purchasing or using goods or services. The application of consumer safeguards varies by industry sector, based on the degree and type of protection required.
In the Australian telecommunications sector, consumer safeguards are designed to protect the ability of Australians to make informed choices when selecting a service, ensure these services are reliable and provide avenues for complaints and redress when things go wrong. Consumer safeguards are intended to protect consumers and manage unacceptable practices that would result in consumer detriment – for instance, the use of confusing terminology in a binding contract may result in a consumer signing up to a service they do not fully understand and have limited ability to withdraw from.
As reliance on telecommunications becomes increasingly embedded in our day to day lives, consumers become more exposed to this risk, and conversely, less able to understand the complexity of the system. As the range of telecommunications products and product packages offered by service providers continue to grow, consumers’ purchasing decisions have become more difficult.
There are a number of intersecting factors that can make it particularly challenging for some consumers to compare and make decisions about products, including but not limited to:
technical understanding
levels of digital literacy
English language proficiency
levels of education.
The Australian Government has a role to play in ensuring that consumers have access to information and support to exercise informed choice in:
selecting a service which best suits their needs
comparing offers from different providers
understanding the terms and conditions they are contracting into.
Many people – businesses and individuals alike – rely on telecommunications networks for a range of reasons. For instance, the vast majority of Australians rely on mobile phones for social connection, small businesses rely on the internet for business transactions, and consumers may need to access communication services to seek help in the case of natural disasters or medical emergencies. It is important that these services work when they are required and that consumers have appropriate avenues for recourse when they do not. The availability, reliability and performance of the underlying telecommunications networks and the retail services operating over those networks are fundamental to ensuring the quality of service.
Consumer safeguards also play an important role in protecting consumers where it may not otherwise be commercially viable or attractive for telecommunications providers to do so (for example, connecting and repairing services and infrastructure in rural areas versus in locations where there are more premises per geographic area). Safeguards can also be implemented to prevent industry participants from engaging in conduct that may otherwise cause detriment to consumers – for example, delays to fault repairs, lack of clarity in the information provided, or poor customer service and/or sales practices.
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In Australia, general consumer protections are outlined in the Australian Consumer Law with industry-specific consumer safeguards that apply to telecommunications comprising a range of instruments – legislative, regulatory, industry-based and others.
Below is a summary of legislative, regulatory and co-regulatory instruments currently in place.
[bookmark: _Ref517278289]Figure 1: Summary of legislative, regulatory and industry co-regulatory instruments
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Many existing safeguards were developed when the services were primarily provided over the fixed-line copper telephone network solely by Telecom (now Telstra). Telstra continues to be responsible for providing universal access to phone services. The Australian Communications and Media Authority (ACMA), which is a regulatory body of the Australian Government, has prescribed powers to enforce telecommunications safeguards. Some protections, such as the Telecommunications Consumer Protections (TCP) Code 2015, apply across all services and network technology types, but the majority of measures apply solely to the standard telephone service.
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Telecommunications regulation is complex, with multiple layers of regulation and multiple regulators. This has resulted in obligations being duplicated in some areas while leaving gaps in others.
The Telecommunications Act 1997 (the Act) promotes industry self-regulation in the first instance but allows more direct regulation where required. This has contributed to the hierarchical framework of consumer protections which exists today:
Legislation - the Telecommunications (Consumer Protection and Service Standards) Act 1999, certain provisions of the Act, and the Australian Consumer Law aspects of the Competition and Consumer Act 2010.
Other regulation - the Customer Service Guarantee and Telstra-specific carrier licence conditions including those such as Network Reliability Framework, and Priority Assistance (which relate to connection, repair and reliability of standard telephone services); industry Standards made by the ACMA such as the Telecommunications (Consumer Complaints Handling) Industry Standard 2018.
Co-regulation - industry codes such as the TCP Code, the Mobile Premium Services Code 2011, and the Customer and Network Fault Management Code 2015 – and (voluntary, non-enforceable) industry guidelines and guidance notes.
The key telecommunications-specific consumer safeguards established through legislation and regulation, as relevant to the Consumer Safeguards Review, are:
Standard terms and conditions (Australian Consumer Law) – Requires that contracts clearly state all of the terms and conditions (in compliance with the Australian Consumer Law that governs consumer protection and fair-trading in Australia and incorporates the national unfair contract terms).
Universal Service Obligation (USO) – Provides reasonable access, on request, to a standard telephone service for all people in Australia.
Customer Service Guarantee Standard (CSG) – Establishes connection, fault remediation and appointment keeping standards (including maximum timeframes and compensation) for eligible standard telephone services.
Network Reliability Framework – Provides a reporting and repair framework, including obligations in relation to poorly performing parts of Telstra’s copper network.
Priority Assistance (PA) – Requires Telstra to take steps to prioritise connection and fault repair for telephone services of people with a diagnosed life-threatening medical condition.
Telecommunication Industry Ombudsman Scheme (TIO scheme) – Provides a complaints handling and dispute resolution scheme for telecommunications services.
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Representative industry bodies are able to develop voluntary industry codes dealing with matters between providers and consumers, which may be registered by the ACMA. The key telecommunications-specific co-regulatory consumer safeguards as relevant to the Consumer Safeguards Review, are:
Telecommunications Consumer Protections (TCP) Code 2015 – Establishes a retail level code of conduct for the telecommunications industry which provides a range of protections for mobile, fixed-line and internet customers.
Mobile Premium Services Code 2011 – Sets out rules for advertising and providing mobile premium services (examples include mobile ringtones, chat services, SMS voting/competitions, horoscopes).
Connect Outstanding Code 2017– Defines principles and processes for the disconnection of the previous service, the connection of a new service and a process for reversals for invalid connections.
Customer and Network Fault Management Code 2015– Outlines the process of recording, managing and resolving customer faults and network faults between carriers and carriage service providers in an efficient manner.
By registering codes with the ACMA they become enforceable by the regulator. Failing to comply with those codes can attract penalties. The ACMA has the power to establish an industry standard where an industry code is deemed deficient but has not done so to date. While the ACMA has made standards in the past, these have generally been in response to a legislative requirement (e.g. Telemarketing Standard, Customer Service Guarantee Standard) or a Ministerial Direction (International Mobile Roaming Standard and, from mid-2018, standards to improve the NBN consumer experience, including dealing with service continuity during NBN migration and the recently made Complaints-Handling Standard).
Below is a summary of legislative, regulatory and co-regulatory safeguards currently in place.
Figure 2: Summary of legislative, regulatory and industry co-regulatory safeguards
[image: ]
[bookmark: _Toc517115443][bookmark: _Toc515386019][bookmark: _Toc515386090][bookmark: _Toc515392159][bookmark: _Toc515392929][bookmark: _Toc515393089][bookmark: _Toc515393201][bookmark: _Toc515386020][bookmark: _Toc515386091][bookmark: _Toc515392160][bookmark: _Toc515392930][bookmark: _Toc515393090][bookmark: _Toc515393202][bookmark: _Toc515386021][bookmark: _Toc515386092][bookmark: _Toc515392161][bookmark: _Toc515392931][bookmark: _Toc515393091][bookmark: _Toc515393203][bookmark: _Toc515386022][bookmark: _Toc515386093][bookmark: _Toc515392162][bookmark: _Toc515392932][bookmark: _Toc515393092][bookmark: _Toc515393204][bookmark: _Toc515386023][bookmark: _Toc515386094][bookmark: _Toc515392163][bookmark: _Toc515392933][bookmark: _Toc515393093][bookmark: _Toc515393205][bookmark: _Toc515386024][bookmark: _Toc515386095][bookmark: _Toc515392164][bookmark: _Toc515392934][bookmark: _Toc515393094][bookmark: _Toc515393206][bookmark: _Toc515386025][bookmark: _Toc515386096][bookmark: _Toc515392165][bookmark: _Toc515392935][bookmark: _Toc515393095][bookmark: _Toc515393207][bookmark: _Toc515386031][bookmark: _Toc515386102][bookmark: _Toc515392171][bookmark: _Toc515392941][bookmark: _Toc515393101][bookmark: _Toc515393213][bookmark: _Toc515386032][bookmark: _Toc515386103][bookmark: _Toc515392172][bookmark: _Toc515392942][bookmark: _Toc515393102][bookmark: _Toc515393214][bookmark: _Toc515386033][bookmark: _Toc515386104][bookmark: _Toc515392173][bookmark: _Toc515392943][bookmark: _Toc515393103][bookmark: _Toc515393215][bookmark: _Toc515386034][bookmark: _Toc515386105][bookmark: _Toc515392174][bookmark: _Toc515392944][bookmark: _Toc515393104][bookmark: _Toc515393216][bookmark: _Toc515386036][bookmark: _Toc515386107][bookmark: _Toc515392176][bookmark: _Toc515392946][bookmark: _Toc515393106][bookmark: _Toc515393218][bookmark: _Toc515386037][bookmark: _Toc515386108][bookmark: _Toc515392177][bookmark: _Toc515392947][bookmark: _Toc515393107][bookmark: _Toc515393219][bookmark: _Toc515386038][bookmark: _Toc515386109][bookmark: _Toc515392178][bookmark: _Toc515392948][bookmark: _Toc515393108][bookmark: _Toc515393220][bookmark: _Toc515386039][bookmark: _Toc515386110][bookmark: _Toc515392179][bookmark: _Toc515392949][bookmark: _Toc515393109][bookmark: _Toc515393221][bookmark: _Toc515386040][bookmark: _Toc515386111][bookmark: _Toc515392180][bookmark: _Toc515392950][bookmark: _Toc515393110][bookmark: _Toc515393222][bookmark: _Toc515386041][bookmark: _Toc515386112][bookmark: _Toc515392181][bookmark: _Toc515392951][bookmark: _Toc515393111][bookmark: _Toc515393223][bookmark: _Toc515386042][bookmark: _Toc515386113][bookmark: _Toc515392182][bookmark: _Toc515392952][bookmark: _Toc515393112][bookmark: _Toc515393224][bookmark: _Toc515386043][bookmark: _Toc515386114][bookmark: _Toc515392183][bookmark: _Toc515392953][bookmark: _Toc515393113][bookmark: _Toc515393225][bookmark: _Toc515386044][bookmark: _Toc515386115][bookmark: _Toc515392184][bookmark: _Toc515392954][bookmark: _Toc515393114][bookmark: _Toc515393226][bookmark: _Toc515386045][bookmark: _Toc515386116][bookmark: _Toc515392185][bookmark: _Toc515392955][bookmark: _Toc515393115][bookmark: _Toc515393227][bookmark: _Toc515386046][bookmark: _Toc515386117][bookmark: _Toc515392186][bookmark: _Toc515392956][bookmark: _Toc515393116][bookmark: _Toc515393228][bookmark: _Toc515386047][bookmark: _Toc515386118][bookmark: _Toc515392187][bookmark: _Toc515392957][bookmark: _Toc515393117][bookmark: _Toc515393229][bookmark: _Toc515386048][bookmark: _Toc515386119][bookmark: _Toc515392188][bookmark: _Toc515392958][bookmark: _Toc515393118][bookmark: _Toc515393230][bookmark: _Toc515386049][bookmark: _Toc515386120][bookmark: _Toc515392189][bookmark: _Toc515392959][bookmark: _Toc515393119][bookmark: _Toc515393231][bookmark: _Toc515386050][bookmark: _Toc515386121][bookmark: _Toc515392190][bookmark: _Toc515392960][bookmark: _Toc515393120][bookmark: _Toc515393232][bookmark: _Toc515386052][bookmark: _Toc515386123][bookmark: _Toc515392192][bookmark: _Toc515392962][bookmark: _Toc515393122][bookmark: _Toc515393234][bookmark: _Toc515386053][bookmark: _Toc515386124][bookmark: _Toc515392193][bookmark: _Toc515392963][bookmark: _Toc515393123][bookmark: _Toc515393235][bookmark: _Toc515386054][bookmark: _Toc515386125][bookmark: _Toc515392194][bookmark: _Toc515392964][bookmark: _Toc515393124][bookmark: _Toc515393236][bookmark: _Toc515386055][bookmark: _Toc515386126][bookmark: _Toc515392195][bookmark: _Toc515392965][bookmark: _Toc515393125][bookmark: _Toc515393237][bookmark: _Toc515386056][bookmark: _Toc515386127][bookmark: _Toc515392196][bookmark: _Toc515392966][bookmark: _Toc515393126][bookmark: _Toc515393238][bookmark: _Toc515386062][bookmark: _Toc515386133][bookmark: _Toc515392202][bookmark: _Toc515392972][bookmark: _Toc515393132][bookmark: _Toc515393244][bookmark: _Toc515386063][bookmark: _Toc515386134][bookmark: _Toc515392203][bookmark: _Toc515392973][bookmark: _Toc515393133][bookmark: _Toc515393245][bookmark: _Toc514751738][bookmark: _Toc517864761][bookmark: _Toc518482646]Current reform initiatives
In response to the changes in the telecommunications environment, the Government has set a strategic approach to telecommunications reform that comprises a series of measures in the short, medium, and long-term, including through the NBN rollout, to deliver access to broadband networks across Australia.
The transition to the NBN is also changing industry accountabilities and adding complexity from the consumer perspective. While multi-provider supply chains are not new, the issues related to the transition to the NBN are intensified by the scale of activity involved in migrating millions of consumers, and associated consumer expectations about issues that go beyond network infrastructure. It has always been recognised that the NBN model requires industry parties to take shared responsibility for end-to-end service delivery and to coordinate activities to maximise consumer outcomes. However, from the consumer perspective, the direct service relationship remains with their retail service provider.
1.3 [bookmark: _Toc517115445][bookmark: _Toc514751739][bookmark: _Toc515386277][bookmark: _Toc517864762][bookmark: _Toc518482647]Government initiatives – immediate to short-term
At the retail level, several initiatives have been designed to improve the NBN customer experience, delivering benefits in the immediate to short-term. These include the CEO Forum, which has secured joint industry action to tackle priority migration issues, and a series of regulatory measures announced in December 2017, designed to improve the customer experience before and during their transition to the NBN by providing consumers with additional information, reducing the ‘handballing’ of complaints between providers, and conducting speed and quality tests at the time of NBN connection. Other recent work includes:
the Australian Competition and Consumer Commission’s (ACCC) Measuring Broadband Australia program to independently test and publicly report real-world NBN speeds being experienced by consumers
ACCC guidance to retail service providers on how to advertise NBN broadband speeds, particularly in peak periods (7-11pm)
ACMA research into the NBN consumer experience to inform and guide Government intervention
a Migration Assurance Framework developed and agreed with industry which sets out the roles and responsibilities of all parties in delivering a smooth transition to the NBN.[footnoteRef:3] [3:  	Department of Communications and the Arts (2017) Improving the NBN consumer experience, available at: https://www.communications.gov.au/departmental-news/improving-nbn-consumer-experience.] 

On 30 April 2018, the Minister for Regional Communications, Senator the Hon Bridget McKenzie, announced the commencement of the 2018 Regional Telecommunications Review. The three-yearly reviews conducted by the Regional Telecommunications Independent Review Committee provide a vehicle by which to examine service issues in regional and remote areas of Australia. The Committee is expected to report to government by the end of September 2018.
1.4 [bookmark: _Toc514751740][bookmark: _Toc515386278][bookmark: _Toc517864763][bookmark: _Toc518482648]Government initiatives – medium to longer term
The Government is working to implement a new Universal Service Guarantee (USG), which will ensure all Australians have access to voice and broadband services, regardless of where they live.
In addition, the telecommunications reform package currently before the Parliament includes the following key reforms:
Creation of Statutory Infrastructure Provider obligations to ensure people in Australia have access to reliable high-speed broadband, regardless of where they live.[footnoteRef:4] [4:  	Department of Communications and the Arts (2018) Telecommunication Reform Package, available at: https://www.communications.gov.au/what-we-do/internet/telecommunication-reform-package.] 

A Regional Broadband Scheme to ensure there are long-term sustainable funding arrangements in place to provide broadband services to Australians in regional and remote areas.[footnoteRef:5] [5:  	Department of Communications and the Arts (2018) Telecommunication Reform Package, available at: https://www.communications.gov.au/what-we-do/internet/telecommunication-reform-package.] 

When passed, this will underpin ongoing access to broadband services for consumers at a wholesale level.
The Consumer Safeguards Review is the next step in this process. The review will provide a vehicle by which to examine effectiveness, relevance and ongoing utility of telecommunications consumer protections, and how would they best be delivered in future, including once the NBN rollout is complete.
1.5 [bookmark: _Toc514751741][bookmark: _Toc515386279][bookmark: _Toc517864764][bookmark: _Toc518482649]Industry initiatives
Industry is currently reviewing its key co-regulatory consumer protection instrument – the 
TCP Code. The Code is built around the life cycle of the relationship between the retail service provider and the consumer, dealing with advertising, sales, service and contracts, billing, credit and debt management, changing (retail) providers, and complaints handling.
The current TCP Code review commenced in August 2017. The review’s terms of reference include adapting the Code so it is more applicable to services provided over the NBN, as well as assessing areas of duplication with the Australian Consumer Law.
An updated TCP Code is expected to be available for public comment in mid-2018 and subject to this, a final draft is expected to be submitted to the ACMA for registration by the end of 2018.
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