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May 15th, 2026 

To:  
Ms Anthea Fell (Assistant Secretary, Online Safety) 
Mr Andrew Hyles (Assistant Secretary, Digital Platforms, International and Policy) 

Dear Ms Fell and Mr Hyles, 

The team at Match Group has read with interest the recent Australian 
Government’s Response to the Statutory Review of the Online Safety Act (OSA). 

Attached is a position paper that the team has prepared which focuses on key 
issues arising from the Government Response to the OSA Review, particularly in 
regard to the Digital Duty of Care (DDC).  The paper is informed by Match Group’s 
experience working with other jurisdictions that have implemented similar 
approaches to online trust and safety.     

Our SVP Trust & Safety, Yoel Roth, is visiting Australia in June accompanied by our 
APAC Corporate Affairs Lead, Camélia Assaoui. Yoel and Camélia look forward to 
discussing these and other issues with you during their upcoming visit. 

Please do not hesitate to reach out if you have any questions in the interim. 

Yours sincerely, 

Katie Peters 
Senior Vice President, Corporate Affairs 
Match Group  
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Government Response to the OSA Review  
Match Group comments 
 
Context 
 
This note adds to Match’s input to the industry consultations on the DDC in 
December 2025 and provides feedback following the recent release of the 
Government Response to the OSA Review. 
 
About Match Group 
 
Match Group is a leading provider of digital technologies which help people make 
meaningful connections. Our portfolio includes Tinder, Hinge, OkCupid, Plenty of 
Fish, and Match.com, serving users in more than 186 countries and over 60 
languages. User safety is fundamental to Match Group’s mission to spark 
meaningful connections. Trust and safety are embedded across our products, 
policies and operations, with continuous investment in tools, technologies and 
teams to help people connect with confidence.  
 
In Australia, Match Group has played a leading role in advancing industry 
standards, including through the development of the voluntary Online Dating 
Code of Conduct. We work closely with government, law enforcement and NGOs 
to strengthen safety outcomes, including through user education, reporting 
mechanisms, and escalation pathways for serious incidents. 
 
Overall view 
 
Match Group has worked with governments in other jurisdictions, including in the 
United Kingdom and the European Union, as they have implemented similar 
DDC-type models and understands that the Australian Government is seeking to 
learn from these experiences.  
 
Match Group believes it will be important for the DDC framework to preserve 
proportionate, sector specific approaches to online safety obligations, recognising 
the different risk profiles, functionalities, and user bases of online services. 
Building on eSafety’s existing Online Safety Codes and Standards framework, 
while preserving the role of sectoral voluntary codes such as the Online Dating 
Code of Conduct, would help ensure that broad DDC obligations are applied 
proportionately, effectively, and with clear compliance expectations for providers. 
 
Concerns with broad, risk-based obligations 
 
The Government Response to the OSA confirms that the DDC will place broad 
obligations on online providers to take greater responsibility for managing the risk 
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of harms occurring on their platforms. The DDC envisages these obligations will 
apply to harmful conduct and activity as well as harmful content. It also 
foreshadows further amendments to the OSA to ensure that the DDC creates an 
effective, simplified framework which operates coherently with related initiatives, 
including privacy law reforms. 
 
As a company committed to online safety, Match Group has globally supported, 
and will continue to support, laws that require online platforms to take reasonable 
steps to keep their users safe.  Match Group is strongly of the view that broad, 
risk-based obligations must be accompanied by the necessary level of regulatory 
guidance to provide a reasonable degree of certainty for responsible online 
service providers with a proven record of proactively investing in trust and safety 
solutions and complying with online safety regulation. 
 
This is particularly important given it appears that DDC obligations will apply to 
harmful conduct and activity, which is significantly more challenging to define, 
prevent and enforce against, particularly as conduct-based harms may manifest 
offline or on unrelated online platforms, rather than on the platform where users 
were first introduced. Therefore, it is crucial that the expectations on online 
providers in terms of reasonable steps are practically implementable and clearly 
enunciated in formal regulatory guidance.  
 
It is important to recognise that responsible online providers taking reasonable 
steps in accordance with their regulatory requirements will not be able to 
eliminate all harms, particularly in adversarial domains (such as combatting 
online scams and fraud). This means that the DDC should be clear that it is 
holding providers to a "reasonableness" standard, rather than a strict liability 
standard. When online providers can demonstrate they are taking the reasonable 
steps to promote safety and prevent harms, they should be afforded the business 
certainty of knowing that they are complying with their DDC obligations.      
 
Proposed approach to provide business certainty 
 
We ask that the Department gives utmost consideration to the need for providing 
clear and unambiguous regulatory guidance to online providers along with 
appropriate immunity/safe harbour protections for providers that undertake 
good-faith trust and safety actions in accordance with any reasonable steps 
requirements. 
 
Comparable frameworks, including the Digital Safety Act in the EU and the Online 
Safety Act in the UK, include concepts that provide varying levels of safe-harbour 
and enforcement protections for online providers that demonstrate due diligence 
and compliance with regulatory requirements such as codes of practice. These 
protections help provide clear compliance pathways and meaningful legal 
certainty for providers acting in good faith. 
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Recommendation 9 of the OSA Review contemplates eSafety making mandatory 
rules/codes but expressly states that compliance with these rules/codes should 
not create safe harbours. The Government Response agrees with this 
recommendation in principle. While we understand that the Government desires 
to keep flexibility in light of changing technology, Match Group believes that 
including safe harbours is among the best ways to incentivise desired behaviour 
and drive effective compliance with rules/codes developed by eSafety.  
 
Greatest reach or risk obligations 
 
We also note that several recommendations in the OSA Review (Recs. 6, 10, 11, and 
13) relating to the DDC would impose additional obligations on services 
considered to have the “greatest reach or risk”. The Government Response 
supports these recommendations in principle. 
 
Match Group’s view is that putting the greatest obligations on platforms with the 
“greatest reach or risk” has worked well in other safety regulatory contexts, and 
believes that they could work well in Australia under similar guidelines. In 
particular, Match Group believes that the greatest obligations should fall on those 
with the greatest impact on Australian users.  Looking to the DSA and the UK 
Online Safety Act, thresholds created under those regimes were set around 10% of 
the population in the jurisdiction, and Match Group believes that using a clear 
definition that is consistent with those set by other regulators will provide the 
greatest net benefit to the online ecosystem. 
 
Internal Complaints Handling 
 
Recommendation 25 of the OSA Review, which the Government Response 
supports, would require the retention of easily accessible, simple, and 
user-friendly internal complaint-handling processes aligned with a code on 
internal dispute resolution.  
 
Match Group’s platforms already have easy-to-use reporting and complaint tools 
and appeals processes, which are available to users throughout their experience 
and have been continuously developed and refined over time to give them 
greater control at every stage of their journey.   
 
Match Group notes that this part of the OSA Review (7.6 Dispute Resolution) 
contemplates complaint-related rights in relation to user harms and actions that 
might be taken against users (e.g. removal of content, suspensions, and bans). 
Recommendation 26, which is noted in the Government Response, calls for the 
development and implementation of an external Ombuds scheme. 
 

FOI 27-006 - Document 1

R
el

ea
se

d 
un

de
r t

he
 F

O
I A

ct
 1

98
2 

by
 th

e 
D

ep
ar

tm
en

t o
f I

nf
ra

st
ru

ct
ur

e,
  

Tr
an

sp
or

t, 
R

eg
io

na
l D

ev
el

op
m

en
t, 

C
om

m
un

ic
at

io
ns

, S
po

rt 
an

d 
th

e 
Ar

ts



As an organisation that takes a ‘safety first’ approach to complaints about 
unacceptable  behaviour on our platforms or involving users who connected 
through our services, Match stresses the need for the Government to be mindful 
about rights and appeal mechanisms that might unintentionally undermine user 
safety (e.g. requiring the provision of detailed reasons to banned users to facilitate 
appeals could enable the user to infer the identity of a complainant, exposing that 
person to retaliation or other safety risks.). Match believes that the Government 
should consult further with industry prior to considering any external appeals 
processes. 
 
Conclusion 
  
Match Group supports the Government’s objective of strengthening online safety 
protections for Australians. To ensure the framework is effective and workable, 
Match encourages the Government to provide clear regulatory guidance, 
proportionate obligations for services with the greatest reach or risk, meaningful 
safe harbour or immunity protections for good-faith compliance, and safeguards 
that reflect the privacy and safety sensitivities of online dating services. Match 
Group welcomes further consultation as DDC legislation and any related rules, 
codes, or guidance are developed. 
 
Ends 
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2 June 2026 

 

Mr Andrew Hyles 

Assistant Secretary  

Digital Platforms, International and Policy Branch 

Online Safety and Classification Division 

Department of Infrastructure, Transport, Regional Development, Communications, Sports & the 

Arts  

Email: Andrew.Hyles@communications.gov.au      

 

Dear Andrew 

IGEA’s response to Digital Duty of Care Issues Paper 

Thank you for sharing with the Interactive Games & Entertainment Association’s (IGEA) Policy 

Team a private copy of your Issues Paper on a proposed Digital Duty of Care (DDoC) under the 

Online Safety Act 2021 (Cth) (OSA), and meeting with us on 19 May 2026. Since that time, we note 

that the Department has published this Issues Paper on 26 May. 1  This follows from your 

roundtable with industry associations on 5 December 2025, and our subsequent private response 

to your Issues Paper. 

Following our meeting, we would like to share our additional preliminary comments.  

Recognising that the Department is still developing the details of how a DDoC may operate, we 

strongly encourage ongoing engagement to support thorough consultation. We look forward to 

contributing further to help ensure strong outcomes and avoid unintended consequences. This 

is especially important given the concurrent, interrelated reforms underway (e.g. reforms to the 

National Classification Scheme (NCS) and the Office of the Australian Information Commissioner’s 

(OAIC) development of the Children’s Online Privacy (COP) Code), existing regulatory 

arrangements, and the Minister for Communications’ public statements that online gaming 

platforms would be in scope. 

Please note that these are in addition to our comments provided in December 2025, although 

some issues may be reiterated. Our previous and current comments should be read together as 

the DDoC framework continues to be developed. 

Below is a summary of our issues and comments: 

 

1 See: https://www.infrastructure.gov.au/department/media/publications/digital-duty-care-australia-developing-duty-
care-framework-online-services-used-australians  

Issues IGEA’s comments 

1. Consultation process 

• As the Department continues to develop the DDoC, appropriate 
opportunities should be provided to impacted stakeholders, including 
the ability to make written submissions and sufficient timeframes for 
meaningful engagement. Prior to consultation on a Bill, this should 
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2 The Hon Michelle Rowland MP, Former Minister for Communications, Online Safety Amendment (Social Media 
Minimum Age) Bill 2024 - Second reading speech, https://minister.infrastructure.gov.au/rowland/speech/online-
safety-amendment-social-media-minimum-age-bill-2024-second-reading-speech  
3 Department of Infrastructure, Transport, Regional Development, Communications and the Arts, ‘Review of Australian 
classification regulation’ (Report, May 2020) (‘Stevens Review’), pp. 39, 120, 
https://www.infrastructure.gov.au/sites/default/files/documents/review-of-australian-classification-regulation--
may2020.pdf; Department of Infrastructure, Transport, Regional Development, Communications and the Arts, 
‘Statutory Review of the Online Safety Act 2021’ (Report, October 2024), p. 16, 
https://www.infrastructure.gov.au/sites/default/files/documents/report-of-the-statutory-review-of-the-online-safety-
act-2021-february-2025.pdf  

Issues IGEA’s comments 

include, at a minimum: (1) draft policy options addressing clearly 
identified issues, released ahead of any Exposure Draft Bill; and (2) an 
Exposure Draft Bill accompanied by Explanatory Materials.  

2. Resolving the overlap 
between the NCS and 
OSA 

• Online games classified under NCS: The Australian Government’s policy 
recognises online games are currently regulated under the NCS, which 
provides clear guidelines on age-appropriateness and content, and to 
regulate online games under new law would create unnecessary 
regulatory overlap. 2  In line with that policy, where a service’s sole or 
significant purpose is online games and are classified under the NCS, 
they should be automatically excluded from the scope of the DDoC. In 
other words, such online games should not be within the scope of the 
DDoC by default.  

• Online gaming services with communications functionality, limited 
communications functionality, and no communications functionality: 
Specific exclusion of online games should be aligned with the broader 
regulatory schemes of the OSA, mirroring the test applied in the Unlawful 
Material (Phase 1) Codes and Standards, and Age-Restricted Material 
(Phase 2) Codes to identify online gaming services with communications 
functionality, limited communications functionality, and no 
communications functionality. Under the OSA (including industry codes 
and standards), online gaming services are already required to 
implement important compliance measures to minimise the risk of illegal 
content being shared or generated, providing an additional layer of 
protection for children and younger users. In any event, there are clear 
categories of online games that are recognised under the OSA 
framework as inherently low risk (e.g. games with limited or no 
communications functionality) – these should not be subject to any DDoC 
consideration by default.  

• Delineation between NCS and OSA:  

o More broadly, we reiterate the importance of implementing the 
recommendations from the Steven’s Review and subsequent 
Statutory Review of the OSA, to clearly delineate the roles of the OSA 
and the NCS.3  

o The OSA should be expressly limited to illegal and unclassifiable 
online content, as well as its role in addressing currently defined 
categories of seriously harmful online conduct (e.g. cyber bullying, 
cyber abuse, image-based abuse, material that depicts abhorrent 
violent conduct).  

o In contrast, the NCS should regulate classified and classifiable 
content, providing consumers (including parents and guardians) with 
information to make informed choices. This includes supporting age-
based restrictions for higher classification categories (such as R 18+).  
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Issues IGEA’s comments 

o These distinctions between the OSA and NCS are particularly relevant 
to video games, just as they are for film. 

• NCS-first approach for regulating online games: Further, where gaps are 
identified in how online games are regulated, these should be addressed 
within the NCS in the first instance, rather than through the OSA or other 
regulatory frameworks (including any future DDoC). 

• Complaints handling: Complaints handling illustrates a further risk of 
duplication and regulatory conflict between the DDoC and NCS. 
Including classified games within the DDoC framework would be 
inappropriate, given the NCS already provides a formal mechanism for 
contesting classification decisions. It risks creating inconsistent 
regulatory outcomes, where content appropriately classified and found 
not to be prohibited material under the NCS is simultaneously 
characterised and treated as 'harmful' under the DDoC, in the absence 
of any coordination mechanism between the regimes. This highlights the 
importance of clearly delineating their respective roles. 

3. Scope of harms 

• Overly broad scope:  

o The reference to ‘harms’ as the basis for the DDoC (while intending to 
cover ‘serious harms’ or ‘seriously harmful’ content and activity) is 
extremely broad. While we agree that illegal content and conduct 
should be addressed through appropriate legal frameworks, there is 
a risk this approach creates overlap or duplication with existing laws 
(and associated enforcement bodies) outside the OSA. We consider 
that the OSA should retain its scope over illegal and unclassifiable 
content and conduct, insofar that it is aligned within its current scope 
e.g. cyber bullying, cyber abuse, image-based abuse, material that 
depicts abhorrent violent conduct. 

o Even more contentious, we are concerned that the broad use of terms 
such as ‘harms’ or ‘harmful’ could inadvertently capture classified or 
classifiable content that is not illegal. These risk expanding the scope 
of the DDoC beyond its intended remit and creating uncertainty for 
regulated entities. 

• Criteria for harms: A clear set of criteria should be developed to ensure 
that the scope of harms is properly defined and limited to psychosocial 
and physical harms, avoiding overlap or duplication with existing 
regulatory regimes, while meaningfully addressing gaps in the current 
framework. 

• Conflicts with NCS: Without clear criteria to define the scope of harms, 
there is a further risk that the DDoC conflicts with the NCS (as discussed 
above). The classification framework accommodates content containing 
mild classifiable elements (including themes, violence, sex, language, 
drug use and nudity), even at PG level. It would be inappropriate for the 
DDoC to automatically deem classified content containing such 
elements as 'harmful' content. 

• Design features: Whether a particular design feature is harmful should 
not be determined in isolation, but assessed in context through a proper 
risk assessment (see discussion below on proportionality and risk-based 
approach). A feature that appears harmless in one context may prove 
harmful in another, making risk assessment the appropriate mechanism 
for determining harm, rather than prescriptive definitions alone. Where 
a feature is deemed harmful, the risk may be reduced or eliminated 
through appropriate mitigating measures.  
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4 Government Response to the Independent Review of the Online Safety Act 2021 (April 2026), p. 15, 
https://www.infrastructure.gov.au/sites/default/files/documents/govt-response-to-the-independent-review-online-
safety-act-2021.pdf 
5 See: https://www.safeworkaustralia.gov.au/law-and-regulation/codes-practice  
6 Government Response to the Independent Review of the Online Safety Act 2021 (April 2026), p. 11 

Issues IGEA’s comments 

• Algorithms: We are concerned that the Issues Paper may imply that 
algorithms are inherently harmful. This overgeneralises a diverse set of 
functionalities with markedly different risk profiles and potential to cause 
harm. For example, game recommendation tools that suggest similar 
titles based on user activity are not inherently harmful. As with design 
features, whether an algorithm gives rise to harm should be assessed in 
context through risk assessment, rather than assumed. 

4. Compliance and 
enforcement 

• Role of codes: 

o The Government’s response to the Statutory OSA Review supported 
in-principle that eSafety should be empowered to create mandatory 
rules (in the form of codes) associated with a DDoC.4 We support 
codes to be developed to enable entities to properly meet their 
obligations. 

o Subordinate legislative instruments (e.g. codes) that give effect to a 
DDoC should clearly set out the standards or expectations that 
entities are required to meet to ensure compliance. These should 
form the basis for demonstrating compliance. We are pleased to hear 
that these will be disallowable by Parliament - such checks and 
balances are important for ensuring this policy reflects the 
expectations of the Australian public. 

o For DDoC codes to function effectively, compliance must carry 
meaningful consequence. Safe harbour for compliant entities 
replaces vague expectations with regulatory certainty and 
consistency, giving entities a defined standard to meet and a clear 
incentive to meet it (as opposed to managing legal uncertainty), in the 
public interest. Such a concept is not unusual in other contexts such 
as in Work Health & Safety.5 

• Operation of codes: Should eSafety be responsible for developing codes 
for a DDoC, proper consultation should be undertaken with directly 
affected stakeholders including industry. These codes should be 
developed alongside supporting guidance. Following the registration of 
the codes and accompanying guidelines, compliance with these codes 
should occur at least 24 months after the date of registration.  

• Graduated approach to compliance and enforcement: We support a 
graduated approach to enforcement. Further considerations should be 
given to establishing clearer pathways for resolving disputes before they 
escalate to judicial or merits review, reducing reliance on costly litigation 
and allowing resources to be directed towards user protection. 

• Civil penalties: Civil penalties should be treated as a last resort power. 
The maximum amount should be limited to $50m as recommended by 
the Statutory OSA Review and supported in the Government’s response 
to the review.6 

5. Assessment of audits 
by researchers 

• eSafety handling of confidential information: We support eSafety 
adhering to appropriate safeguards in handling confidential information 
provided as part of an entities’ reporting obligations.  
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Issues IGEA’s comments 

• Audits:  

o We note that eSafety already has broad information-gathering and 
investigation powers, and the rationale for conferring additional audit 
powers has not been clearly justified. Regulatory powers should be 
proportionate to demonstrated need, where existing powers are 
sufficient. This is particularly important for smaller entities who lack 
resources and would therefore be disproportionately impacted. 

o Setting that issue aside for the moment, if entities are compelled by 
eSafety to undertake an independent audit (which may be 
subsequently reviewed by eSafety via a third-party e.g. researcher), 
providers should not be required to share data to third-parties. There 
should also be a clear set of guidelines and thresholds established to 
ensure transparency for both eSafety and providers on what would 
warrant an independent audit to be required. eSafety should also 
clearly articulate the purpose of collecting the information and how it 
will be managed including protecting confidentiality. 

6. Small business 
support 

• The video games industry is a broad ecosystem that includes businesses 
of different sizes and risk profiles that may be captured under a DDoC. 
Small businesses should receive additional support to uplift practices to 
meet any DDoC requirements, including reasonable commencement 
timeframes, reduced frequency of undertaking risk assessments and 
regulatory reporting, and targeted and practical guidance to assist with 
complex obligations. 

7. Proportionality and 
risk-based approach 

• Risk-based approach: We reiterate that a DDoC should recognise that 
different digital services have distinct risk profiles. A one-size-fits-all 
approach risks over-regulation, poorly targeted regulation and 
unintended consequences. A risk-based approach needs to consider the 
nature of the service, the likelihood and extent of a serious online safety 
harm, measures in place to mitigate risks, and the actual online safety 
risks posed, ensuring regulatory effort is directed to areas of meaningful 
impact. How a provider discharges their duty should be at their 
discretion, as long as they can demonstrate how they have protected 
users on their service. We recommend that any codes are principles 
based to allow providers this flexibility.  

• Rebuttable assumption: Where a service is designated as subject to the 
DDoC, the service provider should have the opportunity to undertake a 
risk assessment to demonstrate that the service presents a lower level of 
risk. Obligations should then be calibrated to reflect that assessed risk 
level, rather than applying a uniform standard to all designated services. 

• Reach: Consistent with this approach, we would be concerned if a 
service’s risk profile were assumed to be high based solely on its reach. 
While many popular services have significant reach, this does not 
necessarily equate to higher risk. For example, a classified online game 
with no, or limited, communications functionality may be inherently low 
risk, despite potentially having a large user base. Reach alone should not 
be determinative of risk – whether a service (or specific features within it) 
is considered high risk should be established through a holistic risk 
assessment. 

8. Governance and 
accountability 

• We previously stated that stronger transparency and governance 
requirements should be built into the legislative framework to bolster 
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Issues IGEA’s comments 

public trust, ensure proportionate regulatory decisions, and address 
perceptions of unfettered power. 

• Structural review of eSafety: In considering the latest proposals, there is 
a risk that the DDoC will provide eSafety with even greater unfettered 
discretionary regulatory powers. We note that the Government’s 
response to the Statutory OSA Review supports, in principle, a structural 
review of eSafety. Consistent with this, we reiterate that the introduction 
of a DDoC should be coupled with structural reform to ensure the 
regulator is appropriately equipped to implement, administer and 
enforce the framework in a transparent and appropriate way. 
Strengthened governance arrangements will be critical to ensuring 
appropriate checks and balances, robust decision-making, and 
transparency and accountability in the exercise of regulatory powers. 

• Good governance in practice: Along similar lines, any legislative and 
regulatory powers (particularly discretionary powers) proposed to be 
conferred to the Minister or eSafety (including via Minister-delegated 
authority) should be subject to appropriate Parliamentary oversight and 
public scrutiny. These include powers to make binding rules related to 
designating additional harms, specifying compliance requirements, and 
specifying exempted services. Proper checks and balances should 
include: Parliamentary powers to scrutinise all DDoC-related matters; 
mandatory public consultation for any proposed new DDoC 
requirements; a clear and specific explanation of the powers available to 
the Minister and eSafety in connection with the DDoC; and mandatory 
enforcement reporting to Parliament. 

9. Recognise existing 
online safety 
requirements and 
transition 
arrangements 

• Streamlining BOSE: In principle, we support leveraging the DDoC as an 
opportunity to simplify and streamline the entire OSA regime to create a 
system that is easy for both platforms and end-users to navigate. This 
includes repealing the BOSE and instituting a singular and overarching 
DDoC. We would prefer to avoid a situation where both the DDoC and 
BOSE are in place for a transition period, as so many layers of obligations 
are unworkable. The transition from the BOSE to the DDoC should be 
clean and without overlap. 

• Reporting requirements: An expected outcome from a more streamlined 
approach under the DDoC is a single reporting regime (replacing 
multiple reporting obligations that currently exist across the various 
legislative instruments under the OSA). Reporting requirements should 
be proportionate and triggered by a significant event or material change 
(rather than fixed to a predetermined interval or schedule). Such an 
approach would eliminate unnecessary regulatory burden and costs.  

• Grandfathering: We note that the Department’s proposed DDoC intends 
to initially transition from the BOSE, followed by the industry codes and 
standards over time. For entities that currently meet their obligations 
under the BOSE, Unlawful Material Codes and Standards, and/or Age-
Restricted Material Codes, there should be a grandfathering provision 
that allows complying entities to continue operating under those 
obligations. If there are significant changes to the service, there may be 
consideration to transition to the new obligations; however, clear criteria 
should be developed to clarify what fairly constitutes significant changes 
to a service. 

• Regulatory guidance: To support a more seamless transition for entities 
transitioning from the current BOSE, and online safety codes and 
standards, the Department or eSafety should clarify how the DDoC 
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We welcome continued engagement on the development of the DDoC and would be pleased to 

provide further input as the framework progresses. 

Should you have any questions, please do not hesitate to contact the IGEA Policy Team at 

policy@igea.net. 

Warmest regards 

Issues IGEA’s comments 

obligations are intended to align with, or change from, the current online 
safety requirements, including by providing guidance on key similarities 
and differences between the two regimes. This would assist entities that 
already comply with the current online safety arrangements to 
understand where existing practices may satisfy DDoC expectations, and 
where additional measures are required. 

10. Concurrent reforms 
including COP 
Code 

• In addition to the NCS reforms currently underway, we reiterate the 
importance of the Department having regard to the OAIC’s ongoing 
development of the COP Code. There are potential areas of overlap 
(including the interaction between privacy-by-default and online safety-
by-default obligations) that require careful consideration and 
coordination with the OSA (including a DDoC). 

11. Implementation 
period 

• eSafety should publish targeted and practical guidance to support the 
implementation of the DDoC, and provide a reasonable implementation 
period of at least 24 months following the publication of that guidance. 
This will enable service providers to properly understand and meet their 
obligations. 
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Page 2 of 3 

2. Interaction with Existing Online Safety Frameworks: 

• We support ensuring the new DDOC complements (and does not duplicate) existing Online Safety Act 2021 
(OSA) complaint schemes, codes, and standards. We note that the Department has verbally indicated that 
the DDOC is intended to incorporate and/or replace elements of the existing framework over time. 
Notwithstanding this, greater clarity is required on which components will be incorporated, which will be 
replaced, and how this transition will operate in practice. 

• In this context, we seek clarity on whether the DDOC will incorporate, supersede, or operate alongside the 
current suite of 17 industry codes and standards (which cover numerous service categories and types of 
materials), and how a CSP’s compliance with existing obligations (e.g. responding to eSafety removal notices, 
meeting Basic Online Safety Expectations (BOSE), and abiding by the industry codes/standards) will be 
recognised under the DDOC. It is essential to maintain coherence and minimise regulatory complexity, 
particularly during any transition where elements of the existing regime may be progressively replaced. 

• We understand the Department is seeking views on whether the codes and standards should cease or coexist 
with the DDOC (with deemed compliance). Some ATA members have expressed a clear preference for the 
continued coexistence of the two frameworks/instruments, whereby compliance with the applicable codes 
and standards would be deemed sufficient to demonstrate compliance with the DDOC. Other members 
consider it too early to take a position without greater clarity on the DDOC’s scope and how it will operate in 
practice. 

 

3. Need for Clear and Practical Guidance: 

• We emphasise that a broad, principles-based DDOC must be underpinned by clear, authoritative guidance to 
ensure practical and consistent implementation. We strongly support the Department’s plan to develop 
detailed guidance (and if needed, service-specific rules) during the transition, and we urge the early release of 
these materials. 

• Such guidance should clearly spell out what ‘effective systems and processes’ entail for different types of 
services, reflect safety-by-design best practices, and provide concrete examples of risk assessment and 
mitigation measures. This will enable CSPs – especially those with limited content visibility or control – to 
confidently align their internal processes and governance with the DDOC’s expectations. 

 

4. Transition Timing and Implementation: 

• We welcome the proposed 12-month transition period, which is essential for orderly implementation. We 
recommend that the key compliance guidance and any binding rules be released well before the DDOC’s 
commencement, allowing sufficient time for CSPs’ implementation planning, system updates, staff training, 
and risk assessments. 

• If there are delays in finalising guidance or subordinate instruments, we suggest considering flexible timing or 
phased obligations to ensure CSPs are not forced into non-compliance due to late-breaking requirements. 

 

5. Support for Simplifying the Online Safety Framework: 

• We are broadly supportive of a proportionate, flexible DDOC that helps uplift and simplify the online safety 
framework. We appreciate the collaborative consultation process and the Government’s emphasis on 
minimising regulatory burden and complexity. 

• By focusing on clear scope, non-duplication with existing schemes, and robust guidance (including clarity on 
how the current framework will be incorporated or replaced), the DDOC can be well-calibrated to protect 
users while providing certainty for industry. 
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12 June 2026 

Mr Andrew Hyles 
Assistant Secretary 
Digital Platforms, International and Policy 
Department of Infrastructure, Transport, Regional Development, 
Communications, Sport and the Arts 
By Email: @communications.gov.au  

 

Dear Mr Hyles,  

Re: Issues Paper - A Digital Duty of Care for Australia 

Thank you again for meeting with us on 29 May 2026 to discuss the proposed Duty of Care as set out 
in the Department’s issues paper. We appreciate the opportunity to contribute to this reform process, 
and to provide our feedback and recommendations.  We found the discussion productive and helpful 
in clarifying the intention of the proposed duty, as well as the timeline moving forward.  

As highlighted during the consultation, it is IJM’s position that the issues paper is a step in the right 
direction, and we support the Department’s clear intention to hold service providers accountable for 
illegal and harmful content on their platforms. IJM is also particularly encouraged to see that device 
manufacturers and operating system providers will be included within the scope of the duty of care 
and encourages the Department to ensure that this layer of the tech stack is maintained in the 
proposed bill. Obligations at the device level should be strengthened as they have significant potential 
to scale privacy-preserving prevention device-wide, as reflected in the UK Prime Minister’s recent 
demand of Apple and Google.1  

Further to the consultation, we wish to provide a brief summary of our overall feedback regarding key 
risks and areas for refinement:  

Ensure non-users are captured within scope of the duty – IJM is glad to see that the 
best interests of the child are captured as a key consideration for service providers in 
discharging the core obligations of the duty,2 aligned with Recommendation 8 of the Rickard 
Review.3 This would strengthen the existing Basic Online Safety Expectation that “that the 
best interests of the child is a primary consideration in the design and operation of services 
likely to be used by children”. 
 
IJM urges the Department to consider expanding this wording to make it explicit that this 
includes both children as users of the service, and children who are non-users but may 
nonetheless be impacted by the use of the service by other persons. Similarly, as outlined in 
the safety by design considerations on page 5, service providers are required to prioritise the 
best interests of users in the design and operation of their services. IJM strongly suggests that 

 

1 International Justice Mission Australia, IJM Welcomes Device-Level Child Safety Announcements, Urges Tech Companies to 
Go Further (June 2026). Available from: https://ijm.org.au/news/childsafetyannouncement  
2 “Service providers will also be required to consider the best interests of the child in assessing and mitigating risks arising from 
the design and operation of their services.” - page 7, issues paper. 
3 “The best interests of the child should be a primary consideration for online service providers in assessing and mitigating the 
risks arising from the design and operation of their services, including risks to children who may use the service and risks to 
children as a result of how the service may be used.” Delia Rickard PSM (October 2024) Report of the Statutory Review of the 
Online Safety Act  Available from: https://www.infrastructure.gov.au/sites/default/files/documents/report-of-the-statutory-
review-of-the-online-safety-act-2021-february-2025.pdf  
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this should likewise be explicitly expanded to include non-users who may be impacted by the 
design and operation of the service.  
 
In the case of livestreamed child sexual abuse, children experience repeated hands-on sexual 
abuse at the hands of a trusted adult precisely because that abuse is accessed in live videos 
online by paying sex offenders in countries like Australia.  These child victims are not end-
users of the digital platforms through which the abuse occurs but they are harmed by users in 
Australia who access live child sexual abuse videos while using those platforms from 
Australia. In fact, digital safeguards that prevent Australian users from accessing live video 
child sexual abuse would undercut the financial motivation of adults in ‘source side’ countries 
like the Philippines to abuse children in this way, thereby preventing the underlying abuse.  
The Duty of Care framework should result in live online video platforms being “designed” in 
such a way as to not allow the uninterrupted streaming and accessing of Class 1 “child sexual 
exploitation material” on the platform.  
 

1. Include livestreaming and live video as a feature that may increase the risk of 
harm – aligned with the approach taken by the EU in its Proposal for a CSA Regulation, IJM 
recommends that the Department consider including livestreaming—both public and private 
“live video”— in the list of features that may increase the risk of harm, as outlined on page six 
of the issues paper. Real-time image and video transmission functionalities should be 
considered as posing the highest risk of harm, due to the immediate and ephemeral nature of 
the content, making it particularly difficult for law enforcement to investigate.4 Because live 
online child sexual abuse material currently leaves minimal digital traces for law enforcement, 
real-time disruption and prevention is essential to address this digital crime.   
 

2. Strengthen the reasonable steps standard through firm supporting language – as 
distilled in IJM’s March 2026 Digital Duty of Care Policy Paper, there is a concern that the 
continued use of highly discretionary language creates several layers of justification for service 
providers to avoid implementing stronger, prevention-oriented technologies. IJM continues 
to maintain that a standard of ‘best efforts’ would be more appropriate, particularly in relation 
to a CSAM prevention obligation, which we recommend be embedded into the Duty. However, 
in recognition that ‘reasonable steps’ is the accepted standard within like legislation, we would 
strongly caution against including additional discretionary language which might further 
dilute the obligations on companies. This is especially in light of the tech sector’s apparent 
bad faith interpretation of the ‘reasonable steps’ standard when implementing the social 
media minimum age requirement5 and reasonable steps provisions in the BOSE, SMS Code 
and RES and DIS standards. The Department should consider whether the ‘reasonable steps’ 
standard along with discretionary language essentially makes the Duty of Care unenforceable 
in practice by the regulator. 
 

3. Reconsider company discretion – further to the above, IJM notes our concern about the 
intention demonstrated on page three of the issues paper to provide determinative discretion 

 
4 Council of the European Union General Secretariat (March 2024). Proposal for a Regulation of the European Parliament and 
of the Council laying down rules to prevent and combat child sexual abuse ‒ updated possible criteria and classification 
methodologies for the risk categorisation of services. Available from: https://data.consilium.europa.eu/doc/document/WK-
3036-2024-REV-1/en/pdf at p. 4, fn. 5. 
5 eSafety Commissioner (March 2026). Five social media platforms flagged for compliance issues. Available from: 
https://www.esafety.gov.au/newsroom/media-releases/five-social-media-platforms-flagged-for-compliance-issues 
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to companies: “Each service would be required to assess their risks and determine what 
preventative responses, systems and processes they can and ought to develop and 
implement to meet the Duty.” 
 
IJM is concerned that this language, taken together with the reasonable steps standard, could 
allow services to internally decide that detecting, disrupting, and preventing child sexual 
exploitation material in live video, falls outside the scope of the systems and processes that 
they “can and ought” to develop. It is our position that such discretion would undermine the 
very purpose of the duty. Whether a company “can” develop and implement a preventative 
response is a determination best suited to policymakers or regulators presented with evidence 
of technical feasibility, including if needed as assessed by independent testing labs. Whether a 
company “ought” to implement a preventative response is essentially a question of tech policy 
based on social and government expectations of safety. Broad company discretion could be 
interpreted by some, including the public, as a de facto delegation to industry the duty of 
government regulation to set appropriate standards and guardrails. It may also make 
regulatory enforcement more difficult, since the company can always fall back on such 
discretionary language.  

None of this is hypothetical. The eSafety Commissioner has repeatedly stated that technology 
exists to detect and disrupt live online child sexual abuse, and yet companies have chosen not 
to use it, thus allowing Australians to remotely produce, access, and consume live child sexual 
abuse videos without any prevention or reporting.   

 
4. Ensure prevention is included as a clear obligation – the terminology of prevention is 

used throughout part one of the issues paper but not included as a core obligation in part two. 
IJM urges the Department to consider adding a core obligation to proactively prevent illegal 
content including CSAM images, videos and livestreams. In addition, IJM notes that the use 
of the terminology ‘prevent or mitigate’ on page 4 creates a disjunctive obligation, allowing 
service providers to satisfy the duty by choosing the lesser action of mitigation, even where the 
higher standard of prevention is more appropriate. We recommend adopting the terminology 
‘prevent and mitigate’, to centre prevention as the primary obligation, supported by a 
secondary obligation to mitigate any residual risks. This would ameliorate the risk that service 
providers meet the standard through minimal action.  

Additional feedback and reflections on the issues paper are provided by Toby Dagg, former senior 
leader at the Office of the eSafety Commissioner.6"  

We appreciate the Department’s ongoing engagement in this reform process, and note that IJM is 
available to provide further feedback as needed. We also look forward to receipt of the exposure draft 
in due course and would be grateful for the opportunity to be consulted when this becomes available.  

Yours sincerely,  

David Braga 
CEO  
International Justice Mission Australia 

 
6 Toby Dagg. (June 2026). The Wait Was Worth It—Mostly: First Impressions of Australia’s Digital Duty of Care. Available 
from: https://tobydagg.substack.com/p/the-wait-was-worth-itmostly-first?r=7mv5z7  
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Graham Hellier MBE 
 
The Shield Our Children Online Alliance (SOCOA) was founded by Graham Hellier MBE, an 
entrepreneur and philanthropist who was awarded an MBE for his charitable contributions 
in El Salvador, where he founded, funded and worked to build a village he named Pequeña 
Inglaterra (Little England). Pequeña Inglaterra is home to over 2,000 people who lost their 
homes in earthquakes. 
 
Background of the Cause 
 
Graham discovered that a family member had been subjected to sexual behaviour at 8 years 
old with other 8-year-old children in the toilets at school.  Years later, this caused 
psychological issues, which is when the sexual behaviour was discovered.  Graham initially 
thought that one of the children may have been abused and was repeating that behaviour at 
school, but further investigation led him to discover the deeply troubling fact that children 
are watching online pornography from a very early age.   Children naturally find adult content 
exciting, and they then copy the behaviour they have seen. 
 
This led Graham to establish the Shield Our Children Online Alliance (SOCOA) to advocate 
for child online safety laws that work in practice.  
 
Graham has no commercial gain and is advocating the implementation of third-party 
systems that already exist and are free of charge. 
 
The Age Verification Problem 
 
Age verification to access adult content has now been legislated in several countries, but the 
laws are completely ineffectual, with children still finding it easy to access pornography. 
 
There are two reasons why the systems fail.  The first is that the laws require pornography 
companies to conduct age verification.  You cannot legislate the entire internet.  Many 
pornography sites have ignored the age verification requirement, and the government cannot 
sue companies in jurisdictions like Russia and China.  If a website is eventually blocked 
(after a court process), they can set up 100 new websites the next day.  It is a game of whack-
a-mole that cannot be won. 
 
The second reason is that the laws ignore VPNs.  Children know how to use VPNs from an 
early age. When one child discovers VPNs (maybe through an older sibling), they spread this 
news with their young peers.  A Childnet survey found that 15% of 8- to 10-year-olds use 
VPNs for purposes such as accessing gaming servers that are not available in their country. 
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Proof of Failure 

Surveys have found that 79% of 18 to 30-year-old males watch pornography each month, 
and up to 45% of females (though researchers agree that females are more likely to conceal 
their online behaviour due to social stigma). 

The Lucy Faithfull Foundation research (UK), combined with the Stanford Cyber Police 
Center research, concluded that when presented with an age verification requirement, only 
1.7% to 6% of adults actually complete the verification process. 

94%+ of users then take one of two routes: switch to non-compliant websites or use a VPN.  
Although this research is on adults, why would children be any different? 

But you do not need to question if the new systems work.  You can simply search and find 
pornography websites that ignore the laws.  Annex A is a small example of 54 websites (out 
of 70 checked) that can be accessed by children in Australia despite the new age verification 
laws now being in place.  The same applies in the UK.  Legislating against thousands (and 
ever-growing numbers) of individual pornography websites on the internet is impossible.  

Data Risks 

Although SOCOA has been established to protect children, they also believe that 18+ should 
be able to easily and safely access adult content. 

The new laws in the UK, Australia, etc., actually facilitate each pornography company’s 
preference to gather data on users under the pretext of age verification. 40% to 60% of private 
emails can be traced directly back to the user, with that rising to up to 85% when a business 
email is used. 

Pornography companies track user behaviour and therefore sexual preferences.  This can 
then be linked directly to a user’s personal contact data, raising significant concerns about 
data breaches or the sale of data for extortion. 

Companies like Aylo (Pornhub) have created their own age verification company AgeID. 
Although there are guidelines for handling data, there are no audits and therefore no legal 
enforcement. 

In November 2025, a third-party data provider to Pornhub was hacked by a cybercrime group 
called ShinyHunters.  They hacked data on over 200 million users, including registered email 
addresses, user locations, specific videos and channels watched, and search keywords 
used.  
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ShinyHunters has approached Aylo for a ransom payment.  It is not known if this was paid, 
but it is known that Pornhub cooperated with law enforcement to investigate the issue. 
 
The new laws do not protect children, and they also expose the general public to a significant 
risk of extortion. 
 
The Internet Service Provider Solution 
 
All internet traffic in every country is delivered to end users through Internet Service 
Providers (ISPs); for cellular traffic, the ISP is the Mobile Network Operator (MNO). 
 
Because ISPs must hold a government license to operate, they are already tightly regulated, 
making them the most practical partners for implementing new child protection measures. 
Many ISPs already provide optional content filters that can block access to pornography. 
These systems are proven and widely used, meaning the infrastructure to enforce restricted 
access to adult content already exists; it simply needs to be mandated and standardised 
through legislation. 
 
Some countries already legally require their ISPs to block all adult content by default. 
Extending this approach to include age verification for adults, rather than outright blocking, 
is a simple adjustment for any nation that permits access to pornography for those over 18. 
Crucially, enforcement is far more practical. It is significantly easier for regulators to take 
action against a licensed ISP which already operates under government oversight than to 
pursue a pornographic website based overseas in jurisdictions such as Russia. 
 
Anonymous Age Verification 
  
Anonymous age verification using tokenisation is a privacy-preserving technique that allows 
users to prove they are above a certain age threshold without storing their details and without 
risking revealing any information to pornography companies or associated third parties. 
 
For example, the EU has developed a free, open-source app that enables a person to 
generate a QR code identifying them as 18+ in total anonymity.  This app can be adapted for 
any country. 
 
To view a video of how the app works, click here. 
 
https://ageverification.dev/ 
 
For the very few users who do not have mobile phones, a desktop age verification system 
can be offered. 
  
A user only has to undertake their age verification once (read 'How Tokenised Age Verification 
Works' on the next page). 
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Overcoming the Simple Virtual Private Networks (VPNs) Workaround 
 
Internet Service Providers (ISPs) can detect when a user connects to a VPN.  They can 
therefore undertake the same “18+” check before allowing the connection.  Once the user 
has confirmed their 18+ status on a device, they can automatically connect to an adult site 
or a VPN without repeating the check on that device. 
 
How Tokenised Age Verification Works: 
 
Steps 
 
1. Initial Age Check 
When accessing adult content or a VPN for the first time, the ISP will display an “Age 
Verification Gate” that requires the user to either age-verify via a website or download the 
age-verification app (such as the EU open-source app). 
 
If age verification is carried out in a mobile app, the user is then provided with a QR code 
(which cannot be copied and is renewed repeatedly).  The QR code system can then be used 
for all subsequent age verification, which must be undertaken once per device. 
 
If they do not use the app, they will be required to undertake age verification on each device 
that they use. 
 
2. Issuance of an Age Token and QR Code 
Mobile Phone - The user can undertake age verification via a website or by downloading the 
app.  When 18+ age verification is confirmed, the mobile phone ISP is sent a link that creates 
a “fingerprint,” confirming that the device and phone number are associated with an 18+ 
user.   
 
Other Devices - When the ISP detects a user connecting to an adult site or a VPN on another 
device, they either use their phone app as confirmation that they have already proven they 
are 18+ (similar to how WhatsApp enables linking a WhatsApp account to another device) or 
carry out a separate age verification check.  When an 18+ age has been verified, a token is 
placed on the device. 
 
3. Presenting Tokens Online 
 
When accessing age-restricted services or a VPN, the ISP checks the device (phone, 
computer, etc.) for the token. 
 
4. ISP Checks Token 
ISP then checks that the token is approved for 18+ use through a central register and allows 
access. 
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Net Result 
When using the app, 18+ users only need to age verify once.  Or when not using the app, 
users still only need to age-verify once per device. After that, they have unfettered and easy 
access to VPNs and pornography sites. 

Please view our SOCOA video here: 

https://socoa.org/country/?c=AU 

Australian Legislation 

Australia has now introduced age verification for adult sites. 

The enforcement of the legislation has already failed, as it has in the UK. 

The following Annex contains just a few examples of the many websites that are not 
complying.  It is impossible to legislate against websites on the internet.  It is possible to 
enforce legislation with Internet Service Providers. 
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Annex A: SOCOA Australia 
Website Audit Tracker — 

Site-Level Verification Log 

WARNING: These sites contain graphic adult content that is available 
to any child, as the new Australian law requiring Age Verification does 
not work and will not work (7-year-olds watch porn, 27% of children 
admit they have watched porn by the time they are 11 years old). 
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Annexure A of Document 11 (pages 81 and 82) is available upon request. If you wish to obtain a 
copy of these documents, please contact us at foi@infrastructure.gov.au so we may consider your 
request further.
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Issue Theme Raised by Detailed comments Consideration status Outcome (and why?) Source
CSP/ISP providers should be 
exempt from DDoC

Scope Australian 
Telecommunications 
Alliance

Compliance with BOSE, codes 
and standards to be sufficient 
for compliance with DDoC

Interaction with existing 
legislation and codes

Australian 
Telecommunications 
Alliance

Minimum 12 month transition 
period

Transition Australian 
Telecommunications 
Alliance

Maintain 'disordered eating' as 
a harm category and capture AI 
and algorithms

Scope Butterfly Submission

Ensuring classification captures 
disordered eating content

Scope Butterfly Submission

Defining illegal and harmful 
materials

Scope DIGI Submission

Commissioner's enforcement 
powers should only be based on 
the risk of serious physical and 
mental harm

Compliance and enforcement DIGI Submission

Mandatory public consultation 
on regulator issued guidance

Consultation DIGI Submission

Reporting and requirements 
should be transparent and 
limited in frequency

Reporting DIGI Submission Interactive Games & 
Entertainment 
Association

Commissioner guidance to be 
treated as a disallowable 
instrument

Reporting DIGI Submission Interactive Games & 
Entertainment 
Association

Confidentiality protocols should 
be included

Privacy and confidentiality DIGI Submission Interactive Games & 
Entertainment 
Association

Mandatory independent audits 
should not be included or 
limited in scope

Reporting DIGI Submission

Onling gaming to be exlcuded 
from DDoC

Scope Interactive Games & 
Entertainment 
Association

A broad scope may capture 
unintended content and create 
uncertainty for industry

Scope Interactive Games & 
Entertainment 
Association

Safe harbour and clearly defined 
standards and expectations

Compliance and enforcement Interactive Games & 
Entertainment 
Association
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Graduated approach to 
compliance and last resort 
measures

Compliance and enforcement Interactive Games & 
Entertainment 
Association

Unclear rationale for additional 
audit powers for eSafety

Reporting Interactive Games & 
Entertainment 
Association

Additional support or reduced 
requirements for small business

Reporting Interactive Games & 
Entertainment 
Association

DDoC should be estbalished in 
reference to a risk-based 
approach

Scope Interactive Games & 
Entertainment 
Association

Grandfathering arrangments for 
entities currently complying 
with the BOSE

Compliance and enforcement Interactive Games & 
Entertainment 
Association

Extending definition to include 
both children as users of the 
service and children who are 
non-users

Scope International Justice 
Mission Australia

Include livestreaming as a 
feature that may increase the 
risk of harm

Scope International Justice 
Mission Australia

Strengthening of obligations on 
industry

Compliance and enforcement International Justice 
Mission Australia

Ensure prevention is included as 
a clear obligation

Scope International Justice 
Mission Australia

Ongoing monitoring and 
observation

Reporting University of Melbourne

DDoC should provide for public 
interest exemption and 
protections

Scope University of Melbourne

DDoC should only cover illegal 
content and content harmful to 
children

Scope Email submission from 
TCA 

on 1 July 
2026.

Focus on services whose 
primary purpose is to socialise 
and share user content

Scope Email submission from 
TCA

B2B services Scope Email submission from 
TCA

Recommender systems Scope Email submission from 
TCA

Private right of action Scope Email submission from 
TCA

Transition from BOSE, Codes 
and Standards

Scope Email submission from 
TCA
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