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Subject: Re: [External] (#1) Consultation open on new laws to tackle online misinformation and disinformation - invitation to stakeholder briefing session [SEC=OFFICIAL]

Good afternoonm

Thank you for your invitation for us to take part in the stakeholder briefing session next week. Grateful if you could put me down as attending on behalf of TikTok Australia's Public

Policy team.

Thanks and kind regards,

---------- Forwarded message ---------
From: Information Integrity <Information.Integrity@infrastructure.gov.au>

Date: Mon, 26 Jun 2023 at 09:51

Su n on new laws to tackle online misinformation and disinformation - invitation to stakeholder briefing session [SEC=OFFICIAL]
To: tiktok.com>

OFFICIAL

OFFICIAL

Good Morning,
The Minister for Communications, Hon Michelle Rowland MP, has announced that public consultation has commenced on draft legislation to empower the Australian

Communications and Media Authority (ACMA) to combat online disinformation and misinformation.

The Department of Infrastructure, Transport, Regional Development, Communications and the Arts (DITRDCA) is hosting a series of forums on the exposure draft legislation with
relevant digital platforms, the media sector, academia and civil society organisations.

The consultation aims to encourage feedback on issues such as:

proposed definitions in the Bill

scope and application of the proposed Bill

3
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ATTACHMENT A

We are seeking your views on the Exposure Draft Bill, particularly:
. the definitions of misinformation and disinformation

. the definition of digital platform services and the types of services we propose be subject to the
new framework

. how instant messaging services will be brought within the scope of the framework while
safeguarding privacy

. the scope of the information-gathering and recording keeping powers, which includes the
prevalence of false, misleading or deceptive information on digital platform services

. the preconditions that must be met before the ACMA can require a new code, register a code
and make an industry standard

. how the digital platforms industry may be able to operationalise the Bill and various content
exemptions (e.g. professional news, satire, authorised electoral content)

. appropriate civil penalties and enforcement mechanisms for non-compliance

. whether the proposed legislation strikes an appropriate balance of a range of issues such as
freedom of expression

9 of 193
AGENDA



FOI 24-408 - Document 3

s22(1)(a)(ii)

From: Windeyer, Richard

Sent: S'I;Gl';mdav 13 July 2023 6:12 PM

ro: o paan SRS

Cc: Sullivan, Pauline;

Subject: Information request with respect to House of Representatives Committee inquiry into online gambling [SEC=OFFICIAL]
Dear $4TF

| am writing to seek additional information from you to inform the Government’s consideration of the House of Representatives Standing Committee on Social Policy and
Legal Affairs inquiry into online gambling and its impacts on those experiencing gambling harm.

As you are aware, the Committee has concluded its inquiry into online gambling and published its final report which includes a recommendation calling for the Government
to implement a total ban of gambling advertisements across all platforms within 3 years.

The Government is currently considering the report and will respond to the recommendations by the end of year. While the Committee’s recommendations do not
represent Government policy at this time, they are a public reference point. Key to being able to advise Government on the recommendations in the report will be to
credibly describe and assess the impact on your sector, of the report’s recommendations.

For online platforms, the relevant components of the recommendation are as follows:

. Phase 1 — Prohibition of all online gambling inducements and inducement advertising, and all advertising of online gambling on social media and online
platforms.

The Committee was also of the view that phased restrictions on broadcasters should similarly apply to streaming services.
To support our consideration and inform our policy advice to Government, we would appreciate if you could provide the following information:

Data about the estimated monetary impact for the recommended ban?

The volume of advertisements that would be impacted by the recommended ban?

Data on the views/reach of online gambling advertisements on your platform, including any information on the number of children
The substitutability deficit of alternative advertisements filling gambling spots for the recommended ban?

1
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I'd like to bring a colleague from GBS, so if you'd be able to forward a meeting invite, I'll ask- to join from there.

Look forward to meeting you all then,

On Thu, Jul 27,2023 at 5:04 PM _@infrastructure.gov.au> wrote:

OFFICIAL

Hig,
Are you able to do 10-10.30 tomorrow?

Many thanks,
Assistant Director © Broadcasting and Gambling Regulation Section = Online Safety, Media and Platforms Division

OFFICIAL

2
15 of 193



FOI 24-408 - Document 5

From: S5 @tiktok.com>

Sent: Thursday, 27 July 2023 12:34 PM
To: @INFRASTRUCTURE.gov.au>

COMMUNICATIONS.gov.au>; infrastructure.gov.au>;
@INFRASTRUCTURE.gov.au>; @INFRASTRUCTURE.gov.au>; @tiktok.com

Subject: Re: [External] RE: Gambling advertising [SEC=0OFFICIAL]

Hi g @
So sorry for the late reply.

Is tomorrow possible for your teams?

Regards,

On Tue, Jul 25, 2023 at 3:15 PM_@infrastructure.gov.au> wrote:

OFFICIAL

Hi g4
Would you be available on Thursday to discuss the gambling advertising request?

We are available in the morning and between 2-3.30pm.

3
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From: S5 @tiktok.com>

Sent: Friday, 21 July 2023 4:06 AM
To: Gannon, Bridget
Cc:
Subject: Gambling advertising

infrastructure.gov.au>; Sullivan, Pauline_@communications.gov.au>
tiktok.com>

Dear Bridget and Pauline

Referring to_ email to- on the above topic, we'd be very ha to speak to the Department with respect to the matters flagged. But we are restrained in
our abity o angage unti mid-nex week,unfortunately BIELE 111 ]

If it was possible to chat on Thursday or Friday next week, we'd be very pleased to do so.
Hope that's achievable, and look forward to chatting soon.

Kind regards,

5
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S47F

Director of Public Policy, Australia and New Zealand
. s47G(1)(a)

Tel
Email: 3% @tiktok.com

Follow us on E E

Disclaimer

This message has been issued by the Department of Infrastructure, Transport, Regional Development, Communications and the Arts. The information transmitted is for
the use of the intended recipient only and may contain confidential and/or legally privileged material.

Any review, re-transmission, disclosure, dissemination or other use of, or taking of any action in reliance upon, this information by persons or entities other than the
intended recipient is prohibited and may result in severe penalties.

If you have received this e-mail in error, please notify the Department on +61 (2) 6274 7111 and delete all copies of this transmission together with any attachments.

Disclaimer

6
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This message has been issued by the Department of Infrastructure, Transport, Regional Development, Communications and the Arts. The information transmitted is for

the use of the intended recipient only and may contain confidential and/or legally privileged material.

Any review, re-transmission, disclosure, dissemination or other use of, or taking of any action in reliance upon, this information by persons or entities other than the
intended recipient is prohibited and may result in severe penalties.

If you have received this e-mail in error, please notify the Department on +61 (2) 6274 7111 and delete all copies of this transmission together with any attachments.

7
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If you are a host, click here and login site to view host information.

Need help? Go to https://help.webex.com

OFFICIAL

3
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Assistant Director © Broadcasting and Gambling Regulation Section © Online Safety, Media and Platforms Division

OFFICIAL

From: SR @tiktok.com>

Sent: Thursday, 27 July 2023 12:34 PM
@INFRASTRUCTURE.gov.au>

COMMUNICATIONS.gov.au>; infrastructure.gov.au>;
@INFRASTRUCTURE.gov.au>; @INFRASTRUCTURE.gov.au>; @tiktok.com

Subject: Re: [External] RE: Gambling advertising [SEC=OFFICIAL]

Hi g @)
So sorry for the late reply.

Is tomorrow possible for your teams?

Regards,

2
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I would like to acknowledge the traditional custodians of this land on which we meet, work and live.

| recognise and respect their continuing connection to the land, waters and communities.

| pay my respects to Elders past and present and to all Aboriginal and Torres Strait Islanders.

OFFICIAL

From T @tiktok.com>

Sent: Friday, 21 July 2023 4:06 AM
To: Gannon, Bridget
Cc:
Subject: Gambling advertising

infrastructure.gov.au>; Sullivan, Pauline _@communications.gov.au>
tiktok.com>

Dear Bridget and Pauline

Referring to Richard's email to- on the above topic, we'd be very ha to speak to the Department with respect to the matters flagged. But we are restrained in
our abity o engage i mic-nex week, FHE (b LI

If it was possible to chat on Thursday or Friday next week, we'd be very pleased to do so.

Hope that's achievable, and look forward to chatting soon.

4
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Kind regards,

S4TF

Director of Public Policy, Australia and New Zealand
Tel- S4TF

Email: 34/F @tiktok.com

Follow us on |i|i|

Disclaimer

This message has been issued by the Department of Infrastructure, Transport, Regional Development, Communications and the Arts. The information transmitted is for
the use of the intended recipient only and may contain confidential and/or legally privileged material.

Any review, re-transmission, disclosure, dissemination or other use of, or taking of any action in reliance upon, this information by persons or entities other than the

5
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intended recipient is prohibited and may result in severe penalties.
If you have received this e-mail in error, please notify the Department on +61 (2) 6274 7111 and delete all copies of this transmission together with any attachments.

Disclaimer

This message has been issued by the Department of Infrastructure, Transport, Regional Development, Communications and the Arts. The information transmitted is for
the use of the intended recipient only and may contain confidential and/or legally privileged material.

Any review, re-transmission, disclosure, dissemination or other use of, or taking of any action in reliance upon, this information by persons or entities other than the
intended recipient is prohibited and may result in severe penalties.

If you have received this e-mail in error, please notify the Department on +61 (2) 6274 7111 and delete all copies of this transmission together with any attachments.

6
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From: R etikokeom>

Sent: ust 2023 4:12 PM
To:

Subject: Re: [External] RE: Email to come [SEC=OFFICIAL]

That's great, thank you _

Email with you now.

Hope the sun keeps shining across the week!

On Mon, Aug 7, 2023 at 2:02 PM_@infrastructure.gov.au> wrote:

OFFICIAL

HigH,

| will look forward to receiving your information. As discussed this will be treated as both commercial in confidence and Protected: Cabinet given its use in Cabinet
processes.

Many thanks,

1
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o: 522(1)(a)(ii)

T @INFRASTRUCTURE.gov.au>

Subject: Email to come

s22(1)(a)
Dear (i)

| hope your week has started well.

Flagging that I'll have some confidential, more detailed information following up from our discussion a week or so back through this afternoon.

Regards,

S4TF
Director of Public Policy, Australia and New Zealand

. S47G(1)(a)
.. SATF

Tel

Email: @tiktok.com

Follow us on |i|i|

3
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Disclaimer

This message has been issued by the Department of Infrastructure, Transport, Regional Development, Communications and the Arts. The information transmitted is for
the use of the intended recipient only and may contain confidential and/or legally privileged material.

Any review, re-transmission, disclosure, dissemination or other use of, or taking of any action in reliance upon, this information by persons or entities other than the
intended recipient is prohibited and may result in severe penalties.

If you have received this e-mail in error, please notify the Department on +61 (2) 6274 7111 and delete all copies of this transmission together with any attachments.

4
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1%

If you are a host, click here and login site to view host information.

Need help? Go to https://help.webex.com

OFFICIAL

3
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Australian Government Senior Executive Engagement
with Online Media Platforms

Attendees from Australia:
Mr Jeff Pope, Deputy Electoral Commissioner, Australian Electoral Commission

Ms Pauline Sullivan, First Assistant Secretary, Online Safety, Media & Platforms (DITRDCA)

Mr Anthony Coles, First Assistant Secretary, Counter Foreign Interference Coordination Centre
(Department of Home Affairs)

Agenda items

NO. DESCRIPTION LEAD
1 Welcome and introductions
2 Australian Communications and Information Environment Mr Pope & Ms
Sullivan
3 Referendum Preparation Mr Pope
- Remit and functions of the EIAT and AEC
- Areas of interaction throughout the referendum
4 Policy and Regulatory Developments (Communications Portfolio) Ms Sullivan
5 Update from Online Platform Platform
representatives
6 Other Business

Close
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From: 34" @tiktok.com>
Sent: Tuesday, 22 August 2023 11:15 AM
To: Sullivan, Paulineszz(l)(a)(") @communications.gov.au>;
Cc:S47F @tiktok.com>
Subject: CLAB exposure draft - TikTok Australia submission

sz2((@)m @infrastructure.gov.au>

. . s22(1
Good morning Pauline and)(a)(")

I hope all's well and not too frantic with the misinfo legislation. We just wanted to flag that we're currently finalising TikTok Australia's submission on the exposure draft
and anticipate getting this to you shortly.

Please accept our apologies for the delay.

Kind regards,
S4TF

S47F
Tel: S47G(1)(a)

2
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S4TF
From:

Sent: Tuesday, 22 August 2023 11:15 AM

To: Sullivan, Pauline ; S220@WM
Co: S47F

Subject: CLAB exposure draft - TikTok Australia submission

Good morning Pauline and;sél%"l)

I hope all's well and not too frantic with the misinfo legislation. We just wanted to flag that we're currently finalising TikTok Australia's submission on the exposure draft
and anticipate getting this to you shortly.

Please accept our apologies for the delay.

Kind regards,
S4TF

S4TF
Tel- SA7G(1)(@)

2
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From: = @tiktok.com>

Sent: Friday, 1 September 2023 3:37 PM

To: Sullivan, Paulineszz(l)(a)(") @communications.gov.au>;
ce:347F @tiktok.com>

Subject: TikTok Australia submission - Communications Legislation Amendment (Combatting Misinformation and Disinformation) Bill 2023

s22(1)(@) @infrastructure.gov.au>

. s22(
Good afternoon Pauline and 1)(a) ’

Please find attached TikTok Australia's submission on the Communications Legislation Amendment (Combatting Misinformation and Disinformation) Bill 2023.
Apologies again for the delay, and have a great weekend!

Kind regards,
S4TF

S47F
Public Policy Manager

Tel: Aus $47G(1)(a)
Email: 47F @tiktok.com

2
46 of 193



s22(1)(a)(ii)

FOI 24-408 - Document 13

s22(1)(a)(ii)

From:

Sent: S\ﬁ/ﬁ:dnmdav 11 October 2023 4:19 PM

To:

Subject: RE: [External] Information Request - Gambling Advertising - For Response by COB 20 October 2023 [SEC=OFFICIAL]

Thanks for confirmingS47F

From: 54'F @tiktok.com>

Sent: Wednesday, 11 October 2023 4:11 PM

To: S220@M @INFRASTRUCTURE.gov.au>

Subject: Re: [External] Information Request - Gambling Advertising - For Response by COB 20 October 2023 [SEC=0OFFICIAL]

.s22(1)(a)
Hi iy
Thank you for reaching back out. We have received the request and are in the midst of collating additional information.

Regards,
s47g

F

s22(1)(a)(ii)

On Wed, Oct 11, 2023 at 1:58 PM @infrastructure.gov.au> wrote:

s47
Good afternoong™,

1
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I would like to acknowledge the traditional custodians of this land on which we meet, work and live.

| recognise and respect their continuing connection to the land, waters and communities.

| pay my respects to Elders past and present and to all Aboriginal and Torres Strait Islanders.

OFFICIAL

3
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L EEEEEEEEE———————————

From: Windeyer, Richard

Sent: Thursday, 5 October 2023 11:24 AM

To: _@tiktok.com

Cc: Lopez, Margaret

Subject: Information request — gambling advertising — for response by COB 20 October 2023 [SEC=OFFICIAL]

OFFICIAL

Dear-

Thank you for your engagement to date on the House of Representatives Standing Committee on Social Policy and Legal Affairs inquiry into online gambling and its impacts
on those experiencing gambling harm.

| am writing to seek further information in order to better understand your views on Recommendation 26 from the inquiry report regarding gambling advertising, excluding
inducements. Information on the latter was sought during the initial consultation phase in July 2023.

Noting limited information was provided in response to the initial information request with respect to the current volume of gambling advertisements on your platform,
the department is seeking data in response to the below questions.

1. What are the top 10 most common user categories (demographics, interests and behaviours) used to target gambling advertisements on your platform?
2. How many individual users are captured across categories that are targeted with gambling advertisements on your platform?
3. How many gambling advertisement impressions would a user receiving targeted gambling advertisements receive on average over a daily and a weekly period?

1
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Additionally, we would appreciate any further information you can provide about how advertisements are bought/sold and scheduled/placed on your platform.

To support timely consideration by Government, we would very much appreciate your advice by COB 20 October 2023.

Please note: This consultation is being conducted on a limited basis. It is provided on a strictly confidential basis and should be given appropriate protection. If you wish
to disclose, or discuss the contents of this email to any third party, prior written permission from the department must be obtained.

Thank you for the time you are taking to assist us to understand potential impacts on industry. The contact person in the department for this is Margaret Lopez, Assistant
Secretary, who can be contacted by phone on 2@ " or by email at $22M@ " @communications.gov.au, if you have any queries or wish to discuss.

Richard

Richard Windeyer

Deputy Secretary © Communications and Media

F22(DEMIIN @communications.gov.au
P

G PO Box 594 Canberra, ACT 2601

Executive Assistant:

2
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s22(1)(a)(ii)

Subject: Scams Code Framework - Stakeholder Engagement Session [SEC=OFFICIAL]
Location: Microsoft Teams Meeting

Start: Wed 6/12/2023 1:30 PM

End: Wed 6/12/2023 3:00 PM

Recurrence: (none)

Meeting Status:  Accepted

Organizer: Scams Policy

Dear Stakeholder

Please find the agenda for the Scams Code Framework stakeholder engagement session attached.
We look forward to meeting with you on Wednesday.

Kind Regards,

Scams Policy

Dear Stakeholder

Today the Assistant Treasurer and Minister for Communications released a consultation paper on a proposed ‘Scams Code Framework’, with submissions closing on 29
January 2024. The proposed Framework would introduce obligations for banks, digital communications platforms, and telecommunications providers to address scams.

Treasury and the Department of Infrastructure, Transport, Regional Development, Communications and the Arts (DITRDCA) invite you to attend an initial consultation
session on Wednesday 6 December 2023 (1:30pm to 3:00pm AEDT), where we will provide an overview of the proposed Scams Code Framework outlined in the
consultation paper, and an overview of the consultation process.

1
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This session will also provide you an opportunity to ask any questions about the Government’s proposal or next steps.

The session will be held online. An agenda will be provided shortly.

We anticipate some further consultation sessions being held in mid-January 2024 to enable more detailed discussion and feedback, including a cross-industry session
focused on the overarching framework. Information on these sessions will be provided shortly.

You are welcome to forward this invite on to others in your organisation or your members that may be interested in attending.
We look forward to meeting with you and please contact us in the meantime if you have any questions.
Kind regards,

Scams Policy

Microsoft Teams meeting

Join on your computer, mobile app or room device
Click here to join the meeting

2
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Learn More | Meeting options

Please Note: The information contained in this e-mail message and any attached files may be confidential information and may also be the subject of legal
professional privilege. If you are not the intended recipient, any use, disclosure or copying of this e-mail is unauthorised. If you have received this e-mail by
error please notify the sender immediately by reply e-mail and delete all copies of this transmission together with any attachments.

3
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L R EEEEEES—Sm—m————————

Subject: Scams Code Framework - Digital Communications Platforms Roundtable [SEC=OFFICIAL]
Location: Online

Start: Tue 23/01/2024 9:00 AM

End: Tue 23/01/2024 11:00 AM

Show Time As: Tentative

Recurrence: (none)

Meeting Status: Not yet responded

Organizer:

Required Attendees: ; scams taskforce; Hyles, Andrew;

; Irwin, Andrew;

@tiktok.com;

Optional Attendees:

OFFICIAL

Dear digital platforms representatives and industry bodies,
Thank you for your recent participation in the Government’s consultations for its proposed Scams Code Framework.

As you are aware, the Framework’s consultation period closes on 29 January 2024. The Department of Infrastructure, Transport, Regional Development, Communication
and the Arts and the Treasury invite you to this industry engagement session ahead of the closing date. This session will build on our engagement with you in late 2024, and
is intended to elicit your feedback and generate discussion on more targeted questions and issues. Your feedback will help inform the Framework and our advice back to
Government.
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If you are a host, click here and login site to view host information.

Need help? Go to https://help.webex.com

OFFICIAL
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Proposed Scams Code Framework

Introduction

Scams are a growing threat to Australian consumers and businesses, with financial losses to scams of
at least $3.1 billion in 2022 (an 80 per cent increase on losses recorded in 2021).1 In 2022, 65 per cent
of Australians were exposed to a scam attempt.2

Scammers are becoming more technologically advanced and coordinated, enabling them to evolve
and find new vulnerabilities to target, new ways to deceive consumers, and new methods to avoid
detection.

Current anti-scam measures vary across the ecosystem of sectors and businesses that are targeted by
scammers (scams ecosystem). While some sectors (like telecommunications) have industry codes to
reduce scams, other sectors in the scams ecosystem have no specific, enforceable anti-scam
requirements.

While many businesses have been responding to the increasing threat of scams to Australian
consumers, the Government remains concerned that these efforts are often siloed within particular
businesses or sectors, or that take-up of broader measures has been irregular across each sector.

There is currently no overarching regulatory framework that sets clear roles and responsibilities for
the Government, regulators, and the private sector in addressing scams. The Government has
committed to introducing new mandatory industry codes to outline the responsibilities of the private
sector in relation to scam activity, with a focus on banks, telecommunications providers and digital
platforms.

On 30 November 2023, the Assistant Treasurer, the Hon Stephen Jones MP, and the Minister for
Communications, the Hon Michelle Rowland MP, announced consultation on a proposed Scams Code
Framework (‘the Framework’) to deliver the Government’s commitment.

This consultation paper has been informed by initial targeted consultations with regulators, industry
representatives, consumer groups and people impacted by scams. The paper invites stakeholders to
provide feedback on the proposed features of the Framework to inform Government decisions.

Current approaches to addressing scams

The Government has recently introduced several initiatives targeted at reducing scam activity and its

impacts, including:

J the establishment of the National Anti-Scam Centre (NASC) led by the Australian Competition
and Consumer Commission (ACCC) on 1 July 2023, which is an initiative to coordinate efforts to
prevent scams by improving intelligence sharing across Government and the private sector and
raising public awareness about scams

. work by the Australian Securities and Investments Commission (ASIC) to identify and take down
investment scam websites, which has already taken down 2,500 websites since July 20233

1 ACCC (2023), Targeting scams: report of the ACCC on scams activity, ACCC, accessed 21 November 2023.

2 Australian Bureau of Statistics (ABS) (22 February 2023), 13.2 million Australians exposed to scams, [media
release], ABS, accessed 2 November 2023.

3 ASIC (2 November 2023), ASIC’s new website takedown capability knocks out over 2,500 investment scam and
phishing websites, [media release], ABS, accessed 2 November 2023.
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J work underway by the Australian Communications and Media Authority (ACMA) to establish
Australia’s first SMs sender ID registry, to help prevent scammers imitating trusted industry or
Government brand names — such as ATO or myGov — in text message headers

. funding of specialist support services for victims of identity theft.

Currently, telecommunications providers are the only sector specifically regulated in relation to scams.
Telecommunications providers are subject to the Reducing Scam Calls and Scam Short Messages (SMs)
Code, an industry-developed code registered and enforced by the ACMA, which requires
telecommunications providers to take reasonable steps to prevent and block scam calls and text
messages. Telecommunications providers are also subject to other anti-scam rules made by the ACMA
requiring use of multifactor identity verification to protect services from scammer compromise and
fraud.

Telecommunications providers have reported that approximately 1.4 billion scam calls and 257 million
scam SMs have been blocked under the code to 30 June 2023.4 Consumer reports of scam calls have
also decreased by 56 per cent from 2021 to 2022.5 However, in 2022, scam calls resulted in the
highest reported losses to Scamwatch (increasing by 40.6 per cent to $141 million from 2021),
demonstrating that scams are becoming more sophisticated and opportunities remain for the sector
to enhance disruption.¢

While regulators like the ACCC, the Office of the Australian Information Commissioner (OAIC) and ASIC
can take some action to protect consumers? from the impact of scams through their role as consumer
protection, privacy and financial system regulators, there are no specific requirements on banks and
digital platforms to address scams.& Recent reviews have identified gaps in the banking and digital
platforms sectors’ approaches to prevent and disrupt scams, and support consumers who have been
scammed.

. In its September 2022 Digital Platform Services Inquiry (DPSI) interim report, the ACCC identified
that digital platforms do not take sufficient and consistent steps to protect consumers from
online harms, such as scams. The ACCC recommended that the Government introduce targeted
measures mandating that digital platforms prevent and remove scams from their services,
including by providing a notice-and-action mechanism, verifying the identity and legitimacy of
certain users and advertisements, and publicly reporting on scam mitigation efforts.®

J In 2023, ASIC found the overall approach to scams strategies and governance in Australia’s
major banks was variable and less mature than expected, with gaps and inconsistencies in scam
detection, response, and victim support.*®

4 ACMA (n.d), Action on scams, spam and telemarketing: April to June 2023, ACMA website, accessed 2
November 2023.

5 ACCC (2023), Targeting scams: report of the ACCC on scams activity, ACCC, accessed 2 November 2023.

6 Ibid.

7 For the purposes of this paper, a consumer refers to a customer or user of a service or platform that is offered
by a regulated business subject to the Framework (i.e. banking, or telecommunications service or digital
platform). This could include individuals or businesses.

8 While banks have an AML/CTF requirement which includes having systems and controls in place to report
suspicious matters, which includes scams, this does not set out broad obligations or requirements in relation to
preventing, detecting and responding to scams.

9 ACCC (2022), Digital Platform Services Inquiry Interim Report No. 5- Requlatory reform, ACCC, accessed 2
November 2023.

10 ASIC (2023), Scam prevention, detection and response by the four major banks, ASIC, accessed 2 November
2023.
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On 24 November 2023, the Australian Banking Association Ltd (ABA) launched an industry-led ‘Scam-
Safe Accord’ that outlines the anti-scam measures that will be implemented across the banking sector
to disrupt, detect and respond to scams.* Measures include a new confirmation of payee system,
warnings and delays to protect customers, expansion of intelligence sharing across the sector, and
limiting payments to high-risk exit channels, among other initiatives.

While existing Government and industry initiatives will have an impact on scam activity, the
Government considers that more needs to be done to consistently uplift practices within key sectors
in the ecosystem — banks, telecommunications providers and digital platforms — and reduce
opportunities for scammers to exploit gaps and weaknesses within and across sectors to steal from
and harm consumers.

Objectives and key principles

The primary objective of the Framework is to set clear roles and responsibilities for the Government,
regulators, and the private sector in combatting scams. This includes ensuring that key sectors in the
scams ecosystem have measures in place to prevent, detect, disrupt, and respond to scams, including
sharing scam intelligence across and between sectors.

Where a business does not meet its obligations under the Framework, where applicable, Internal
and/or External Dispute Resolution mechanisms would ensure consumers have access to appropriate
redress, and regulators would be given new enforcement and penalty powers.

The Framework and other scams-related activity (such as through the NASC) will not eradicate all
scams. However, the intended outcome is to make Australia a harder target for scam activity, and less
attractive to scammers, therefore reducing scam losses and impacts.

Key guiding principles

The proposed Framework is underpinned by three key principles, addressing the gaps in the current
approach.

Principle 1: A whole-of-ecosystem approach to address scams

Scammers exploit loopholes — inaction from a sector or parts of a sector in the scams ecosystem risks
scammers exploiting that gap, contacting potential victims, and increasing the risk of more Australians
losing money to a scam.

Every business in the scams ecosystem has a role to play in combatting scams. Therefore, a strong,
whole-of-ecosystem regulatory framework is needed to ensure that those best placed in the system
deal with the scams threat. This requires a coordinated effort between Government, regulators, and
the private sector to:

. prevent scammers from contacting consumers through key communications channels provided
by telecommunications providers (disrupting scam calls and SMs) and digital platforms (blocking
and removing scam content, communications and advertisements)

. educate consumers to recognise and report scams to the relevant business or Scamwatch

. prevent and take timely steps to recover payments made to scammers such as through bank
transfers where possible

11 https://www.ausbanking.org.au/new-scam-safe-accord/.
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J provide clear pathways of support and complaints handling for those who have been affected by
scams
J strengthening links between cyber and identity resilience to prevent scams

A whole-of-ecosystem approach will lift the bar for businesses in key sectors to take a consistently
proactive approach to stopping scams.

Principle 2: The Framework must be flexible and responsive

Scammers quickly adapt and are likely to shift their focus and activity to less regulated parts of the
scams ecosystem. Scammers are also likely to target developments in technologies and markets to
create new types of scams and harms. The Framework will need to be flexible and responsive to future
changes in the scams ecosystem.

Principle 3: The Framework will complement and leverage existing interrelated regimes,
systems and initiatives

While there is currently no specific, ecosystem-wide regulatory framework on combatting scams,
there are numerous interrelated frameworks and reforms that will have an impact on scam activity.
The Framework will complement and leverage these existing interrelated regulatory regimes and
reform processes, to reduce overlap and regulatory burden on industry. This includes but is not
limited to:

. work being progressed on the Australian Cyber Security Strategy 2023-2030

. the National Strategy for Identity Resilience released in June 2023 and associated initiatives
being progressed

. reforms to Anti-Money Laundering and Counter-Terrorism Financing (AML/CTF)
. reforms to the Government’s digital identity accreditation framework
. reforms to strengthen Australia’s privacy framework, to guard against identity fraud, scams and

the risk to businesses of failing to manage personal information appropriately 12

. the existing Australian Code of Practice on misinformation and disinformation, and proposed
legislation to give ACMA powers to enforce industry codes addressing misinformation and
disinformation

. the ACCC’s ongoing work and reporting as part of the Digital Platforms Services Inquiry, and
related ongoing work across portfolios.

Information from stakeholders on other intersecting frameworks, reviews or reforms that may have a
role in their efforts to combat scams, and which should be considered in policy development, are
welcome.

Beyond existing Government initiatives, the Framework will also consider the voluntary work being
progressed by different parts of industry to address scams, such as the anti-scam initiatives being
delivered by the banking sector. The Government may consider lifting effective voluntary scams
initiatives into legislation by establishing them as either ecosystem-wide obligations or sector-specific
obligations within the Framework, where appropriate.

12 Government Response to the Privacy Act Review.
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Key features of the proposed Scams Code Framework

The implementation of the Framework is subject to future Government decisions, and legislative
design and development. References to amending existing legal frameworks are demonstrative of
policy intent only. The focus of this paper is to seek feedback on the proposed key features and
obligations that would form part of the Framework.

The Framework would be established by introducing a new overarching regime in primary law — for
example, in the Competition and Consumer Act 2010 (CCA). The CCA would set mandatory obligations
for businesses in designated sectors within the scams ecosystem to take action to address scams
delivered over their services. Mechanisms would also be established under sector-specific legislation,
enabling Government or regulators to develop codes and standards for designated sectors that put
additional, tailored obligations on businesses to prevent, detect, disrupt and respond to scams.

The initial sectors covered by the Framework would be those most targeted by scammers — banks,
telecommunications providers and digital communications platforms — with scope for further sectors
to be designated in future by the relevant Minister. These could include the superannuation sector,
digital currency exchanges (cryptocurrency), other payment providers, and transaction-based digital
platforms like online marketplaces.

Figure 1 sets out the proposed key features of the Framework, which are discussed in further detail
below. It does not include legislation that could be potentially impacted through consequential
amendments.

Figure 1. Proposed Scams Code Framework
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intended to cover the types of scams identified by the ACCC under its Targeting Scams report,
including, but not limited to, common scam types such as investment scams, romance scams, phishing
scams, employment scams, and remote access scams. 4

Scams are related to, but distinguished from, other types of fraud. The proposed definition is not
intended to capture unauthorised fraud, such as cybercrimes that may use hacking, data breaches,
and identity theft, that do not involve the deception of a consumer into ‘authorising’ the fraud.

The definition is also not intended to include consumer disputes about misleading and deceptive
practices relating to the sale of goods and services, other than where a seller profile or website is not
legitimate.

Definition of a Digital Communications Platform

It is intended that the Framework would apply to digital communications platforms.

Online scam content can take many forms across a range of services, including, but not limited to,
messaging and comments between users; advertisements and third-party links; endorsements for
scam products or services across a range of media; and emails. For the purposes of the Framework,
‘digital communications platforms’ covers all digital platforms that provide communications or media-
type services that can be exploited to share this material, including:

. content aggregation services — online services whose primary function is to collate and present
content to end-users from a range of online sources

. connective media services — online services whose primary function is to enable interaction
between two or more end-users

. media sharing services — online services whose primary function is to provide audio, audio-visual
or moving visual content, including advertising content, to end-users.

These services are used by scammers as a primary origin and contact method of investment scams,
which resulted in $377 million in losses in 2022. Additionally, despite being reported as a contact
method in 6 per cent of consumer reports to the ACCC, $80 million in losses to scams were attributed
to social media alone, higher than all other contact methods excluding phone calls.s

This definition is not intended to cover digital currency exchanges (cryptocurrency), and transaction-
based digital platforms like online marketplaces. The Framework could be expanded to cover these
and other types of digital platforms in the future.

Definition of a Bank

It is intended that the Framework would apply to a body corporate that is an Authorised Deposit-
Taking Institution (ADI) under section 9 of the Banking Act 1959. Adopting this definition would mean
that the scope of the Framework would extend to small and large banks, building societies, credit
unions, and restricted ADls.16

14 ACCC (2023), Targeting scams: report of the ACCC on scams activity, ACCC, accessed 2 November 2023.

15 ACCC (2023), Targeting scams: report of the ACCC on scams activity, ACCC, accessed 2 November 2023.

16 The regulatory obligations for PPFs are subject to ongoing consultation as part of the payments reforms. See
Licensing of payment service providers — payment functions.
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Information sharing and reporting requirements

Current information sharing arrangements

Existing voluntary information sharing arrangements between businesses are often ad hoc and do not
extend between all sectors in the scams ecosystem.

Businesses and consumers are encouraged to report scams on the Scamwatch website, managed by
the NASC, to assist with coordinated information-sharing and action to combat scams. Information in
the reports is used by the NASC to monitor scam trends and act where appropriate, including
educating the public on new or emerging scams. The information is shared as needed with businesses,
including from the telecommunications, digital communication platforms and banking sector, other
government organisations and law enforcement, to prevent and disrupt scams.

The NASC is also building its data-sharing capability to enhance scams information sharing across the
ecosystem. This will result in improved quality, timeliness and coverage over the next three years. This
includes a technology build which will enable the NASC to:

. receive a report of a scam from any institution (private or Government) and centralise this
intelligence
J distribute data to those who need it most — such as banks to freeze an account, telcos to block a

call, and digital communication platforms to take down scam content or an account
. analyse and act on the trends sourced from this data to disrupt scams and educate Australians.

The NASC also shares information with the Australian Financial Crimes Exchange (AFCX). The AFCX is
an independent, not-for-profit entity formed to assist businesses to coordinate intelligence and data-
sharing activities to address financial crime and cybercrime. The NASC is working with the AFCX and
other key businesses in the scams ecosystem to better coordinate the sharing scam information and
intelligence.

Banks who are members of the AFCX can upload information and data on fraud to the AFCX exchange.
They can also access a secure information sharing web portal co-ordinate actions to identify, analyse,
prevent and action financial crime, scams and online fraud. In 2021, the AFCX entered a memorandum
of understanding with the ACMA to exchange information, including data on cases and numbers
associated with SMs fraud.

Under their industry code, telecommunications providers are required to share information on scam
calls and SMs with other telecommunications providers and the ACMA. The ACMA also provides de-
identified consumer complaint data to telecommunications provider to assist their identification and
disruption of scams.

Information sharing under the Framework

Businesses regulated under the Framework would be required to share and act on information, to
ensure that all businesses within the scams ecosystem have quality information to enable them to
detect and prevent scams.

Businesses would be required to notify other businesses, where practicable, and the NASC, promptly
of intelligence about suspected or identified organised large-scale scam activity (due to size or
frequency), as well as rapidly emerging or cross-sectoral scam activity where there is a significant risk
for consumers. This information would assist the NASC in monitoring scam trends, disrupting scams -
including through its cross-sector ‘fusion cells’- and informing rapid deployment of consumer
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Obligations in relation to unauthorised transactions will be considered as part of the future review of
the ePayments Code. 1

The obligations would apply consistently across businesses in the sector, while providing sufficient
flexibility for businesses to determine how best to meet the intent of the obligations considering
business size, risk profile, and complexity.

The proposed obligations set out below may interact with or be similar to requirements banks must
comply with under other regulatory regimes and frameworks, such as the AML/CTF regime.
Stakeholder feedback is welcomed on the extent to which banks are already meeting these proposed
obligations in response to existing regulatory requirements, and the effectiveness or gaps in existing
requirements in addressing scams and reducing scam activity.

18 A Strategic Plan for...~https://treasury.gov.au/publication/p2023-404960
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Appendix A — List of stakeholder questions

Stakeholders are invited to consider the Framework set out in this paper and examples of potential
obligations that are designed to meet the Framework’s objectives.

The proposed Framework and potential obligations outlined in this paper have not received
Government approval and are not yet law. This paper is merely a guide as to how potential obligations
might operate.

A list of consolidated questions is set out below. In providing feedback on examples, stakeholders
should consider how proposals would meet objectives of the Framework, alongside the cost to
businesses and regulatory burden of obligations, as well as any implementation challenges.

Questions on the proposed Framework

1. Does the Framework appropriately address the harm of scams, considering the initial
designated sectors and the proposed obligations outlined later in this paper?

2. Is the structure of the Framework workable — can it be implemented in an efficient manner?
Are there other options for how a Framework could be structured that would provide a
more efficient outcome?

3. Are the legislative mechanisms and regulators under the Framework appropriate, or are
other elements needed to ensure successful implementation?

4. Does the Framework provide appropriate mechanisms to enforce consistent obligations
across sectors?

5. Is the Framework sufficiently capable of capturing other sectors where scams may take place
or move to in the future?

6. What future sectors should be designated and brought under the Framework?
7. What impacts should the Government consider in deciding a final structure of the
Framework?

Questions on definitions

8. Is maintaining alignment between the definition of ‘scam’ and “fraud’ appropriate, and are
there any unintended consequences of this approach that the Government should consider?

9. Does a ‘dishonest invitation, request, notification, or offer’ appropriately cover the types of
conduct that scammers engage in?

10. Does the proposed definition of a scam appropriately capture the scope of harms that
should be regulated under the Framework?

11. What impacts should be considered in legislating a definition of a scam for the purposes of
this Framework?

12. Will the proposed definitions for designated sectors result in any unintended consequences
for businesses that could not, or should not, be required to meet the obligations set out
within the Framework and sector-specific codes?
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Should the definitions of sectors captured by the Framework be set out in the primary law or
in the industry-specific codes?

What impacts should the Government consider in deciding the definitions of digital
communications platform or ADI?

Questions on overarching principles-based obligations

15.

16.

17.

18.

19.

Are there additional overarching obligations the Government should consider for the
Framework?

Are the obligations set at the right level and are there areas that would benefit from greater
specificity e.g., required timeframes for taking a specific action or length of time for scam-
related record-keeping?

Do the overarching obligations affect or interact with existing businesses objectives or
mandates around efficient and safe provision of services to consumers?

Are there opportunities to minimise the burden of any reporting obligations on businesses,
such as by ensuring the same information can be shared once with multiple entities?

What changes could businesses be expected to make to meet these obligations, and what
would be the estimated regulatory cost associated with these changes?

Questions on anti-scams strategy obligation

20.

21.
22.

23.

24.

25.

What additional resources would be required for establishing and maintaining an anti-scam
strategy?

Are there any other processes or reporting requirements the Government should consider?

Are there parts of a business’s anti-scam strategy that should be made public, for example,
commitments to consumers that provides consumers an understanding of their rights?

How often should businesses be required to review their anti-scam strategies and should
this be legislated?

Are there any reasons why the anti-scams strategy should not be signed off by the highest
level of governance within a business? If not, what level would be appropriate?

What level of review and engagement should regulators undertake to support businesses in
creating a compliant anti-scam strategy?

Questions on information sharing requirements

26.

27.

28.

29.

What resources would be required for establishing and maintaining additional information
sharing arrangements with other businesses, the NASC and sector-specific regulators under
the Framework?

What safeguards and/or limitations (regulatory, technical, logistical or administrative) should
the Government consider regarding the sharing of information between businesses, the
NASC or sector-specific regulators?

What other information sharing arrangements exist that the Government should
consider/leverage for the implementation of the Framework?

Are there any impediments to sharing or acting on intelligence received from another
business or industry bodies?
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Questions on consumer reports, complaints handling and dispute resolution

30.

31.

32.

33.

What are the limitations or gaps that need to be considered in leveraging existing IDR
requirements and EDR schemes for the purposes of this Framework?

If the remit for existing EDR schemes is expanded for complaints in relation to this
Framework:

a. what criteria should be considered in relation to apportioning responsibility across
businesses in different sectors?

b. how should the different EDR schemes operate to ensure consumers are not
referred back and forth?

c. what impacts would this have on your business or sector?

Should the Government consider establishing compensation caps for EDR mechanisms
across different sectors regulated by the Framework? Should these be equal across all
sectors and how should they be set?

Does the Framework set out a clear pathway for compensation to consumers if obligations
are breached by regulated businesses?

Questions on sector-specific codes

34.

35.

36.

37.

38.

39.

40.

41.

42.

Are sector-specific obligations, in addition to the overarching obligations in the CCA,
appropriate to address the rising issue of scams?

Are there additional obligations the Government should consider regarding the individual
sector codes?

Do the obligations considered for each sector reflect appropriate consistency across the
scams ecosystem?

Are the proposed obligations for the sector-specific codes set at the right level, sufficiently
robust, and flexible?

Are the proposed approaches to developing sector-specific codes appropriate, and are there
other approaches that could be considered to meet the objectives of the Framework?

Should any of the proposed sector-specific obligations specify a timeframe for a business to
take action, and if so, what timeframe would be appropriate?

What changes could businesses be expected to make to meet the sector-specific code
obligations, and what would be the estimated cost associated with these changes?

What are the relative costs and benefits of other available options, pathways or
mechanisms, such as co-regulation, to set out additional mandatory sector-specific
obligations?

Are there additional areas the Government should consider in ensuring appropriate
interaction between the bank-specific scams code and the ePayments Code?

Questions on approach to oversight, enforcement and non-compliance

43.

How would multi-regulator oversight impact different industries within the scams
ecosystem? Are there any risks or additional costs for businesses associated with having
multi-regulator oversight for enforcing the Framework?
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Are there other factors the Government should consider to ensure a consistent enforcement
approach?

Should the penalties for breaches of sector-specific codes, which sit in their respective sector
legislation, be equal across all sectors?
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Attachment A - International developments

This attachment includes some examples of the most recent international developments regarding
policies to combat scams.

Singapore

In October 2023, the Monetary Authority of Singapore (MAS) released a consultation paper? setting
out a proposed ‘Shared Responsibility Framework’ for addressing scam losses across the financial and
telecommunications sector.

This consultation builds on a range of existing measures that the Singaporean Government, banks, and
other ecosystem players have progressively implemented to tackle scams. These were intended to
immediately strengthen controls, while longer-term preventative measures were evaluated.

The Shared Responsibility Framework aims to strengthen direct accountability of financial institutions
(both banks and relevant payment service providers) and telecommunications sectors to consumers in
relation to preventing, detecting and responding to scams. The Framework is designed to cover
phishing scams with a digital nexus, where a consumer is deceived into clicking on a phishing link and
entering their credentials on a fake digital platform, thereby unknowingly revealing these credentials
to the scammer.

The box below includes Anti-scam measures introduced as part of the Framework for
telecommunications and banking sectors.

Telecommunications:

. Connect only to authorised aggregators to deliver SMs sender IDs to ensure messages originate from bona
fide senders.

. Block SMs sender IDs that are not from authorised aggregators.

. Implement an anti-scam filter for all SMs that pass through the operator’s network to block SMs with
known phishing links.
Banking:

. Impose a 12-hour cooling off period upon activation of a digital security token during which ‘high-risk’
activities cannot be performed.

J Provide notification alert(s) on a real-time basis for the activation of a digital security token and conduct of
high-risk activities.

J Provide outgoing transaction notification alerts on a real-time basis.

. Provide a 24/7 reporting channel and kill-switch to enable consumers to report and block unauthorised
access to their accounts.

A failure to meet these obligations under the Framework would be the starting point for determining
the party to be held responsible for losses. This is intended to incentivise financial institutions and
telecommunications organisations to strictly uphold their obligations.

19 Monetary Authority of Singapore (MAS) (25 October 2023) Consultation Paper on Proposed Shared
Responsibility Framework accessed 9 November 2023.
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Assessment of liability involves a ‘waterfall” approach, which assesses the bank as the first line of
responsibility as the custodian of consumer monies. If the responsible financial institution has
breached any of its duties under the framework it is expected to fully compensate the consumer for
the loss. If it is found to have met its obligations, telecommunications organisations will be assessed to
ensure they have upheld their obligations and will be required to compensate the consumer for their
loss if they have breached requirements. If both the responsible financial institution and
telecommunications organisation are found to have upheld their obligations, the consumer will bear
the loss and may seek recourse via dispute resolution bodies. The responsible bank and
telecommunications organisation will be responsible for conducting the investigation in the first
instance.

The consultation on Singapore’s proposed ‘Shared Responsibility Framework’ is due to conclude at the
end of 2023.

United Kingdom

The United Kingdom (UK) has a charter in place for both the telecommunications and retail banking
sectors. These charters both set out voluntary commitments undertaken by the sectors to combat
fraud. Signatories to the telecommunications charter have agreed to a nine-point action plan which
sets out commitments including:

. identify and implement techniques to block scam calls and share data on the source of these
calls across the sector

. identify and implement techniques to block ‘smishing’ texts (text messages that deceive the
recipient into sharing personal or financial information, clicking on malicious links, or
downloading harmful software)

. work with banks to strengthen authentication checks at the point a device contract is applied for
and at the point a customer requests to move their number to a new provider.

Through the retail banking charter, signatories have agreed to a seven-point action plan, including:

. consistent data collection sets on fraud reporting to produce sector-wide analysis of the nature
of fraud in the sector

. working with the ecosystem to explore opportunities to enhance fraud protection, identify
vulnerabilities and repatriate stolen funds to those affected by a scam

. developing a strategy to respond to and reduce practices of money mule activity with the
Government and law enforcement.

In July 2023, the UK Security Minister convened a meeting of the Joint Fraud Taskforce to discuss the
development of an online fraud charter with the tech sector to respond to the growing volume of
fraud originating on social media platforms. The charter will ensure that tech firms take action to block
scams, make it easier to report frauds and ensure that fraudulent content is removed swiftly.20The
Charter will enhance and complement obligations imposed on providers of certain regulated internet
services, including user-to-user and search services, in relation to fraudulent advertising through the
Online Safety Act enacted on 26 October 2023.

20 https://www.gov.uk/government/news/government-and-industry-meet-to-progress-the-fight-against-fraud.
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In May 2022, the UK Treasury announced the intention to allow the UK Payments System Regulator
(PSR) to require reimbursement for authorised push payment scams. This follows four years of
voluntary reimbursement by 10 UK banks under the Contingent Reimbursement Code and requires
both the sending and receiving bank to each reimburse 50 per cent of the total loss to the consumer.

The PSR is expected to publish information on the claims excess, maximum level of reimbursement,
and guidance on customer standards of caution (gross negligence) later this year. The mandatory
reimbursement requirement will come into effect in 2024.2

21 JK Payment System Regulator (PSR) (28 June 2023), Confirmation of mandatory reimbursement for APP fraud,
accessed 12 November 2023.
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From: S5 @tikeok.com>

Sent: Wednesday, 20 December 2023 3:51 PM
To: arts.gov.au>
Cc: @tiktok.com>

Subject: Re: [External] Scams Code Framework - Digital Communications Platforms Roundtable [SEC=OFFICIAL]

Good afternoon _,

Thank you for the invitation to the follow-up roundtable. For future correspondence/invitations of this nature, could you please remove_ from your mailing
list and add our current Director of Public PoIicy,_ (CCedin - @tiktok.com)?

Wishing you a Merry Christmas,

Kind regards,

Publi i | TikTok AUNZ
Tel:
E: @tiktok.com

Kl
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Observers

Proposed ecosystem-wide obligations in the CCA

Prevention

A business must develop, maintain, and implement an anti-scam strategy that sets out the business’ approach to
scam prevention, detection, disruption and response, based on its assessment of its risk in the scams ecosystem.

A business must take all reasonable steps to prevent misuse of its services by scammers, so that an undue burden is
not placed on consumers or other market participants to prevent scams.

A business must implement anti-scam systems that are responsive to new products, services, designs, technologies,
and delivery channels.

A business must provide their consumers or users with information about how to identify and minimise the risk of
being scammed.

A business must train staff to identify and respond to scams.

Detection and disruption

A business must seek to detect, block and prevent scams from initiating contact with consumers.
A business must seek to verify and trace scams where scam intelligence has been received.

A business must act in a timely manner on scam intelligence received through information sharing, consumer reports,
complaints and other means.

Where a business receives intelligence that a consumer is or may be a target of a scam, the business must take steps
to disclose this to the consumer in a timely manner to minimise the risk of consumer harm or loss.

A business must provide their consumers or users with tools to verify information in real time.

Response (obligations with respect to consumers)

Where a consumer has identified they have been affected by a scam, businesses must take all reasonable steps to
prevent further loss to the consumer and treat consumers fairly and consistently.

A business must have user-friendly, effective, efficient, transparent, and accessible options for consumers or users to
report a scam, including people not directly targeted by a scam.

A business must have user-friendly, effective, transparent, and accessible complaints handling processes for
consumers or users to make a complaint about how a scam report was handled or in relation to a business’s response
to scam activity (including steps taken to prevent, detect, disrupt and respond to scam activity).

Where a consumer escalates concerns with a business, they should be dealt with fairly and promptly, and consumers
should be given access to information about dispute resolution options where applicable.

Reporting (obligations to regulators and other businesses)

A business must take reasonable steps to notify other businesses, the NASC and relevant regulators promptly of
intelligence about suspected or identified organised large-scale scam activity as well as rapidly emerging or cross-
sectoral scam activity.

A business must share data and information on the incidence of scams, and action taken in response, with designated
industry bodies, law enforcement and regulators, and the NASC.

A business must keep records of incidences of scams, and the action taken in response.

A business must respond to an information request from the ACCC within the timeframe specified.

Scams Code Framework Consultation — DCP industry roundtable 3
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Observers

Possible digital communications platform specific obligations

Prevention

A provider of a digital communications platform must implement processes to authenticate and verify the identity
and legitimacy of business users and advertisers, to prevent users from selling or advertising scam products and
services on the platform.

A provider of a digital communications platform must have in place processes and methods to detect higher risk
interactions, and take appropriate action to warn the user, block or disrupt the interaction, or take other measures to
reduce scam activity, content or profiles such as blocking or disabling accounts based on shared intelligence.

A provider of a digital communications platform must have in place processes and methods to prevent user accounts
from being hacked by scammers, and to restore user accounts to the correct users in a timely manner.

Detection and disruption

A provider of a digital communications platform must have in place methods or processes to identify and share
information with other digital communications platform providers and the NASC that an Australian user is likely to be
oris a scammer.

A provider of a digital communications platform must have in place processes to act quickly on information that
identifies a user or interaction is likely to be or is a scam, including blocking or disabling the account being used by the
scammer.

Response (obligations to consumers)

A provider of a digital communications platform must ensure that its platform has user-friendly and accessible
methods for consumers to take action where they suspect their accounts are compromised or they have been
scammed.

A business must respond to an information request from the ACMA within the timeframe specified.

Scams Code Framework Consultation — DCP industry roundtable 4
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Subject: Invitation: information session on the development of a voluntary Internal Dispute
Resolution Code

Location: s22(1)(2)(ii)

Start: Tue 26/03/2024 2:30 PM

End: Tue 26/03/2024 4:00 PM

Recurrence: (none)

Meeting Status: Meeting organizer

Organizer: Digital Platform

Required Attendees:

Optional Attendees:

Good afternoon,
As you may be aware, on 6 February 2024, the Minister for Communications and the Assistant Treasurer wrote to
digital platform industry representatives to request the development a voluntary internal dispute resolution code

for digital platform services.

The letter referenced a number of resources to ensure a voluntary internal dispute resolution code is consistent
with Government expectations.

The proposed information session on Tuesday 26 March, 2.30 to 4pm will provide an overview of these resources to
assist you to develop a voluntary internal dispute resolution code, with time for discussion on the next steps.

Please see attached the agenda and below the Webex dial-in details.

For any questions, please feel free to contact $22@@)  Director, Digital Platforms Market Issues team on:
s22(M@) ~ @infrastructure.gov.au or M 522(D)@)(iH)

Best wishes
Digital Platforms Market Issues team

Platforms and News Branch « Online Safety, Media and Platforms Division
Department of Infrastructure, Transport, Regional Development, Communications and the Arts

I would like to acknowledge the traditional custodians of this land on which we meet, work and live.
| recognise and respect their continuing connection to the land, waters and communities.
| pay my respects to Elders past and present and to all Aboriginal and Torres Strait Islanders.
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From: Digital Platform

Sent: Tuesday, 9 April 2024 12:58 PM

To: Digital Platform

Subject: Thank you - Participation in information session on the development of a voluntary
internal dispute resolution code [SEC=OFFICIAL]

Attachments: Q&A - Information session on the development of a voluntary internal dispute

resolution code.pdf

Good afternoon,

Thank you for your time and participation in the ‘Information Session: On the development of a voluntary internal
dispute resolution code’.

Please see attached for your consideration, a ‘Question & Answer’ document to assist you and your colleagues in
this request.

The Department of Infrastructure, Transport, Regional Development, Communications and the Arts (DITRDCA), and
the Department of the Treasury (Treasury), are interested to understand the digital platforms industry's progress
towards establishing a voluntary internal dispute resolution code by July 2024, and are available to meet with you at
a convenient point in the next 1-2 months to hear your updates.

Please do not hesitate to contact DITRDCA at $22(1)(@)(ii) @COMMUNICATIONS.gov.au and Treasury at
$22(1)(a)(ii) @TREASURY.GOV.AU.

Best wishes,
Digital Platforms Market Issues
Platforms and News Branch ¢ Online Safety, Media and Platforms Division

Department of Infrastructure, Transport, Regional Development, Communications and the Arts
I would like to acknowledge the traditional custodians of this land on which we meet, work and live.

| recognise and respect their continuing connection to the land, waters and communities.

| pay my respects to Elders past and present and to all Aboriginal and Torres Strait Islanders.
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Information Session: A voluntary
internal dispute resolution code on
digital platforms

Questions and Answers

April 2024

On 6 February 2024, the Minister for Communications and the Assistant Treasurer wrote to digital platform
industry representatives to request the development a voluntary internal dispute resolution (IDR) code for
digital platform services by July 2024.

As noted in the Government’s response to the Australian Competition and Consumer Commission’s (ACCC)
Digital Platform Services Inquiry, the development of internal dispute resolution standards by members of the
digital platforms industry is a first step to improving dispute resolution processes on digital platforms. The
Government will consider further steps to improve internal dispute resolution pathways.

This Question & Answer highlights key reference points that can inform industry’s development of a voluntary

IDR code.

What are the key resources to refer to?

The 6 February 2024 letter referred industry to the following reference points:

e The ACCC’s Digital Platforms Inquiry Final Report (2019);
e The ACCC’s Digital Platform Services Inquiry Interim Report No. 5 — Regulatory Reform Report (2022); and
e The Government Response to ACCC Digital Platform Services Inquiry (treasury.gov.au) (2023).

In addition, Digital Platform Services Inquiry Interim Report No. 5 — Regulatory Reform Report referred to the
digital platforms industry to guidance issues on IDR for financial firms, with the latest Regulatory Guide 271:

Internal dispute resolution (RG271) as a key resource.
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Which digital platform services and disputes could be in scope?

Types of platform services

The Digital Platforms industry is well placed to develop a voluntary IDR Code that reflects their business model
and operating environment. As such, the Government has chosen not to be prescriptive on the types of
platform services within scope, to provide industry with flexibility to shape a fit for purpose voluntary IDR
Code. However, the Digital Platform Services Inquiry Interim Report No. 5 — Regulatory Reform Report sets a

potential scope, finding that digital platforms that provide search, social media, online private messaging, app
stores, online retail marketplaces and digital advertising services, should be covered by an IDR Code.

Nature of disputes

Likewise, the digital platforms industry has flexibility under a voluntary code to define the scope of disputes
covered. That being said, the scope of complaints, disputes and issues to be covered by voluntary IDR is likely
to be broad to address the consumer needs and gaps highlighted in the ACCC’s reports. This scope could
include potential business disputes, such as disputes between online sellers and online retail marketplaces.

In the Digital Platform Services Inquiry Interim Report No. 5 — Regulatory Reform Report, the ACCC highlighted
that internal dispute resolution processes would assist in the following types of complaints and disputes that

could occur on digital platforms:

e Losses caused by harmful apps, low quality apps that fail to meet consumer guarantees, and
unauthorised billing issues.

e The supply of products on general online retail marketplaces that fail to meet the Australian
Consumer Law consumer guarantees.

e Disputes between sellers and online marketplaces.

e Disputes in relation to the app review process.

e Decisions to suspend services or terminate a user’s account.

e Decisions to suspend or terminate the provision of a digital platform service or part of a service
(e.g. blocking of content, suspension of ad campaigns).

e Reporting and removal of scam content.

e Reporting and removal of fake reviews.

What principles and objectives could a voluntary IDR code meet?

In the Digital Platform Services Inquiry Interim Report No. 5 — Regulatory Reform Report, the ACCC discussed
the importance of accessibility, timeliness, transparency, and accountability for digital platforms’ internal

dispute resolution processes. The ACCC recommended the following regarding digital platforms’ internal
dispute resolution standards:

e Accessible internal dispute resolution processes — information about digital platforms’ internal
processes for resolving complaints and disputes, including contact information and guidelines for
settling disputes, should be clear and easy to access.
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e Timely responses — users who lodge complaints or raise disputes should receive a prompt
acknowledgement of receipt outlining next steps and reasonable timeframes for a substantive
response.

e Accountability — when responding to a complaint or dispute, a digital platform should provide the
user with a substantive response. This should include a description of the resolution of the complaint
or dispute, an explanation of how any relevant terms or guidelines have been applied, and ways to
escalate the complaint to a human representative.

e Human representative and monitoring — users should have the opportunity to escalate complaints or
disputes to a human representative, who would ideally be based in Australia.

e Transparency — there should be accountability measures to monitor the effectiveness of, and
compliance with, the internal dispute resolution standards. For example, the ACCC considers digital
platforms should be required to publicly report on, or keep records on key metrics including the
number and types of disputes received and resolved, and time taken to resolve complaints and
disputes.

e The ACCC recommended modelling IDR standards on digital platforms on the Australian Securities and
Investment Commission’s (ASIC) Regulatory Guide 165: Licensing: Internal and external dispute
resolution (RG165) (note: now withdrawn) and the latest Regulatory Guide 271: Internal dispute
resolution (RG271), and to include any further standards that must be complied with, such as the
AS/NZS 10002:2014 Guidelines for complaint management in organisations.

In its Digital Platform Services Inquiry Interim Report No. 5 — Regulatory Reform Report, the ACCC reaffirmed
the applicability of the ASIC principles and standards as a model for effective IDR processes, which include
requirements on visibility, accessibility, cost, responsiveness, remedies, timeliness, objectivity and fairness,
privacy and record keeping.
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s22(1)(a)(ii)

Subject: IN CONFIDENCE: Invitation to Briefing on Exposure Draft - Combatting Misinformation and Disinformation Bill [SEC=OFFICIAL:Sensitive]
Location: Room - Nishi - 3.008 Tjakamarra - (Cap 20, Webex)

Start: Wed 24/04/2024 9:00 AM

End: Wed 24/04/2024 9:45 AM

Show Time As: Tentative

Recurrence: (none)

Meeting Status: Not yet responded

s22(1)(a)(ii)

Organizer:

Required AttendeesS47F @tiktok.com

Resources: Room - Nishi - 3.008 Tjakamarra - (Cap 20, Webex)
Dear $47F

Thanks for your time on the phone earlier today.

As you are aware, the Australian Government undertook public consultation on the Exposure Draft Communications Legislation Amendment (Combatting
Misinformation and Disinformation) Bill 2023, last year.

The Government welcomes the constructive feedback that was received, and public submissions are available on the Department’s website.
The Department would now like to meet with key stakeholders to discuss the Government’s policy thinking on the Bill, as informed by stakeholder feedback.
This email is to invite you to a confidential briefing with the Minister’s Office and the Department on potential changes to the Bill. This is an opportunity for

you to learn about, and provide feedback on, the scope of potential refinements, including to proposed definitions, exclusions, powers and enforcement
mechanisms in the Bill.
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