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[bookmark: _Toc16156422][bookmark: _Toc48229929]Introduction
This paper sets out how the Department of Infrastructure, Transport, Regional Development, Communications and the Arts (the Department) proposes to interpret the matters specified in subsection 317TAAA(6) and 317XA(6) of the Telecommunications Act 1997 (the Act), being matters that the Minister for Communications (the Minister) must consider in determining whether to approve the giving of a technical capability notice by the Attorney-General.
This paper has been prepared for general guidance to the communications industry and is not a substitute for legal advice.
[bookmark: _Toc2767967][bookmark: _Toc2767968][bookmark: _Toc2767969][bookmark: _Toc2767970][bookmark: _Toc2767971][bookmark: _Toc2767972][bookmark: _Toc2767973][bookmark: _Toc2767974][bookmark: _Toc2240319][bookmark: _Toc2260937][bookmark: _Toc2240320][bookmark: _Toc2260938][bookmark: _Toc2240321][bookmark: _Toc2260939][bookmark: _Toc2767976][bookmark: _Toc16156423][bookmark: _Toc48229930]What is taken into account by the Minister in making a decision?
The Minister’s consideration process is triggered when the Attorney-General gives the Minister a written notice setting out the proposal to give a technical capability notice. This occurs following a request made by the Director-General of Security or the chief officer of an interception agency to the Attorney-General.
In considering whether to approve the giving of a technical capability notice by the Attorney-General, the Minister must consider each of the matters specified in subsection 317TAAA(6) of the Act:
(a) the objectives of the technical capability notice;
(b) the legitimate interests of the designated communications provider to whom the notice relates;
(c) the impact of the notice on the efficiency and international competitiveness of the Australian telecommunications industry;
(d) the representation (if any) that has been made by the Attorney-General; and
(e) such other matters (if any) as the Minister considers relevant.
[bookmark: _Toc13477313][bookmark: _Toc14432880][bookmark: _Toc16153602][bookmark: _Toc16156424][bookmark: _Toc48229931]The objectives of the notice
The Minister must have regard to the objectives of the technical capability notice. These objectives need to be within the scope of the requesting agency’s functions to give effect to ‘relevant objectives’ listed under subsection 317T(3) of the Act. The relevant objectives are:
(a) enforcing the criminal law, so far as it relates to serious Australian offences; or
(b) assisting the enforcement of the criminal laws in force in a foreign country, so far as those laws relate to serious foreign offences; or
(c) safeguarding national security.
The objectives of a proposed technical capability notice may be ascertainable on the face of the proposed notice, or may be set out in the written notice of the proposal or any representations given to the Minister by the Attorney-General. This may include the written request from an interception agency or ASIO to the Attorney-General being disclosed to the Minister.[footnoteRef:1] [1:  See paragraphs 317TAAA(6)(d) and (e) of the Act.] 

[bookmark: _Toc48229932]Irrelevant considerations
Any objectives not stated, or other objectives of ASIO or interception agencies that are stated in other documents that come to the attention of the Minister will not be considered in place of any specifically stated objectives of a proposed notice (noting that the other objectives of ASIO or interception agencies may be a relevant consideration under subsection 317TAAA(6)(e) of the Act[footnoteRef:2]). [2:  See paragraph 317TAAA(6)(e) of the Act.] 

The general objectives of the Act, the Telecommunications (Interception and Access) Act 1979, or any other related legislation will also not be considered to be the objectives of a technical capability notice.
[bookmark: _Toc13477314][bookmark: _Toc14432881][bookmark: _Toc16153603][bookmark: _Toc16156425][bookmark: _Toc48229933]The legitimate interests of the designated communications provider
Assistance notices must be directed at a designated communications provider, and in the case of a corporate entity, cannot be directed at individual employees of a designated communications provider in their personal capacity.
Generally, the term ‘legitimate interests’ will be taken to mean the lawful commercial and other interests of the designated communications provider that may be impacted by the requirements imposed in a technical capability notice. 
The Minister will have regard to the impact on the lawful commercial and other interests of the provider by the technical capability notice, and the provider’s ability to protect these interests in the event that the technical capability notice was given to the provider. Examples of interests that could be impacted include (but are not limited to):
the security of a provider’s infrastructure and/or services and/or information;
the goodwill of the business, loss of user trust or other reputational harm to the provider;
the terms and conditions for providing help that have been agreed between the provider and an interception agency or ASIO;
market share;
confidential information held by the provider such as employee information, billing and customer information; 
potential loss of revenue and profits, as a result of having fewer resources to divert to revenue generating activities;
the competitive impact the provider may face in contrast to the provider’s competitors and/or being comparatively less competitive in tender processes;
the ability of the provider to study the impact of any new capability on its service before it is installed;
the ability of the provider to maintain continuity of services to its customers;
the ability of the provider to maintain supply chains and the impact on a provider’s supply partners;
the impact on the provider’s workforce and available skills for the duration on a notice;
operational impacts of maintaining a requested technical capability that is not core business for the provider and cannot be used to generate revenue, beyond the costs compensated for under agreed terms and conditions;
impairing the ability of the provider to comply with other statutory obligations, such as discharging duties under applicable Work Health and Safety laws; 
potential conflicts of interests between a provider and/or employees and persons of interest.
Further guidance on agreeing terms and conditions and cost recovery is provided in ‘Industry assistance under Part 15 of the Telecommunications Act 1997’ published by the Minister for Home Affairs.
[bookmark: _Toc13477315][bookmark: _Toc14432882][bookmark: _Toc16153604][bookmark: _Toc16156426][bookmark: _Toc48229934]The impact of the notice on the efficiency and international competitiveness of the Australian telecommunications industry
This matter will be given a wide meaning, consistent with the main objects of the Act. This matter relates to the impact on the efficiency and international competiveness of the industry as a whole, rather than the impact only on the particular provider. 
The definition of the telecommunications industry is intended to cover the broad range of telecommunications services provided to the public within Australia and to overseas destinations, including fixed and mobile telephony, value added carriage services, internet and other data services. 
The ‘telecommunications industry’ is defined under section 7 of the Act, which is an industry that involves persons:
(a) carrying on business as a carrier; or
(b) carrying on business as a carriage service provider; or
(c) supplying goods or services for use in connection with the supply of a listed carriage service; or
(d) supplying a content service using a listed carriage service; or
(e) manufacturing or importing customer equipment or customer cabling; or
(f) installing, maintaining, operating or providing access to a:
(i) telecommunications network; or
(ii) facility;
used to supply a listed carriage service.
[bookmark: _Toc16153605][bookmark: _Toc16156427]Given Part 15 applies more broadly to the communications sector, the telecommunications industry will be considered to also include persons or entities described by the definition of a ‘designated communications provider’ in section 317C of the Act.
[bookmark: _Toc48229935]The impact on efficiency of the industry
The Minister is required to have regard to the impact of the notice on the efficiency and international competitiveness of the Australian telecommunications industry.[footnoteRef:3] The Department is of the view that each of the elements comprising this factor should be assessed separately. [3:  See paragraph 317TAAA(1)(6)(b) of the Act.] 

The likely effects that giving a technical capability notice to a designated communications provider would have on the efficiency of the industry will be considered by the Minister. In the context of assessing how a proposed technical capability notice would impact this factor, the following issues may be relevant:
the types of consumers and end users that may be affected;
the types of communications networks and services that may be affected;
the supply of new products and services;
the ability to utilise and source equipment and devices;
the number and type of service providers and vendors that may be affected in the communication supply chain; and
potential risks of disruption and degradation to services.
In determining negative impacts on efficiency, the following concepts will be considered: 
Productive inefficiency – the extent to which the industry is unable to deliver communications services at least cost, and whether the costs involved in supplying, and charging for, services and devices are likely to become unreasonable.
Allocative inefficiency – whether resources are likely to be allocated away from services and devices that are of highest value to consumers. For example, over-servicing of interception agencies and underservicing of businesses and consumers. 
Dynamic inefficiency – the extent resources are likely to be allocated away to focus on immediate needs to the detriment of investment in current and future technologies, innovation, and improvements in the performance, reliability, and quality of services over time.
[bookmark: _Toc16153606][bookmark: _Toc16156428][bookmark: _Toc48229936]The impact on the international competitiveness of the Australian telecommunications industry
The effect of the proposed technical capability notice in substantially reducing the international competitiveness of the Australian telecommunications industry (or the likelihood of the notice having such an impact) will be considered. The Department considers that the concept of international competitiveness refers to the ability of the industry to sell their products or services on a sustainable basis in a market, which is open to competition from all potential suppliers, including foreign ones.
The market position of the impacted designated communications provider should be examined, including:
the provider’s position in both the domestic and international markets – what presence they have, and substitutes in the market;
the types of communications services or products offered by the provider;
the effect on a provider’s ability to deliver product innovation and increased quality of services to the market; and
who the provider’s customers are, i.e. government, enterprise, public.
In determining the impact on the international competiveness of the industry, factors that may also be relevant, depending on the particular case being examined, include (without limitation):
the extent resources are likely to be allocated away from investment in improved education and skills training;
the extent resources are allocated away from the conduct of research and development; 
the extent the industry is unable to attract permanent and temporary skilled workers;
if the requirements of a technical capability notice would dis-incentivise investment in the Australian telecommunications industry;
whether the requirements of a technical capability notice will discourage entry of foreign providers into the Australian market;
the impact that a technical capability notice may have on a provider’s ability to operate in foreign markets or enter into new foreign markets; and
whether the technical capability notice would likely effect the way the industry operates and increase prices of services, as well as detract from product features and services in the market.
Impacts on the availability of or access to communications services that could not reasonably be foreseen by Government will not be taken into account.
[bookmark: _Toc13477316][bookmark: _Toc14432883][bookmark: _Toc16153607][bookmark: _Toc16156429][bookmark: _Toc48229937]The representation (if any) that was made under subsection 317TAAA(4)
The Minister is required to consider any representation made by the Attorney-General to the Minister about the proposal to give the technical capability notice under subsection 317TAAA(4). A representation may relate to the matters listed in section 317ZAA as well as any other matters the Attorney-General considers relevant.
[bookmark: _Toc13477317][bookmark: _Toc14432884][bookmark: _Toc16153608][bookmark: _Toc16156430][bookmark: _Toc48229938]Such other matters (if any) as the Minister considers relevant
In addition, the Minister must take into account any other matter as the Minister considers relevant to their consideration of whether to approve the giving of the technical capability notice. 
It is not possible to be prescriptive on the kinds of matters that may come within this category. Any additional matters that may be relevant to the Minister’s decision will vary depending on the particular case of each proposed notice. As a general guide only, below are examples of matters that the Minister might consider relevant:
[bookmark: paragraph]any representations that may have been made by the affected provider to the Minister, or to other parties that come to the attention of the Minister, in relation to a proposed issuance or variation of a TCN; 
whether the Attorney-General made a determination to waive consultation with the affected provider regarding the technical capability notice as a matter of urgency;[footnoteRef:4] and if so, [4:  See subsections 317W(3) and 317Y(3) of the Act.] 

whether the Minister considers that the circumstances support the determination of urgency.
the nature of the provider’s operations and business model, including maturity of the business, management capability and sophistication of the provider’s business and operation;
whether the designated communications provider has requested the Attorney-General to authorise disclosures of technical capability notice information[footnoteRef:5], and whether these have been approved; [5:  See subsection 317ZF(16) of the Act.] 

whether the requesting agency and/or the Attorney-General has demonstrated that the TCN is the least intrusive means for achieving the relevant objectives of the agency or the Attorney-General;
the “systemic vulnerability” and ”systemic weakness” prohibition[footnoteRef:6]; [6:  See section 317ZG of the Act.] 

whether other technical assistance notices and technical capability notices have been given to the provider, and if any are in force at the time of consideration;
[bookmark: paragraphsub]if an assessment was undertaken at the request of the provider in relation to the issuance or variation of a TCN[footnoteRef:7], the assessment report; [7:  See sections 317WA and 317YA of the Act. ] 

[bookmark: _GoBack]this may also include not making a determination as to whether to issue or vary a technical capability notice until the assessment report has been completed.
the nature and impact of the terms and conditions for providing help that have been agreed between the provider and an interception agency or ASIO;[footnoteRef:8] including: [8:  See section 317ZK of the Act.] 

whether the Attorney-General has made a declaration to exempt the provider’s ability to negotiate terms and conditions of compliance with a TCN on grounds of ‘public interest’;[footnoteRef:9] and, [9:  See subsections 317ZK(3) and 317ZK(6A) of the Act.] 

whether the proposed capability has been previously tested/trialled by agencies with that provider or other providers.
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Notification from Attorney-General

317TAAA(L)(a)

The Attorney-General gives the Minister
o written notice setting out the
proposal to give a technical

capability notice to a provider.

> Electronic — by email; or

> Hard copy — by hand, mail.

A written notice may contain copies of:

» an agency’s request to the Attorney-
General

» o consultation notice

» representations made to the
Attorney-General by the provider

> an assessment report

317TAAA(4)

The Attorney-General may make a
separate representation to the Minister.

Attorney-General

Consideration of the notice

317TAAA(6)

The Minister considers the proposal in the
written notice.

The Minister must consider each of the
matters specified in the Telecommunications
Act 1997:

(a) The objectives of the technical capability
notice.

(b) The legitimate interests of the provider.

(c) The impact of the notice on efficiency and
international competitiveness of the
telecommunications industry.

(d) Any representations made by the
Attorney-General.

The provider may make a representation to
the Minister.

If more information is required, the Minister
can seek further information.

The Minister for Communications, Cyber Safety and the Arts

The Minister makes a decision

317TAAA(2)

The Minister makes a decision to approve
the giving of a technical capability
notice to a provider.

> In writing; or

—— > Orally (should be reserved for urgent

circumstances).

)

The Minister notifies the Attorney-
General of the decision.

> Electronic by email; or
> Hard copy by hand, mail.

l
317TAAA(L) (b}

The Attorney General must not issue a
technical capability notice unless the
Minister has approved the giving of a
technical capability notice.

The circumstances and proposal for giving
o technical capability notice must meet the
preconditions and thresholds.

NB: The Attorney-General must also be
separately satisfied of the requirements
under s317V, s317W, and s317ZAA
before the technical capability notice may
be issued.

317TAAA(3)

If oral, the Minister
must make o record
of the decision
within 48 hours
of the decision.
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