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Glossary 

For the purpose of this report and research: 

Cyberbully  The person (perpetrator) conducting the cyberbullying 

Victim  The victim of the cyberbullying activity 

Cyberbullying  Any communication using a digital device or medium (e.g. 

smartphones and social media sites) with the intent to coerce, 

intimidate, harass or cause substantial emotional distress to a 

person. This may include posting embarrassing or harmful 

photos, videos, or rumours relating to an individual and can 

include using social media features to actively promote and 

spread the harmful content. 

Prevalence  The number of people in a given population who are subject 

to a certain condition in a particular timescale.  

Incidence The number of new occurrences of a condition, in a particular 

population over a specific time period. 

Reported incidence The number of victims of cyberbullying reported in a specific 

timescale for a particular population, e.g. the number of 

victims in incidents reported to schools in 2013. Reported 

incidence can also refer to the number of incidents 

themselves, irrespective of the number of victims involved in 

those incidents.1 

 

 

                                            

1
 A victim can be involved in a number of incidents in a particular period of time, and similarly one 

incident can involve several victims. 
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Executive Summary 

This is the third report of a three-part series researching the youth exposure to, and 

management of, cyberbullying incidents in Australia, commissioned by the 

Australian Government as represented by the Department of Communications. 

The objective of this part of the research was to provide an evidence-based 

assessment to determine if a new, simplified cyberbullying offence or a new civil 

enforcement regime were introduced, how such an offence or regime could be 

implemented, in conjunction with the existing criminal offences, to have the greatest 

material deterrent effect.  

This research draws from a wide range of domestic and international peer reviewed 

and grey literature, a Youth Crowdsourcing survey; a Principal Teacher Parent 

Survey; interviews, workshops and focus groups with professionals and policy 

makers; and an industry expert roundtable. The research provides an evidence-

base through young people and stakeholder perspectives in consideration of the 

proposed response options. 

Approaches taken by international jurisdictions 

All the jurisdictions examined (USA, UK, Europe and New Zealand) have introduced 

programs and/or new laws to combat cyberbullying. However, there is no common 

legal response to cyberbullying across the jurisdictions examined. There are 

variations with regard to the age of criminal responsibility, the legal response to 

bullying in general as opposed to specific mention of cyberbullying, the responsibility 

and legal requirements for schools, and whether national or state laws address 

bullying and cyberbullying. The majority of the jurisdictions examined can be 

assigned to one of two categories: those that have explicit laws on cyberbullying; 

and those who do not, but who do have legislative provisions or other measures, 

including education, support, and disciplinary actions, that may be applied to cases 

of cyberbullying. A number of jurisdictions employ more than one approach to 

addressing the issue of cyberbullying and many are currently building their own 

evidence-base to inform future directions in this area. No evidence was found of 

evaluations of media or education campaigns associated with new or existing 

legislation. 

The extent to which Australian minors, their parents and teachers, 
are aware of the legal consequences of cyberbullying 

The survey responses revealed considerable variation both within and across the 

subsamples with regard to awareness and understanding of cyberbullying and the 

law. The majority of young people did not feel they knew enough about 

cyberbullying and the law, highlighting the need for better and more accessible 

information. 
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Most participants, adult and young people, understood that some forms of 

cyberbullying could be seen as breaking the law, but many were not clear about 

which laws applied and under what circumstances cyberbullying would be 

considered a criminal offence. 

Sentencing options for minors, such as a fine, counselling, 
restorative justice or community-based orders, or probation 

Whilst there were mixed views about the relevance of current penalties, there were 

a number of sensitivities and complexities around the legal responses and penalties 

for young people who cyberbully.  

Participants recognised the need for clarity and simplicity in any legal response. 

However, this was weighed against the need for the response to be tailored to the 

specific situation. The preferred response would minimise harm for the victim and 

also avoid needlessly criminalising or stigmatising the cyberbully. Participants 

strongly believed that the law should act as a deterrent rather than a method of 

retribution. Findings suggested that cyberbullying should be considered within 

broader patterns of behaviour and that laws should act as a deterrent and not be 

punitive measures. Support, rehabilitation and restoration were considered to be 

more effective strategies in building the long-term wellbeing of those involved. 

Sentencing options should therefore be calibrated so that interventions such as 

counselling and restorative justice approaches should be exhausted before criminal 

sanctions are invoked.   

Information campaigns and using appropriate language to 
describe cyberbullying and the legal response to it 

Participants viewed simplicity and clarity of language as important in any legal 

response as well as information/education campaigns associated with any attempt 

to prevent and address cyberbullying. The approach and methodology applied when 

developing a campaign and the delivery methods employed are just as important as 

the content of the campaign, including: 

• Ensuring that diverse cultural perspectives are represented  

• Incorporating both offline and online delivery methods 

• Engaging with youth in the development of the campaign 

• Consulting with all relevant stakeholders. 

 

With regard to content it is important that any campaign addresses prevention, by 

focusing on respectful, positive behaviours, and also specifically aims to 

communicate what can happen if you cyberbully or are the victim of cyberbullying.  

Responses indicated there is a critical role for schools to play in the delivery of 

information about cyberbullying and the law. Schools are clearly recognised as 
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appropriate settings for delivering content in this area, and the findings of the School 

Principal’s survey reported in the Part B Report indicated that the vast majority of 

schools have anti-bullying policies in place. There may be an opportunity to address 

cyberbullying as part of the national school curriculum, which would provide an 

opportunity to apply a nationally consistent framework whilst allowing an integrated 

approach and flexibility at the local level.  

The potential for regulating social media providers and requiring 
them to comply with any new laws 

There was consensus across stakeholder groups that social media sites should 

comply with any new laws. However, stakeholders identified significant challenges in 

monitoring and enforcing such compliance. Challenges included identifying which 

sites should be considered ‘large’, and whether regulation should only apply to the 

most commonly used social media sites or should be extended to other platforms 

such as chatrooms, gaming sites etc. 

Some participants suggested that the feasibility of an international code of conduct 

should be explored, given that many sites are hosted off shore. However, this is 

likely to be a long-term objective and not likely to eventuate in the near future. 

There was strong support for any new laws or civil enforcement regime (CER) to 

include the power to insist on the prompt removal of any damaging material, 

suspending accounts of cyberbullies, etc. 

How a new simplified cyberbullying offence or civil enforcement 
regime could be implemented to have the greatest material 
deterrent effect 

Adult participants felt that an information/education campaign about the legal 

consequences of cyberbullying would have the highest impact. On the other hand, 

young people felt that keeping the existing laws, and introducing a new CER with 

lesser penalties, would have the highest impact on reducing incidents of 

cyberbullying. 

There have been a number of education programs in the past which have not 

achieved the desired impact of reducing cyberbullying, and with few international 

jurisdictions making specific mention of information campaigns, it is difficult to draw 

any comparisons or conclusions about how successful campaigns have been in 

other jurisdictions.  

Although young people were sceptical of the potential impact of a campaign, they 

expressed the view that a campaign could be successful if it contained real life 

examples, and focussed on behaviours not technologies and on respectful positive 

behaviours. Most importantly any campaign must address the diverse needs and 

backgrounds of young people, and be tailored to build a common understanding and 

language around cyberbullying. Building on these views, there is an opportunity for 

Australia to pioneer the development of education campaigns for cyberbullying that 

incorporate young people in their design to reflect stakeholder perspectives.   
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Young people’s preference for a CER also may suggest that the calibrated penalties 

and efficient response were perceived as benefits of this approach for young people.  

The introduction of a new, simplified criminal law against cyberbullying was also 

considered by both adults and young people as potentially having a significant 

impact on cyberbullying. it is important to note that many qualifiers and tensions 

were highlighted, including the potential to criminalise young people who cyberbully.  

One potential response would be to model young peoples’ decision making and then 

tailor the approach to address how they make decisions. This would provide an 

evidence-based approach which is more likely to have the largest impact. 

Methodological strengths and limitations  

The mixed-method approach allowed for the triangulation of data. In addition, this 

research reached a broad spectrum of stakeholders, which supported the collection 

of diverse perspectives. 

However, caution is advised when interpreting the findings from this research due to 

the following limitations:  

• Generalisation cannot be expected from this data. The datasets are small and 

derived from convenience and purposive sampling. The survey was online only 

(and therefore depended on digital literacy), and was not specifically targeted at 

those potentially most vulnerable to cyberbullying.  

• These findings are snapshots – views of stakeholders may change over time.  

Solving the puzzle 

The findings from this research highlight the complexities associated with 

implementing a response to cyberbullying for young people that would achieve the 

greatest material deterrent effect. Examination of the literature and investigations 

conducted indicate that multidimensional approaches may be required to ‘help solve 

the puzzle’ of cyberbullying, youth and the law.  

Experiences of bullying and cyberbullying are confronting and can be damaging, but 

can be too readily dismissed by those who have had no direct involvement. Building 

young people’s resilience and capacity to deal with cyberbullying should be a 

fundamental component in any approach. Understanding the role of schools, 

individuals, families, and the social and legal contexts which surrounds them, is 

critical if young people are to be supported when impacted by cyberbullying 

behaviours. 

It is advised that these findings be considered in relation to the Part A and Part B 

Reports of this research and not in isolation. 
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1 Introduction 

The Australian Government, as represented by the Department of Communications, 

commissioned the Social Policy Research Centre (SPRC) at the University of New 

South Wales, the University of South Australia, the University of Western Sydney, 

and the Young and Well Cooperative Research Centre, to research youth exposure 

to, and management of, cyberbullying incidents in Australia. 

Cyberbullying has become a significant issue for young people as they interact 

increasingly through social media. Yet for many stakeholders, the legal status of 

cyberbullying is unclear. There is also little empirical, longitudinal evidence to inform 

policy makers in this area. This research aims to fill an urgent gap by summarising 

and appraising the current empirical evidence and by adding to it through analysis of 

new primary and secondary datasets, as well as through consultations with key 

informants. 

The research aims to provide the Australian Government with evidence relating to 

the desirability of whether to create a new, separate cyberbullying offence and in its 

consideration of a new civil enforcement regime. The research involves three parts: 

Part A: The estimated prevalence of cyberbullying incidents involving 
Australian minors, based on a review of existing published research including 
how such incidents are currently being dealt with. 

Part B: The estimated prevalence of cyberbullying incidents involving 
Australian minors that are reported to police, community legal advice bodies 
and other related organisations, the nature of these incidents, and how such 
incidents are currently being dealt with. 

Part C: An evidence-based assessment to determine, if a new, simplified 
cyberbullying offence or a new civil enforcement regime (CER) were 
introduced, how such an offence or regime could be implemented, in 
conjunction with the existing criminal offences, to have the greatest material 
deterrent effect. 

This report presents the findings from Part C of the research. 

1.1 Research purpose and scope 

The purpose of this part of the research was to provide: 

An evidence-based assessment to determine, if a new, simplified cyber-
bullying offence or a new civil enforcement regime were introduced, how 
such an offence or regime could be implemented, in conjunction with the 
existing criminal offences to have the greatest material deterrence effect. 



6 
 

 

Part C consists of: 

• A review of the Australian and international literature on the approach taken to 

address cyberbullying by various countries and any evidence of the success of 

different approaches. The review also described the current legal approach to 

cyberbullying in Australian jurisdictions. 

• Two online surveys; School principals, teachers and parents survey, and a 

crowdsourcing survey of young people.  

• Stakeholder consultations, involving interviews and groups of key stakeholders 

from different sectors as well as young people. 

• Review of survey data provided by the Department. 

1.2 Research aims 

Through the collection, collation and synthesis of various evidence-based research 

methods two key questions which underpin this component of the commissioned 

research are addressed: 

1. What would be the potential impact of a new, simplified criminal offence or a 

new civil enforcement regime?  

2. How could the offence or regime be most effectively implemented? 

 

The report assumes that any new cyberbullying offence or civil enforcement regime 

will be directed towards the circumstance where the victims and cyberbullies are 

Australian minors at the time of the incidents.  

The following issues are examined in this report:  

• The approaches taken by international jurisdictions where similar offences or 

regimes have been implemented  

• The extent to which Australian minors and their parents and teachers are aware 

that cyberbullying can be a criminal offence and the penalties involved 

• The sentencing options, especially when the offender is a minor, such as a fine, 

counselling, restorative justice or community-based orders and probation 

• The language used in any relevant offence provisions so that young people 

especially understand what constitutes an offence 

• The use of information campaigns 

• The potential incorporation of cyberbullying offence and penalties into the 

national school curriculum, and  

• The potential for regulating social media websites and requiring them to comply 

with any new laws. 
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1.3 Ethics 

Ethics approval was obtained from the UNSW Australia Human Research Ethics 

Advisory Panel I (Social/Health Research) on 24 February 2014 (Ref 9_14_006) and 

was ratified by the University of South Australia on 25 February 2014 (Ref 32652) 

and the University of Western Sydney on 11 March (Ref H10562).  

All participants in the research were volunteers and provided consent. All responses 

have been de-identified. 

1.4 Structure of this report 

The rest of this report is structured as follows:  

• Section 2 describes the research design and methodology, including literature 

review, stakeholder consultation, data analysis and limitations.  

• Section 3 presents the findings of the research. 

• Section 4 presents considerations and conclusions.  

 

This report is supported by four appendices, published as separate documents:  

• Appendix A provides the full literature review conducted for this part.  

• Appendix B contains the detailed findings of the engagement with adult 

stakeholders.  

• Appendix C contains the detailed findings of the engagement with youth. 

• Appendix D details the triangulation of findings. 
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2 Research design and methodology 

A mixed-method approach was used to provide comprehensive evidence relating to 

the desirability of whether to create a new, separate cyberbullying offence, and 

consideration of a new civil enforcement regime for instances where the victims and 

cyberbullies are Australian minors at the time of the incidents. 

This part of the research incorporates: 

• A literature review  

• Stakeholder consultation with youth and key stakeholders  

A summary of participants in the research is provided in Section 2.2. The 

methodology for data analysis and limitations of the methodology used are 

provided in Sections 2.3 and 2.4. 

2.1 Literature review 

The literature review was designed to contribute to the evidence-base to determine 

if a new, simplified cyberbullying offence or a new civil enforcement regime were 

introduced, how such an offence or regime could be implemented, in conjunction 

with the existing criminal offences, to have the greatest material deterrence effect. It 

has drawn upon intersecting domains related to understanding the construct of 

cyberbullying, as embedded within the literatures of aggression and bullying; and 

the law as employed in international and Australian settings relevant to 

cyberbullying.  

A narrative literature review was conducted due to the short timeframe for this 

project. Narrative reviews critique or summarise a body of literature, drawing 

conclusions about the topic under investigation, as well as highlighting gaps or 

inconsistencies in the extant knowledge. Due to the narrative focus, it was not 

possible to identify every publication relative to the research questions. The 

literature review examined peer reviewed studies (noting also any limitations) along 

with relevant grey literature. 

The literature review is presented in full in Appendix A to this report. 

2.2 Stakeholder consultations and surveys 

A mixed-method research design was employed for this part of the inquiry as it 

enabled the collection and examination of both numerical and textual data from 

distinct, yet equally valid perspectives.  
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2.2.1 Method 

Due to the limited timescale and the complexity of the issues under study, the 

research utilised a number of different methodologies including online surveys, 

stakeholder interviews and focus groups, and analysis of secondary data. These 

methods were triangulated with the literature to provide as comprehensive a picture 

as possible of the views of the diversity of stakeholders and how these relate to the 

empirical evidence-base on policies and programs aimed at preventing and 

responding to cyberbullying. 

The research methods employed were designed to: 

• Maximise stakeholder reach and engagement as part of the public consultation 

process  

• Capitalise on the collective expertise and experiences of stakeholders 

• Provide opportunities for stakeholders to unpack the complexities and 

advantages of the options proposed by the government 

• Obtain comprehensive feedback and facilitate engagement with descriptive and 

numerical data to inform future government directions associated with 

implementing measures that will effectively enhance online safety for children in 

Australia. 

Table 1 summarises the components of the research used for Part C and the 

participants involved in each component, and short descriptions follow. Detailed 

descriptions of the methods and the research instruments used are provided in the 

relevant appendices. 
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Table 1 Overview of participants 

Component Method Participants n 

Principal, teacher 
and parent survey 
(PTP) 

Short online survey 
with both quantitative 
and qualitative (open 
text boxes) 
components 

Principals, assistant and deputy 
principals, teachers, counsellors, 
pre-service teachers and parents 

83 

Connect 2014 
Workshop  

 

3 hour workshop Industry: media and 
communications  

Legal  

Not-for-profit  

Government  

Youth support services  

Mental health services  

Research  

9 

Industry and 
expert roundtable 

 

2 hour focus group – 
semi-structured and 
exploratory 

Industry: media and 
communications 

University 
academics/researchers 

Not-for-profit 

Government 

Youth mental health support 
services 

17 

Interviews 

 

Semi-structured 
interviews (approx. 
30 minutes) 

Industry 

Indigenous education 

Not-for-profit 

Research 

Government 

Youth support services 

Mental health services 

18  

(12 females 

6 males,note:1 
paired 
interview) 

Youth 
Crowdsourcing 
survey (YCS) 

Online  

Video content 

Open and closed 
questions 

Length: 21 questions 

Young people aged 15–24 271 

Total   398 

 

2.2.2 Qualitative research methods 

The qualitative methods adopted were designed to explore in depth the diversity of 

stakeholder’s perspectives and attitudes towards the various issues highlighted in 

the Commonwealth Government’s discussion paper: Enhancing Online Safety for 

Children, and reflect the research objectives specified in Section 1.2 of this report.  

Stakeholders included representatives from: 

• Industry: media and communications  
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• Legal  

• Not-for-profit  

• Government  

• Youth support services  

• Mental health services  

• University academics/researchers 

• Indigenous education 

Stakeholders were invited to participate in interviews, a focus group and a 

roundtable. Recruitment was either through the Young and Well CRC and its 

members in association with its Connect 2014 annual workshop; inviting people to 

participate in a pre-conference workshop and/or interviews; through parent 

associations or via an existing industry/expert roundtable. Participation was 

voluntary and consent was provided. 

Face-to-face and telephone interviews (n=17) 
A semi-structured format was adopted as it enabled replication of the interview with 

multiple interviewers, whilst still providing opportunity for more open-ended 

discussion. To minimise interviewer bias and to facilitate consistent delivery of 

questions and coverage of themes, researchers identified interview protocols, 

including guiding questions as part of the interview framework. Interviews were held 

at the Connect 2014 conference in person, or after the conference by telephone. 

Focus group/workshops/roundtable (Connect 2014 n=9; Industry and 
Expert Roundtable n=17) 
This used a semi-structured exploratory method; guiding questions were used to 

initiate and generate discussions on identified themes and the format provided the 

opportunity for interactions to occur between participants rather than solely with the 

researcher, thereby enabling an interactive discussion. The Connect 2014 workshop 

was held at the Young and Well CRC offices in Melbourne. A second focus group 

was conducted with an existing industry/expert roundtable with representatives from 

government departments and regulatory bodies, mental health and wellbeing 

service providers, youth leadership organisations, non-government organisations 

and university researchers. This focus group provided an opportunity to gather 

additional perspectives from key stakeholders. 

The findings of the qualitative component of the research, as well as the full 

research instruments, are presented in Appendix B to this report. 

2.2.3 Quantitative research methods 

The quantitative research method utilised online surveys, namely: 

 The youth crowdsourcing survey  
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 The principal, teacher and parent survey. 

An additional youth survey provided by the Department of Communications and 

conducted by GfK Australia was also considered in the triangulation of data.  

Youth Crowdsourcing Survey (online) (n=271) 
Crowdsourcing was selected to explore young people’s opinions about 

cyberbullying, youth and the law: 

[Crowdsourcing] is a process that exists both on and offline, where a person 
or organisation taps into a network of people (i.e. the ‘crowd’) to solve a 
problem, come up with an idea or develop a solution. 

Crowdsourcing can be used at any point in a project to collect ideas, 
concepts, prototypes, contributions, or user-generated content. It is best 
suited to campaigns and projects where there is value in content having been 
developed and selected by users, where authenticity of voice and ownership 
by users is central, or where collective-content helps to shape the project. In 
effect, crowdsourcing is asking for input from members of the public for free. 
As such, transparency and clarity is required around questions of intellectual 
property, ownership, copyright, how the material contributed will be used, 
and plans for ongoing communication/participation. (Hagen et al., 2012, p 15)  

Seven short videos were created and uploaded to YouTube explaining each of the 

seven aspects of the crowdsourcing topic, the target age group, how to access the 

portal, and its duration. These short videos were developed in consultation with 

Project Rockit. Seven digital postcards with information about the study (its different 

aspects, target age group, duration and web-link) were distributed via social media 

and the Young and Well CRC project partners. The concepts for these postcards 

were developed in consultation with Project Rockit.  

The survey was promoted (via email, online videos and digital postcards) via Young 

and Well CRC project partners, Project Rockit, social media and traditional media. 

The findings of the crowdsourcing survey, as well as the full research instrument, is 

presented in Appendix C to this report. 

Principal, Teacher and Parent Survey (online) (n=83) 
The survey instrument used in this component of the research aimed to examine 

and measure principal, teacher and parent perspectives related to what is known 

about cyberbullying; how to deal with cyberbullying; education/information 

campaigns; penalties and impact of social and legal consequences; and the 

response by social media to cyberbullying. 

Likert scales were used to measure participants’ responses. Specifically, the Likert 

scale was incorporated to capture extent of impact. Text boxes of unlimited length 

were also included for qualitative responses and to provide participants with 

opportunities to elaborate and clarify their responses if needed.  
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Organisations across the education sector were invited to support this research by 

promoting the online Principal Teacher Parent survey via avenues available to them. 

Promotion generally occurred via the organisation’s website, social media pages or 

via their email distribution lists. Organisations that supported the study included: 

• Parents Victoria 

• Australian College of Educators 

• Independent Education Union SA 

• Independent Education Union Australia 

• Australian Council of State School Organisations 

• University of South Australia (School of Education). 

The findings of the survey, as well as the full research instrument, are presented in 

Appendix B to this report. 

2.3 Data analysis 

The data from this mixed-method research were analysed according to: 

• Descriptive statistics, including frequencies, cross-tabulations and examination 

of levels of significance 

• Thematic content analysis 

• Analysis of geo-spatial information 

• Analysis of word clouds. 

The data and findings from this research were then triangulated. The overall findings 

were then triangulated with the GfK survey and aligned with the key areas presented 

in the discussion paper, Enhancing Online Safety for Children. 

The detailed data analysis is presented in Appendix D to this report. 

2.4 Limitations of methodology 

A general limitation in this research was that, under the time constraints, the 

datasets did not specifically access those most vulnerable to being cyberbullied (e.g. 

LGBTI and allied youth; Autism Spectrum Disordered youth), meaning that these 

voices are not represented. This is an important area for future consideration. In 

addition, there were a number limitations specific to individual components of the 

research. 
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2.4.1 Limitations: Principal teacher parent survey  

Biases 
In conducting the online survey, there was a prior assumption that the target 

audience for this study had access to the internet to complete the survey. 

Additionally, the quantitative data collection method required participants to feel 

confident and competent to engage with an online survey. There is a possibility 

therefore, that participants with low digital literacy were not represented in the 

sample; in addition, those who volunteered to be part of the study are individuals 

who are comfortable with online surveys and who may have a prior interest in issues 

related to cyberbullying and the law. This was a small, descriptive sample, designed 

to contribute to the research and was not intended to be generalisable. 

Sample recruitment  
Although the required sample numbers were achieved, time constraints limited the 

opportunity to establish a larger sample for Part C of the study. Additionally, while a 

number of sampling and recruitment strategies were employed on a national scale, it 

is unlikely that the sample is quantitatively representative of the wider population. 

It is however purposeful, as the recruitment and sampling strategies were such that 

parents and teachers were specifically targeted. This method is based on the “law of 

requisite variety”, which says that any research should represent the variety of 

characteristics present in the population (Davis et al., 2012). However, due to the 

relatively small sample size these findings are not generalisable to the wider 

population. 

The beginning of this research coincided with the death of Charlotte Dawson, a 

media personality who was a victim of trolling (a form of cyberbullying). This 

increased online discussion and awareness may have influenced some of our 

findings, in particular enabling the call for more punitive responses from some 

participants in relation to the response to cyberbullies. However there is no evidence 

in the responses that this was the case. 

Survey length 
In order to ensure comprehensive coverage of the required content in the survey 

instrument, the survey was reasonably lengthy with an estimated completion time of 

15 to 20 minutes. This may have impacted on completion rates. 

Lack of consensus regarding a cyberbullying definition 
Legislating against cyberbullying is difficult due to a lack of consensus around an 

internationally accepted legal definition of cyberbullying. 
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2.4.2 Limitations: Crowdsourcing online survey  

One effort to ensure data quality was to make the responses to questions one 

through to four ‘lock’ after the first two pages were completed. However, a technical 

error was made in this process, which led to the questions being locked from 

submission to the database. This information (from questions 1–4 was lost) and has 

meant that the responses cannot be described (fully across the whole data-set) by 

age, by language, by presence of disability, by Indigenous identity, or by perceived 

level of understanding about cyberbullying. As soon as this error became apparent, 

the fields for the first four questions were unlocked. This has provided an additional 

subset group of data based upon questions 1–4.  

In an anonymous online survey people may lie about their age. Of the 279 

completed surveys, 8 of them were either under or over the age limit (visible from 

either age data received once the demographics/first 4 questions were unlocked – 

or by the date of birth information requested in the option to be contacted for future 

research). The data from the respondents outside of the age-range was not 

incorporated into the analysis.  

In addition, the Likert Scale of survey analysis has a bias to central tendencies 

because subjects tend to avoid extremes. It also tends to have an acquiescence 

bias because subjects tend to agree with certain phrasings. We sought to avoid this 

by phrasing questions neutrally. There is also potential for a social desirability bias; 

that is, since we are saying how much do you know about cyberbullying, some 

participants may provide answers which present themselves favourably. 
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3 Findings 

This section provides a summary of the findings for each of the key issues 

investigated in Part C of this research project. The full detailed findings of the 

literature review, the adult, and youth engagement in this research are presented in 

full in Appendices A-C respectively.  

3.1 Approaches taken overseas  

Investigations suggest there is no obvious approach that is common across each of 

the jurisdictions which were examined. Variations occur with regard to age of 

criminal responsibility, the legal response to bullying in general as opposed to 

specific mention of cyberbullying, the responsibility and legal requirements for 

schools, and whether federal or state laws are used to address bullying and 

cyberbullying (where applicable). A brief summary for each of the jurisdictions, 

which were examined follows. 

3.1.1 US and Canada 

All laws relating to cyberbullying in the US are at the state level. Of the 49 states 

that have a bullying law: 19 include cyberbullying specifically; cyberbullying laws 

have been proposed in four states; 48 states included some form of harassment; 

and 14 states had criminal sanctions for bullying or cyberbullying, with five states 

having criminal sanctions proposed. No evaluations have been conducted on the 

impact of these laws. However, legislation without support for education campaigns 

and resources in schools was found to be counterproductive in the US. 

Whilst there are currently no bullying laws at the federal level, a Bill was introduced 

into US Congress in 2009, the Megan Meier Cyberbullying Prevention Act, which is 

still under review.  

In Canada, cyberbullying can be dealt with under civil and criminal law depending 

upon the situation. Several provinces and territories have laws specifically dealing 

with online and offline bullying. Amendments to the Education Acts have been used 

rather than criminal law provisions.  

3.1.2 European Union 

There is no EU legal framework regarding violence in schools; however, in several 

Member States there are laws that may be used to deal with specific forms of 

bullying. A self-regulatory charter titled Safer Social Networking Principles for the EU 

(SSNPs) has been developed by the European Commission and Social Network 

Providers following public consultation on online social networking by the European 

Commission (European Social Networking Task Force, 2009).  
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The UK has no specific law that makes cyberbullying illegal and no legal definition of 

cyberbullying; however, there are a number of existing criminal and civil laws that 

can be applied to cases of cyberbullying in terms of harassing, menacing and 

threatening communications. There is a legal requirement for all schools to have an 

anti-bullying policy. In addition, schools in the UK have the power to regulate the 

conduct of students outside of school grounds where it affects life in school. The age 

of criminal responsibility starts at the age of 10. 

In Belgium, a number of existing legislative provisions can be applicable to cases of 

cyberbullying on social networking sites: ‘most are formulated in a technology-

neutral manner, which implies that they may be applied in a social networking site 

environment’. The Youth Protection Act does impose, instead of the punishments of 

the Criminal Code, other measures, including supervision, education, disciplinary 

measures, guidance, advice or support, which can be imposed on parents or on the 

minors themselves. The age of the minor in question is considered: different 

measures are imposed before and after the age of 12 (article 37). In addition, a 

Judge may give preference to victim offender mediation. Parents and teachers may 

in certain circumstances be held liable for the acts of their children or pupils (article 

1384 of the Civil Code). 

In the Netherlands, the government is planning to have legislation on bullying in 

which they intend to include an obligation for schools to deal with bullying problems 

by, e.g. having effective anti-bullying programs in place.  

In Portugal, there are no specific legal actions against bullying/school violence 

outside the general law about children and youth.  

In Ireland, there is no legislation that expressly deals with the issue of cyberbullying. 

There are a number of criminal law and education law provisions and guidelines 

given to schools, which implicitly include these behaviours.  

3.1.3 Australia and New Zealand  

In Australia, the UN Convention of the Rights of the Child (UNCRC) enshrines in 
international law that children have the same rights as adults, while also having the 
right to special care and assistance due to their vulnerability. A number of Australian 
civil and criminal laws are relevant to cyberbullying including:  

• the duty of care of schools 

• crime compensation schemes 

• communications law 

• criminal proceedings 
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Police in every Australian jurisdiction have discretion to use diversionary methods for 
juvenile offenders in preference to using criminal proceedings. These include: 

• assistance 

• warnings 

• cautions 

• youth justice conferencing 

Criminal proceedings are only used in the most serious cases or when a young 

person prefers to go to court. Very few such prosecutions have occurred. The full 

legal provisions in Australia are summarised in Appendix A to this report. 

The New Zealand Government introduced the Harmful Digital Communications Bill 

in November 2013. The Bill was referred to the Justice and Electoral Select 

Committee for consideration; the Committee’s report is due by 3 June 2014. The Bill 

paves the way to amend and clarify existing legislation regarding digital 

communications, create new criminal offences to deal with the most serious acts, 

and create a new civil enforcement regime to deal effectively and quickly with 

harmful digital communications. In establishing the offence of causing harm by 

posting a digital communication, the Bill provides that a person found to have 

committed this offence is liable to imprisonment for up to 3 months, or a fine not 

exceeding NZ$2,000. Within the civil enforcement regime, individuals may make 

initial complaints about harmful digital communications to an Approved Agency. 

There is no specific mention of an information and education campaign to 

accompany the introduction and implementation of the new legislation.  

3.1.4 Summary 

The majority of the jurisdictions examined can be assigned to one of two categories:  

• those that have explicit laws on cyberbullying, and  

• those who do not have specific cyberbullying laws but have a number of existing 

legislative provisions or other measures, including education, support, and 

disciplinary actions that may be applied to cases of cyberbullying.  

A number of jurisdictions have more than one solution to addressing the issue of 

cyberbullying and many are currently building their own evidence-base to inform 

future directions in this field.  

3.2 Other research 

The international and Australian literature on cyberbullying highlights several issues 

with definition, which attest to the difficulty of operationalising and measuring this 

phenomenon. In addition, there is little empirical evidence that changes in criminal 

law are effective in deterring potential cyberbullies or changing cyberbullying 
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behaviour. Young people involved in cyberbullying are unlikely to be impacted by a 

legal response to cyberbullying due to their impulsive nature, their belief that they 

are unlikely to be caught, their belief in their superior knowledge of technology 

(compared with adults), and their lack of legal awareness.  

Few international jurisdictions specifically mention information/education campaigns; 

as such it is difficult to draw any comparisons or conclusions about what has 

constituted successful campaigns in other jurisdictions. 

The literature indicated that using the law as a social norm would need the majority 

of people affected to ascribe to the social consensus of upholding it. An alternative 

approach to changing young people’s behaviours would involve modelling young 

people’s decision-making processes to examine the motivations behind the 

behaviours. 

Both ‘traditional’ bullying and cyberbullying can cause significant negative outcomes 

for victims and their families in relation to mental health, depression, anxiety, suicidal 

ideation and self-esteem. 

3.3 Understanding of cyberbullying 

The overwhelming majority of young people were aware of cyberbullying. Most 

adults who participated in this research knew about cyberbullying, but had not dealt 

with it very often in the past 12 months. Adults described characteristics of 

cyberbullying as mostly involving harassment, abusive language, lies, hurtful 

comments, and insulting or degrading posts and name calling behaviours, which 

only rarely involved death threats, blackmail or sexting. 

There was more uncertainty among young people with regard to whether hacking 

accounts or sabotaging sites was cyberbullying.  

3.4 Australian awareness of penalties and offences in 
relation to cyberbullying  

Examination of the data revealed considerable variation both within and across the 

subsamples with regard to awareness and understanding of cyberbullying and the 

law.  

Young people surveyed showed varying levels of understanding and awareness 

about cyberbullying and the law. About two-thirds understood that cyberbullying can 

be considered an offence under existing laws. Young people identified that they 

were not adequately informed about the current laws relevant to cyberbullying. 

Just over half of principals, teachers and parents were unsure if cyberbullying can 

be considered an offence under existing laws. The majority of respondents did not 

have any experience of young cyberbullies and the law, yet the majority had at least 
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some understanding about the legal consequences for young people (under the age 

of 18) who cyberbully. 

Responses suggest that knowledge or understanding about cyberbullying and the 

law cannot be assumed, and that any efforts to increase awareness in this area 

needs to begin from this premise. Furthermore, whilst the term awareness is often 

used in concert with understanding, increasing awareness and building 

understanding are two different objectives and should be addressed as such. 

3.5 Impact of a new cyberbullying offence  

3.5.1 Current penalties and laws 

Seventy per cent of young people and fifty per cent of adults believed that the 

current penalties are appropriate and sufficient to discourage cyberbullying.  

Most adults thought that existing laws were ambiguous and needed clarification to 

align with current practices, behaviours and technologies, and to reflect the 

increasingly networked global community. 

However, adults and young people felt that keeping existing laws unchanged would 

be the least effective option to prevent and address cyberbullying, and would have 

little impact on reducing cyberbullying. Amending current laws to specifically 

mention cyberbullying was considered by the majority of both young people and 

adults as a more effective solution to discourage cyberbullying. Respondents 

perceived that an amendment could provide an opportunity to achieve clarity about 

cyberbullying, the law and consequences and further raise the profile of 

cyberbullying; however, it was noted that in reality it might not change the 

behaviours of bullies. 

3.5.2 Impact of a new offence 

There was moderate support for a new simplified offence, with around half of the 

young people and two-thirds of adults believing that a new, simplified cyberbullying 

offence (CBO) would discourage cyberbullying. However, nearly a third of young 

people and a fifth of adults remained unsure.  

A new cyberbullying offence was seen as a way of providing an opportunity to 

incorporate relevant sanctions in youth friendly language, reduce the uncertainty 

about the legal consequences of cyberbullying, and as such could be more easily 

understood and therefore a more effective deterrent.  

Sentencing options considered, focussing on when the offender is a minor, included 

a fine, counselling, restorative justice, community-based orders, and probation. 

Whilst there were mixed views about the relevance of current penalties, this 

highlights the sensitivities and complexities around legal responses and penalties for 
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young people who cyberbully. However, some young people felt that treating 

cyberbullying as a crime was somewhat harsh. Adults concurred and considered 

that young people may not have the cognitive capacity to fully process the 

consequences of their behaviour, especially when they are acting ‘in the moment’. 

3.5.3 Implementing a new simplified offence 

Stakeholders reinforced that most cyberbullying would be dealt with by schools; 

therefore any new approach should be communicated in this setting. This could 

encourage schools to be more proactive in addressing cyberbullying by providing an 

opportunity to inform students about the law and the consequences of cyberbullying 

– this would also provide teachers greater leverage when dealing with students. 

Young people thought that parents, the school and the police were responsible for 

delivering penalties; community service featured strongly as an alternative penalty. 

Principals, teachers and parents believed the type of penalty should consider the 

severity of the cyberbullying behaviour and the age of the bully; alternative penalties 

such as community service and lower sanctions should be considered for first 

offenders. Survey participants advocated for supporting young people; criminal 

convictions could result in broader negative complications, be ineffectual, or draw 

attention away from fostering positive practices. Industry and other experts 

suggested that law and penalties should be a deterrent (rather than be punitive or 

criminalise children); any legal response should be consistent and simple, and 

incorporate some form of restoration and rehabilitation. Stakeholders believed that 

the consequences of cyberbullying are not common knowledge for youth and that 

any new penalty or offence should acknowledge personal, social and cultural 

contexts and consider the best use of resources. 

3.5.4 Tensions and problems with a criminal response to 
cyberbullying 

Survey responses on this issue revealed a number of conflicting dilemmas. For 

example, survey participants recognised the need for clarity and simplicity in any 

legal response, but also highlighted the need for discretion and lower level sanctions 

for first time offenders, as well as the need for the law to exist as a deterrent rather 

than being seen as criminalising young people. In addition, would a criminal 

conviction of a young person who has cyberbullied achieve the desired productive 

and positive outcomes for the victim and cyberbully? What are the implications and 

what will be the lifetime trajectory be for a young person who has a criminal 

conviction for an incident which occurred when they were a minor? With limited 

evidence about the effectiveness of cyberbullying laws in reducing incidents of 

cyberbullying, careful consideration of how legal responses are structured and 

enforced is therefore essential. This is to ensure that responses to cyberbullying do 

not compromise the short or long-term wellbeing of those involved in cyberbullying, 

and that the foundation for pursuing a satisfactory outcome for victims is more about 

being empowered than retribution. 
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A law would not address the reason why bullying is occurring in the first place and 

some stakeholders commented that it reflected a reactive rather than proactive 

response to cyberbullying; any new offence must therefore be complimented by 

proactive measures to promote good online behaviours. In the development of any 

new offence, consideration should be given to the development and cognitive state 

of young people and their capacity to fully understand the consequences and impact 

of their behaviours. Suggested penalties were wide ranging, involving a suite of 

penalties that were developmentally relevant and dependent upon the severity of the 

offence. Community service was a favoured mechanism whereas other suggestions 

included a mix of civil and criminal responses such as serious warnings by police, 

banning from social media, counselling, restorative justice, and a digital citizenship 

program for first time offenders. Over 85 per cent of adults felt that each of the 

responses outlined in the non-criminal and criminal categories were suitable; 

however, there was greater variation in response patterns evident in the court 

imposed categories.  

Ultimately laws should act as a deterrent and not as a punitive measure; laws must 

be supported by other measures such as support, rehabilitation and restoration 

which are more likely to be effective in building the long-term wellbeing of those 

involved. 

Another issue raised in Part B Report is the reluctance of state and territory police to 

respond to incidents. 

3.6 The potential impact of a new civil enforcement 
regime 

A clear majority of young people were in favour of a new civil enforcement regime 

(CER) being introduced. However, fewer than half the adults were of this view. 

Approximately one-third of participants in this research were unsure as to the 

deterrent impact of a civil enforcement regime. The perceived advantages of a civil 

enforcement regime included that it could empower schools to respond to 

cyberbullying incidents and be a clear simple structure providing opportunities for 

positive interventions that were less punitive, more relevant, and with meaningful 

consequences for victims and bullies.  

There is a potential to offer a range of options for supporting victims that provide 

reassurance and support the wellbeing of victims. This might include a sequential 

approach linked to the increasing severity of an incident. Appropriate remedies 

under a new CER included: 

• community service  

• education programs 

• restorative justice 
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• mediation processes  

• formal sanctions 

• removal of damaging material  

• fines. 

Participants also suggested that the focus of the Children’s e-Safety Commissioner 

should not be simply to respond to complaints but should encompass a more 

proactive preventative role. 

However, the success will be dependent upon the strategies and resources a school 

has in place. The CER may not provide a strong enough deterrent or deliver a clear 

enough message to be effective in reducing cyberbullying incidents. Such an 

approach would also be difficult to monitor and could place increasing demands on 

schools. The need for clear and inclusive complainant criteria was also noted.  

Overall the idea of a CER was consistent with the prevailing view of the vast 

majority of stakeholders that the response to cyberbullying should be calibrated to 

reflect the needs of victims; the seriousness of the offence; and the circumstances 

of the offenders, including their age, intentions and understanding. The CER should 

dovetail with current processes which have been put in place in schools and by the 

police that encourage restorative approaches; this should include clear procedures 

for referrals to and from the Children’s e-Safety Commissioner. The links between 

the CER and the criminal and civil laws, both of the Commonwealth and the states 

and territories, need to be clear and transparent. 

3.6.1 Potential for regulating social media websites and requiring 
them to comply with any new laws  

Participants strongly endorsed the imperative to act in order to achieve better 

outcomes and to deter bullying behaviour online. Requiring social networking sites 

to take down offensive material was considered to be a priority for a range of 

stakeholders. Responses highlight that whilst stakeholders support the ideal that 

social media sites should comply with any new laws, it is evident that in reality, 

monitoring and enforcing such compliance is fraught with challenges. 

Young people indicated that social media and chat websites should be required to 

comply with any Australian cyberbullying laws, but that enforcing and monitoring 

compliance should take into account the context of the online environment. 

Principals, teachers and parents indicated that social media and chat websites 

should be required to comply with any Australian cyberbullying laws and that there 

should be adequate mechanisms to enforce and monitor compliance and remove 

damaging material. They recommended exploring feasibility of an international code 

of conduct so that social media sites outside of Australia would have to adhere to 

similar standards. 
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Industry representatives and experts in this area identified the need for an 

evidence-based scheme that should be applicable to all forms of media, including 

gaming sites; and should not focus just on large platforms. In doing so, 

representatives proposed that definitions reflect current social media – the current 

proposed definitions are too broad and outdated. Wherever possible, social media 

providers need to be part of the solution and not just the problem. The 

representatives recognised the issues of managing compliance in an online context 

and the need for eligible complainant criteria. 

Other stakeholders highlighted that the complexity of the social responsibilities for 

social media are clear, but the legal responsibilities are less so: these 

responsibilities need to be aligned. In developing any response, stakeholders 

highlighted the territorial complexities as well as commercial imperatives of 

providers. The rapid emergence of new platforms means that any response must be 

flexible enough to accommodate the changes in internet usage. It should also be 

consistent across different media and platforms. Stakeholders suggested building on 

current capacities and exploring options that may be more effective/practical. 

The first hurdles in addressing compliance and regulation are to determine what 

constitutes a ‘large social media site’ and consequently which sites should be 

expected to comply with any new laws or regulatory processes.  

Hence there may be merit in the first instance in promoting accountability of all 

social media sites, regardless of size or function (e.g. chat, gaming) from the 

perspective that social media sites have a social responsibility to address 

cyberbullying as part of a collaborative, long-term solution to the issue. This could 

include promoting a responsibility to practically respond to instances of cyberbullying 

by removing any damaging material and suspending accounts of cyberbullies.  

However, how this is communicated, promoted and operationalised to best achieve 

support will require further investigation. In responses directly about new laws, it is 

evident that any new compliance scheme including complainant criteria will need to 

be informed by evidence. Given the potential boundaryless reach of social media 

sites, exploring the feasibility of an international code of conduct may provide a way 

to resolve this issue. 

3.7 Possible information campaign to address 
cyberbullying 

The international evidence provided in the literature review indicates that a 

preventative component in addressing cyberbullying is a critical element in 

formulating a holistic response. Findings also indicate that the approach and 

methodology applied when developing a campaign, and the delivery methods 

employed, are just as important as the content of a campaign. 
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Young people identified the need for a holistic program that emphasises respectful, 

positive behaviours and empowerment, focusing on the behaviour rather than the 

technology. This should be supported by a common understanding and language 

around cyberbullying. Other stakeholders identified the need for a tailored language 

and messaging focused on behaviour change, delivered online, offline and through 

other ongoing approaches. This should build on current resources and other 

knowledge bases, with cross agency collaboration to achieve both reach and 

impact. This stakeholder group also identified the need for youth focus and 

agreement; these strategies could help the messages integrate fully into the 

community. Indigenous perspectives should also be considered. 

The content should resonate with young people using ‘real life’ examples. A range of 

strategies should be used to connect with diverse groups; schools and social media 

avenues should be used to distribute messages. 

Principals, teachers and parents also identified the need for a holistic approach with 

content that addresses positive relationships and how victims can be empowered to 

respond. Again, this group advocated for the use of real examples. Information 

about the legal consequences of cyberbullying and explanations about the penalties 

for cyberbullying should also be conveyed in any campaign. 

Industry and experts identified the need for evidence-based education and 

information campaigns, tailored to suit the target audience.  

The notion of a ‘holistic’ approach was a key theme for each group of respondents. 

Any campaign should be holistic in that it is inclusive and considers diverse cultural 

perspectives, and should use both online and traditional methods for 

communication. Responses also indicate that holistic is about collaboration, with 

youth engagement as well as cross agency and stakeholder input. Holistic is further 

implied in discussions about campaign content, specifically content that addresses 

prevention by focusing on respectful, positive behaviours, right through to 

information about legal responses and consequences of cyberbullying.  

Reference to holistic in the various contexts suggests the focus of any information 

education campaign should be on building young people’s resilience and wellbeing, 

This should be alongside building their knowledge base about the social and legal 

consequences of cyberbullying and developing their skill set to be able to respond to 

incidents of cyberbullying. 

3.7.1 Possible incorporation of cyberbullying campaign into 
national school curriculum  

As is evidenced in the summary below, responses indicate there is a critical role for 

schools to play in the delivery of information about cyberbullying and the law, and an 

opportunity to address this as part of the national school curriculum.  
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Young people suggested that schools are an appropriate avenue for distributing 

information about cyberbullying. Different strategies should be used as part of the 

curriculum, e.g. guest speakers, law enforcement officers, and young people who 

have experienced cyberbullying. This should be supported by a range of resources, 

including written material and YouTube videos relevant to young people.  

Principals, teachers and parents suggested that schools are appropriate avenues for 

delivering information and education campaigns. Schools should work together with 

law enforcement officers to communicate the serious messages. 

Industry representatives and experts in this area suggested that the role of schools 

is critical; it is important to build young people’s resilience and capacity to respond 

to, and manage, incidents of cyberbullying within the school curriculum. 

Stakeholders also called for an integrated approach and that young people should 

be encouraged to participate in the process and bring their creativity to address 

cyberbullying. Stakeholders also recommended the development of a whole school 

culture around guidance in relation to cyberbullying, whilst considering any 

implications for educators. In particular, they considered it important to build young 

people’s resilience and capacity to respond to, and manage, incidents of 

cyberbullying within the school curriculum. 

Schools are clearly recognised as appropriate settings for delivering content in this 

area. Advantages for incorporating information about cyberbullying and the law into 

the national curriculum include an opportunity to apply a nationally consistent and 

common framework, whilst allowing an integrated approach and flexibility to 

leverage available resources, expertise and partnerships at the local level. The 

National Safe Schools Framework and the Safe Schools Hub, are obvious avenues 

for developing content. 

Responses suggest the information considered for inclusion into the national 

curriculum should include content designed with youth engagement that also 

addresses ways to help build young people’s resilience and capacity to respond to, 

and manage, incidents of cyberbullying. 
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4 Considerations and conclusions 

The discussion in Section Error! Reference source not found. highlights the 

complexities associated with implementing a response to cyberbullying for young 

people that would achieve the greatest material deterrent effect. Conclusions which 

have emerged from this study also highlight that multidimensional approaches, 

integrating social and legal responses, may be required to ‘help solve the puzzle’ of 

cyberbullying, youth and the law.  

4.1 Proposed options 

With regard to the proposed response options, the findings suggest young people 

felt that keeping the existing laws and introducing a new CER with lesser penalties 

would have the highest impact on reducing incidents of cyberbullying.  

It is important to keep in mind, however, that the majority of young people did not 

feel that they knew enough about cyberbullying and the law and there were varying 

levels of awareness and understanding about the legal consequences of 

cyberbullying. Remembering that this is snapshot data, there were varying levels of 

awareness and understanding about the legal consequences of cyberbullying. This 

does suggest that there is potential merit and perhaps even a necessity to develop 

and deliver an ‘authentic’ information/education campaign that specifically aims to 

communicate what can happen if you cyberbully or are the victim of cyberbullying.  

Building a knowledge base is a fundamental requirement in empowering young 

people to understand bullying of any kind, and cyberbullying in particular, and to 

build the capacity to deal with it should the need arise. It is important to note that this 

is still quite a recent phenomenon – cyberbullying has come about in approximately 

the last ten years. In terms of what is known and understood about traditional 

bullying, there is good evidence from many studies internationally of a decline in 

traditional bullying across the world over the last ten or twenty years (see Smith, 

2014, p 97). Early indicators are that while there has been a rapid increase in 

cyberbullying in recent times with the advent of new technologies, there is little 

evidence of it either continuing to increase nor is there evidence of it subsiding (see 

Smith, 2014).  

Young people have told us in this study what is specifically needed for an effective 

campaign such as real life examples, a focus on behaviours not technologies, and 

on promoting respectful positive behaviours.  

Most importantly perhaps, they do not expect a ‘one size fits all’ solution/campaign. 

The campaign must acknowledge that young people have diverse needs and come 

from diverse backgrounds. Consideration of how a tailored campaign can be 

developed that builds a common understanding and language around cyberbullying 

is critical. This then also provides an opportunity to develop campaigns that align 
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with the developmental needs of young people and to be delivered in places and 

from people whom youth consider appropriate.  

On the other hand, adults’ understanding and appreciation of the benefits of 

education and the importance of a solid knowledge base may have underpinned the 

finding in this study that adult participants felt that an information/education 

campaign about the legal consequences of cyberbullying would have the highest 

impact.  

With few international jurisdictions making specific mention of information 

campaigns, it is difficult to draw any comparisons or conclusions about what has 

constituted successful campaigns in other jurisdictions. There is, however, 

opportunity for Australia to pioneer the field in the area of education campaigns for 

cyberbullying beyond adult-driven, information-only initiatives, and towards youth-

driven, youth owned, culturally and developmentally relevant campaigns. 

Young people’s preference for a CER may suggest that the perceived benefits, 

including penalties that would be more suitable for young people and the potential 

for a more efficient response to cyberbullying incidents, were characteristics of a 

response that resonated well with young people. The finding suggests that young 

people are very much looking for responses or solutions that are tailored to their 

needs. 

The introduction of a new, simplified criminal law against cyberbullying was also 

considered by both adults and young people as potentially having some impact or a 

high impact on reducing incidents of cyberbullying (second highest percentage). 

However, it is important to note that many qualifiers and tensions were highlighted.  

Whilst this option potentially could provide clarity about the law and cyberbullying 

behaviours, both adults and youth raised concerns about criminalising young people 

who cyberbully. Findings suggested that cyberbullying should be considered within 

broader patterns of behaviour and that laws should act as a deterrent not a punitive 

measure, with support, rehabilitation and restoration considered to be more effective 

strategies in building the long-term wellbeing of those involved. 

4.2 Issues raised 

A number of issues were raised in this research that will be relevant to the efforts to 

address cyberbullying irrespective of which option is implemented.  

There is an urgent need for clarity with regard to: 

• what constitutes cyberbullying behaviour, particularly as technologies change 

• the current options available, both legal and social, for responding to incidents of 

cyberbullying. 
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No single response is likely to effectively address this complex issue and tensions 

are evident across all options proposed, therefore a combination of responses would 

be the most effective approach. Most importantly, any changes in the law or the 

introduction of a CER will need to be accompanied by clear and targeted information 

for young people. 

Young people identified a need for ‘real life examples’ in any information campaign 

which targets youth. This suggests that youth involvement in conversations and 

developments to help inform the creation of resources that meaningfully align with 

the needs of young people may help improve uptake and reach of any initiatives. 

Genuine youth engagement may also help to achieve a positive shift in young 

people’s attitudes and behaviours around cyberbullying. 

It is important to enhance communication and awareness for all, in particular for 

young people, by utilising traditional and social media, to:  

• Deliver clear messaging about social norms and positive relationships and 

online behaviours  

• Share ‘real life’ examples of cyberbullying 

• Communicate the seriousness of cyberbullying, including the potential legal and 

social consequences 

• Present strategies, advice and tips for addressing cyberbullying 

• Provide information about available support 

• Build the capacity of parents and carers, educators, stakeholders, and members 

of the community to respond and support young people to deal with incidents of 

cyberbullying.  

Although the research found that there is an important role for criminal and civil law 

in responding to cyberbullying, this needs to be within the context of a holistic 

approach which addresses cyberbullying from a proactive, preventative lens as 

opposed to a reactive, punitive approach. Criminalising young people does not 

address the cause of the behaviour. Any intervention or response to cyberbullying 

should also take into account traditional bullying behaviours as well, due to the 

overlap between on and offline behaviours identified in research. The response 

should therefore not just rely on apprehending and dealing with traditional and 

cyberbullies, but should be aimed at creating safe online and offline environments 

for children and young people.  

Technology should be utilised to form part of the solution rather than viewing it as 

the cause of the problem. 

An opportunity exists for schools, with support of law enforcement officers, to play 

an important role in addressing cyberbullying. 
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Whilst many participants, both young people and adults, indicated that a new law 

could be introduced to simplify and clarify the current penalties related to 

cyberbullying, concerns and issues were highlighted. These included: 

• Any new law will be counter-productive if it simply serves to criminalise 

vulnerable young people who act impulsively or unthinkingly and who do not 

have the capacity to process the consequences and impact of their behaviours. 

• Any variation to existing laws should be introduced as part of a structured 

approach which deals with offences in a way that is appropriate to the 

developmental stage of the cyberbully and is also sensitive to the needs of the 

victim.  

• The primary purpose of such a law for minors should be deterrence rather than 

punishment, and it should be used as an opportunity to raise awareness 

amongst young people, parents and carers, and relevant authorities, about the 

causes and consequences of bullying and cyberbullying and the most effective 

ways of preventing, managing and combating it.  

• In the long-term, the law should become part of a general effort which includes 

media campaigns and ongoing education. This effort should be aimed at 

establishing and monitoring appropriate norms across both online and offline 

environments.  

• Inter-jurisdictional boundaries should be considered in developing and 

implementing any response or intervention for the management and deterrence 

of cyberbullying. 

An imperative is to ensure that any intervention or response should not negatively 

impact on young people who are already marginalised, including young Indigenous 

Australians, young people with cognitive disability, and other already socially 

isolated or marginalised youth. Every child needs to be in a safe and supportive 

learning and social environment where they can maximise their potential. 

Experiences of bullying and cyberbullying are confronting and can be damaging, but 

can be too readily dismissed by those who have no direct involvement and therefore 

little understanding of the complexities surrounding the behaviour. Understanding 

the role of individuals, families, schools, and the social and legal contexts which 

surround them, is significant if young people are to be supported when impacted by 

cyberbullying. 

4.2.1 Research issues 

The research identified significant gaps in the evidence-base relating to the most 

appropriate response to cyberbullying. While there is now a large body of research 

which can underpin evidence-based policy making in relation to traditional bullying, 

this is not the case for cyberbullying; although there are significant overlaps between 

traditional bullying and cyberbullying, it has not been established that programs and 

policies that impact on one impact on the other in the same way. 
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With this in mind it is important to continue to carefully consider and reviewing 

international experience and approaches to inform any response or intervention. In 

particular, it is important to examine robust evaluations of international policies and 

programs in relation to how they affect the overall prevalence of cyberbullying in the 

population of young people and within sub groups of the population. In particular 

there is very little empirical evidence for the effectiveness of criminal laws or civil 

regimes in combating cyberbullying or similar behaviours in young people. The 

evidence-base related to the effectiveness of awareness campaigns is still unclear. 

Research is also needed to inform what constitutes relevant and current definitions 

of ‘large’ social media sites.  
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