THE COST OF CYBERCRIME TO AUSTRALIA

DIRECT COST TO BUSINESS INDIRECT COST TO BUSINESS

1,703 153 reports of crifical - Effect of a cyber attack
_@ 33% = 693 053 reported a infrastructure on busmesgy

busmesses cyber incident e —
I experienced a cybercrime A @ U@ﬁ @
energy Ufilities  finance

60% OF ALL TARGETED ATTACKS

STRU C K S MA LL A N D M E DI U M B U S I N ESS ES busine:OdZoruption inforrfaqtiofn loss revezniz/oloss
@ ® Average cost per attack @ @
Denial of service $180,458
Web-based attacks $79,380 29% 4%
productivity loss equipment damage
$276' 32 3 Malicious insider $177,834
Average cost of a cyber Malicious code 105,223 00—
crime attack to a business e . . . 5 Otjf\],secbciﬁgsogg gﬁgiﬁg 2l Average time to
I Phishing and social engineering $23,209 and insiders resolve an attack is
o Malware $458 23 dqys
5 3 /o Stolen devices $13,044 4
of the cost . . Increase to 51 days
</ is on detection Virus, worm or frojan $421 ﬁ if the attack was a malicious
and recovery Bothet $867 insider, employee or contractor.

Australian Government Initiative STAY FOR MORE TIPS VISIT
- SMART Data sources: PWC — Global Economic Crime Survey 2014; ABS — Count of Australian Businesses 2014; ABS — Business use of
Stay Smart Online ONLINE STAYSMARTO N |.| N E GOV AU Information Technology — 2014; Ponemon Institute — Cyber Security Report 2014; Symantec — Internet Security Threat Report 2015.



http://www.staysmartonline.gov.au
http://www.pwc.com/gx/en/economic-crime-survey/downloads.jhtml
http://www.abs.gov.au/AUSSTATS/abs@.nsf/Latestproducts/8165.0Main%20Features1Jun%202010%20to%20Jun%202014?opendocument&tabname=Summary&prodno=8165.0&issue=Jun%202010%20to%20Jun%202014&num=&view
http://www.abs.gov.au/AUSSTATS/abs@.nsf/Lookup/8129.0Main+Features12013-14?OpenDocument
http://www.abs.gov.au/AUSSTATS/abs@.nsf/Lookup/8129.0Main+Features12013-14?OpenDocument
https://ssl.www8.hp.com/us/en/ssl/leadgen/secure_document.html?objid=4AA5-5210ENW&siebelid=12504&sectionid=pdf&returnurl=%2Fus%2Fen%2Fsecure%2Fpdf%2F4aa5-5210enw.pdf&simpletitle=ponemon%20cyber%20report&subbu=tsg.software&parentPageName=3.0&analytics_page_name=3.0&parentUrl=http%3A%2F%2Fwww8.hp.com%2Fus%2Fen%2Fsoftware-solutions%2Fponemon-cyber-security-report%2F&compURI=tcm%3A245-1788580&fv=FLEX2%20SW3&metrics_asset_value=eb&bu=tsg&st=%2Fus%2Fen%2Fsoftware-solutions%2Fponemon-cyber-security-report&as=software&wsi=r11374&cu=false&cp=1
https://know.elq.symantec.com/LP=1542

