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Guide for preparing a security risk assessment (SRA)
For operators of Prescribed Air Services and Security Controlled Airports
This Aviation Transport Security Risk Assessment guidance material has been prepared to assist aircraft and airport operators prepare a Security Risk Assessment. 

A security risk assessment must be undertaken as part of any TSP submission.
Disclaimer:  This document is designed to provide general guidance to prescribed air service and security controlled airport operators, operating under arrangements according to the Aviation Transport Security Act 2004 (the ATSA) and Aviation Transport Security Regulations 2005 (the ATSR) in developing Transport Security Programs (TSPs) for submission to the Secretary of the Department of Infrastructure and Transport (The Department) for approval. 
This guide should not be used by prescribed air service and security controlled airport operators as a substitute for obtaining independent professional advice (including legal advice) regarding their TSP and the TSPs compliance with the requirements of the ATSA and the ATSR.  This document is subject to change. The Department is not responsible for the Consequence of the use of any outdated version of this guide.
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1. Introduction
1.1. Purpose
This paper provides guidance for aircraft and airport operators (referred to as operators in this document) in conducting security risk assessments (SRAs).  The guide is a revised and updated version of the document published in December 2007.
This guide aims to help operators meet their obligations under the Aviation Transport Security Act 2004 (ATSA) and Aviation Transport Security Regulations 2005 (ATSR) to provide an SRA to support their draft Transport Security Program (TSP), when this is submitted for approval. 

ATSR Section 2.10 and 2.28 provide as follows:

The TSP must set out an outline of the objective of the TSP, including, by way of an accompanying document:

a) a statement outlining the local security risk context of the operator (in the case of an airport, the airport), including consideration of location, seasonal and operational factors; and

b) a list of general threats and generic security risk events to people, assets,  infrastructure and operations; and

c) an outline of the people, assets, infrastructure and operations that need to be protected.

This paper has been written to help operators in preparing their SRAs. It encourages operators to use consistent and robust methodology to support good decisions and resource allocation. 

Operators are best placed to determine the local security threats, vulnerabilities and risks to their people, assets, infrastructure and operations, and to identify the preventive security measures and procedures appropriate for inclusion in their TSPs.

An SRA should support a sound security risk management approach to preventive security planning.  The SRA should assist in identifying security measures and/or procedures to reduce the probability of the occurrence of acts of unlawful interference with aviation; and/or minimise their impact should they occur.  
Proactively identifying and mitigating security risks to aviation industry participants is a vital part of security risk management. ATSA Section 16 mandates a proactive and integrated approach to security planning.  Consequently, operators should identify risks based on threat and vulnerability, and not merely on previous security incidents. However, previous incidents can help operators identify vulnerabilities that could be exploited by terrorists or criminals and require preventive measures.
1.2. General guidance

The following Standards and OTS documentation provide security risk management assessment tools and information for the aviation industry participant.
The Australian/New Zealand standard AS/NZS 4360:2004 Risk Management (AS/NZS 4360) forms the basis of much accepted risk management in Australia.  While its use is not mandatory for operators, operators are encouraged to use that Standard.
The companion handbook HB 436:2004 Risk Management Guidelines. These first two documents provide generic guidance on assessing and managing risk, applicable across a wide range of activities and are not specifically tailored to security risk management.  
Operators who wish to use risk management processes other than AS/NZS 4360, or who wish to combine AS/NZS4360 with other risk management processes, should contact the Department of Infrastructure and Transport (the Department) to discuss whether their approach will meet the requirements of the Regulations.
The Security Risk Management Handbook HB167:2006 is tailored for security risk management and provides valuable guidance on vulnerability considerations and how they can be factored into the preparation of SRAs. HB 167:2006 provides tools that apply to a range of contexts for security risk management.  In the context of the terrorist threat, not all approaches to security risk management are applicable. Preventive security risk management, an approach based on an understanding of threats and consequential vulnerabilities, is the most appropriate in the context of the current security environment, and targets security resources to areas of operations most vulnerable to high-consequence, but uncertain, threats. Security risk management that utilises measures of threat, vulnerability and consequence can be effective in a preventive security context.
The OTS Security Risk Doctrine, provided as part of the SRA guidance package, outlines the threat basis and vulnerability focus for preventive security risk management in the counter-terrorism environment. The Security Risk Doctrine provides a high level overview of the current security environment, the terrorist threat, and the implications for security risk management and preventive security planning. It provides a framework for thinking about security risks given the current nature and level of threat.
The Aviation Risk Context Statement (Aviation RCS) is issued by the Office of Transport Security (OTS) and provides valuable context for the development of operator SRAs. In particular, operators should ensure their SRAs provide for appropriate assessment of threats and vulnerabilities and reflect the local operating environment. 
The Aviation RCS provides details on terrorist target selection, intent and methods of attack and can be used to guide assessment of the threat to operations and to prioritise those vulnerabilities that could be exploited in a terrorist attack. It is updated by OTS on a quarterly basis through the Aviation Security Quarterly Report.
The OTS Transport Security Advisory: determining the level of local security threat will assist unscreened airport and aircraft operators to effectively determine the level of local security threat to their operations and to complete the section on the level of local security threat in the SRA template.  It is provided to support development of an SRA by unscreened airports and airlines. It is not to be used to support risk management processes for any other regulated Aviation Industry Participants.
SRAs must focus primarily on vulnerability issues associated with loss of life.  SRAs should not focus solely or primarily on critical business processes or high value infrastructure.  

The SRA methodology employed under this guide should be integrated with the operators overall security risk management methodology.

SRAs should identify all material security risks to the operator; demonstrate risks have been adequately analysed and evaluated; and determine appropriate preventive and security mitigation strategies to control unacceptable or intolerable risks.

SRAs should be protected from unauthorised access, amendment or disclosure and should be drafted in plain English.  Care should be taken to ensure key elements of the risk management process adopted are clearly identifiable and easily understood.  

Key definitions used in this document are described in Part 3.

1.3. Requirements of security risk assessments

SRAs should include:

· the scope of the assessment, including aircraft/airport operations assessed; 

· a summary of how the assessment was conducted, including details of the risk management process adopted;

· identification and evaluation of critical elements that need to be protected.  These include airport users, important assets, infrastructure and operations.  A primary element in this is the identification of vulnerabilities associated with mass gatherings – i.e. areas where significant numbers of people concentrate (such as in an aircraft or at check-in counters);

· an analysis of the threat environment drawing on the Aviation RCS;

· a vulnerability analysis to identify potential vulnerabilities to the most likely risk events in light of the current security environment;

· identification of existing security measures, procedures and operations;

· rating of the identified security risks (Likelihood and Consequence)
 

· identification, selection and prioritisation of risk treatments (for example, preventive security measures and procedural changes that need to be implemented) and their effectiveness in reducing risk levels; and
· the date the assessment was completed or reviewed.

Operators should consider the following when deciding on the scope of their SRAs:

· the nature and level of threats to their operations/facilities

· the location and nature of the operations, services or facilities to be covered. For example, operations at major designated airports may have a different security environment than those at smaller regional airports; and
· the inclusion of appropriate personnel with responsibility for the security of the operations, and services to be covered by the SRA. Those responsible for security, and those who have an impact on security, should be adequately consulted during the SRA process.
1.4. The security risk management process

The SRA is an integral element of an overall security risk management process.  The SRA lays the foundations for effective management of the assessed risks.  The stages in the risk management process as outlined in the AS/NZ4360 are:

1. Communicate and Consult 

2. Establish the Context 

3. Identify Risks 

4. Analyse Risks 

5. Evaluate Risks 

6. Treat Risks 

7. Monitor and Review Risks 

It is important the whole process employed is recorded and reported in a manner allowing for auditing and review of the process itself; and to demonstrate compliance with Government requirements.  Figure 1 below provides an overview of this process.
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Figure 1: The security risk management process

The following sections provide detail on the risk management stages.
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Figure 1: The security risk management process

1.5. Template

A template has been developed by the Department for operators of unscreened prescribed air services and security controlled airports to simplify and standardise the SRA process for these operators.  The template is an optional tool and some operators, particularly those with large and complex operations to manage, may choose not to employ the template approach.
Unscreened prescribed air services and security controlled airports operators who elect to use the template should nonetheless follow the processes recommended in this guide: the template is not a ‘short cut’ rendering a comprehensive SRA process unnecessary.  For some operators their local operating environment will not present complex security challenges.  However, it remains crucial to identify and factor into the SRA the unique local context to ensure the SRA is ‘fit for purpose’ at the local level. If operators feel that the template does not suit their operations, it is recommended that they develop an SRA tailored to suit their operations based on the guidance provide in this document. 
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2. The security risk assessment process

2.1. Communicate and consult

To ensure an SRA is based on the best information available, operators should ensure sufficient communication and consultations are undertaken when generating the assessment.  This facilitates information gathering and fosters stakeholder engagement.   This should form part of establishing the context for the SRA and should include appropriate stakeholders such as senior management and appropriate operational personnel.  

As some issues relevant to security for an operator may be under the control of other entities (for example, perimeter fencing at an airport can impact the security of an aircraft), stakeholders outside the operator’s own organisation will also need to be identified and consulted.  This will include consultation with appropriate law enforcement and first response agencies. 

Sharing of SRA relevant information between operators is encouraged.  This facilitates the development of an integrated approach to security at the local level and can foster the development of a shared best practice approach to the security of the co-located or mutually supporting operations.  For example: between airports and airlines.  HB167:2006 contains useful further guidance about aspects of stakeholder communication and consultation, including Table 2.1 in the handbook which lists communication strategy issues to consider.

2.2. Establish the context

2.2.1 General

This step determines the external (strategic), internal (organisational) context of the SRA.  The context sets out the unique circumstances including geographical, seasonal and operational factors operators should consider when determining the scope of the assessment to be undertaken.  The SRA should outline its scope and be conducted in the context of existing security measures and the operational and security environment.

2.2.2 The External Context

The term ‘external context’ refers to the external environment in which the organisation is operating or may be operating in the future.
  Defining the external context includes consideration of the following factors assessed to be of significance to an SRA:

· Australia’s security environment

· Geography/location;

· Business and operational;

· Statutory and Regulatory;

Developing an understanding of the external context will involve combining the relevant national level information, provided in the Aviation RCS, with information about the local operating environment. 

The Department’s Aviation RCS is likely to be the primary source of information about terrorism threats and risks to civil aviation (referencing Australia’s security environment).  The Department’s Transport Security Advisories also contain material which should be taken into account.  

SRAs should take into account the following key points from the Aviation RCS:

· Terrorist groups are committed and capable of staging attacks on transport operations in Australia.

· It is possible there will be no warning of an attack.

· Terrorists may seek to exploit vulnerabilities in operations to mount attacks.


Copies of the Aviation RCS are available only to regulated aviation industry participants.  Operators may pass on their copy of the Aviation RCS to a security consultancy engaged to assist the operator draft their TSP.  In such cases, this must be performed under strict temporary loan provisions.  The Aviation RCS is not available for direct issue to security consultancies.  A copy of the most recent Aviation RCS can be obtained by regulated Aviation Industry Participants upon e-mail request to: security.analysis@infrastructure.gov.au.  

The risk context for an aviation industry participant in Australia should also include reference to the national as well as local processes in place to mitigate risks to aviation.  Thus reflecting the layers of security processes in place at the international, national and local level, within which the local risk context resides.

Consultation with local Law Enforcement agencies will assist in understanding levels of criminal activity that might be relevant.  Publically available information will also be useful; as will information about Australia’s National Counter-Terrorism Alert system. 
Information about the National Counter-Terrorism Alert System can be obtained at www.nationalsecurity.gov.au.  

2.2.3 The Internal Context

The response to security risks will by necessity take place within the operator’s commercial and operational environment (the internal context).  It will need to take account of 

· the organisational culture;

· internal stakeholders;

· organisational structure;

· capabilities in terms of resources such as people, systems, processes, capital; and

· goals and objectives and the strategies that are in place to achieve them.

Establishing the internal context for a SRA will also require consideration of the following:

· critical assets and operations, including passengers and staff;

· operational capabilities;

· risk management capabilities;

· activities and programs (a summary of passenger, charter, cargo, training operations);

· existing risk controls (perimeter security, screening, training, guarding etc); 
· risk tolerance level or position; and
· limitations on risk treatments including budget constraints.
2.3. Identifying the security risks

Once the context for the SRA is established, it is important to identify the security risks which will be assessed and mitigated.  From the perspective of an SRA generated to support the operators TSP, security risks will hinge on the threat from an individual or group and the existence of exploitable vulnerabilities that may allow that individual or group to successfully carry out an act of unlawful interference affecting the operator.

Identifying risk is about understanding the nature of the threat interacting with vulnerability, which contributes to an assessment of the Likelihood of the risk eventuating (see Section 2.4.1 below).  Risk identification should consider potential risks arising from the general public (e.g. at Front of House); passengers and vehicles; and cargo operations, including the receipt, storage, land transport and handling, screening and loading of cargo onto aircraft.

2.3.1 Local Security Threat Assessment

Threat assessment identifies the range of potential security threats that could result in the commission of an act of unlawful interference (in particular, a terrorist attack against aircraft or airport facilities). HB167:2006 provides greater detail on the assessment of threats for the purposes of security risk management. For terrorism, the focus of the local security threat assessment should be drawn from the Aviation RCS. A local security threat assessment should:

· identify the range of potential security threats to the operator;

· examine the possible ways in which these security threats may manifest themselves (for example, in a mass casualty attack); and

· determine how likely these security threats are to occur within a defined time frame or locality.

The Department has developed a template that helps operators identify local security threats.  

The four indicative categories of security threat that operators need to consider are:
1. Terrorism – acts, attempted acts or preparatory activity relating to terrorism which result actually or potentially in Unlawful Interference with aviation.
2. Disaffected individuals - inappropriate behaviour by disgruntled individuals (including staff) causing losses, disruptions or damage (includes sabotage).
3. Violent or Disruptive Protest – Low-level acts of violence by issue motivated groups or any activity that disrupts aviation operations. 

4. Criminal activity – individuals engaging in unlawful activities to gain advantage or benefit for themselves such as theft, sabotage or other unlawful behaviour. 

Though these deal with a wide range of security issues, emphasis must be placed on the risks posed by category 1, terrorism.  This stems from the interest terrorists have shown in targeting civil aviation and the terrible consequences flowing from a terrorist attack on an aviation target.  
The operator should also consider the impact of indirect (collateral) harm, and targeting that may be specific to that operator or flow from a more general desire to target civil aviation generally.  In identifying potential local security threats, the assessment needs to consider reviewing:

· National security risk context (refer to the Aviation RCS);

· past occurrences of threats and incidents;

· what is known to be happening; and

· what could plausibly happen.

Operators should take into account the unpredictable nature of global terrorism in the transport sector.  When developing risk scenarios, operators should consider the threat environment together with their known vulnerabilities.  HB167:2006 includes tables and a worksheet that operators may find helpful in rating and assessing threats to their assets and OTS has produced a Transport Security Advisory to assist unscreened airport and airline operators in considering the level of local security threat to their operations.
The Level of Threat is expressed in similar terms as likelihood.  
	
	Level of Threat
	DEFINITION

	A
	Extreme, or

Almost Certain
	Risk event is imminent or has occurred (Terrorism)
Is expected to occur in most circumstances. (100/year) (Other Risk Events)

	B
	High, 

or Likely
	Risk event is likely (Terrorism)
Will probably occur in most circumstances. (10/year) (Other Risk Events)

	C
	Medium, or 

Possible
	Risk event could occur (Terrorism)

Might occur at some time. (1/year)(Other Risk Events)

	D
	Low, or 

Unlikely
	Risk event is not expected (Terrorism)

Could occur at some time. (1/10 years) (Other Risk Events)

	E
	Negligible, or
Rare
	Risk event is very unlikely (Terrorism)

May occur only in exceptional circumstances. (1/100 years) (Other Risk Events)


2.3.2 Vulnerability Assessment

The vulnerability assessment is one of the most critical phases of the SRA process for operators.  Analysis of vulnerability provides information on how a threat could materialise into an attack/incident.  Vulnerability assessments focus on:

· potential means by which a successful ‘attack’ against the operator could be carried out; and

· the effectiveness of each of the layers of security presently in place.

In the aviation context the ‘layered’ approach to mutually supporting different measures is well established and includes personnel background checking; passenger and bag screening; baggage reconciliation; cargo security; and perimeter security and guarding. 

A vulnerability assessment should examine each layer individually but also the potential for gaps between layers that may provide an opportunity to circumvent security measures.  When assessing vulnerability the operator should ask the following questions:

· What are the threats?

· Are current security measures effective?

· How easy is it for unauthorised persons to access targeting information (i.e. information on security infrastructure or processes)?

· Where can the public get close to the operation or facilities potentially under threat? 

· Is the operator close to other operators/facilities under threat?

· What are the elements of the operation attractive to attack?

· Is the operator dependent on other agencies for continuity of safe operations?

· What is the operator’s capability to respond to a major incident? 

The vulnerability assessment must focus on potential for mass casualty attack and the areas within the operation where this may occur, such as against aircraft or at crowded front of house areas, such as check-in counters.  Areas critical to the operation must also be assessed.  

But the focus should be on limiting the potential for high numbers of casualties flowing from an event, rather than the commercial considerations of business interruption (though these are valid areas for examination within the SRA process).

In this process, a consideration of what can happen and how it might happen can be useful.  Generating scenarios, in which an operator examines its operations through the eyes of an attacker, can help identify potentially attractive areas for attack.

The concept of vulnerability extends beyond physical controls and can encompass access to information, public perception, procedures etc.  Assessing the effectiveness of existing controls is a key component of vulnerability analysis.

It involves assessing the capacity of controls to deter, delay, detect, respond and recover.
  HB167:2006 contains tables and sample matrices which operators may find helpful in rating and assessing the vulnerability of their assets (an example of these is below)
	Vulnerability level
	Assessment criteria

	Very high/

extreme
	· Controls are non-existent, critical and urgent improvements have been identified.

· It is almost certain that controls will be breached or fail.

· There is recent evidence of widespread control failures.

· There are no contingencies in place; severe disruptions to the business are likely.

	High
	· Controls are largely ineffective, significant areas for improvement are identified.

· There is an increasingly likely probability of the controls being breached.

· There is recent evidence of significant numbers of controls being breached.

· Few contingencies are in place and significant disruptions to the business are expected.

	Moderate
	· The majority of controls are functioning, but a number of areas for improvements are identified.

· There is a moderate probability of the controls being breached.

· There is recent evidence of a small number of controls being breached.

· Contingencies are in place for only a few key areas of the business to manage potential disruptions.

	Low
	· Controls are effective, but small improvements could be made.

· There is a low probability of the controls being breached in the future.

· There are no recent examples of controls being breached.

· Adequacy of the controls is assessed on a regular (minimum annual) basis.

· Contingencies are in place for key areas of the business to manage potential disruptions to the business.

	Very low
	· Controls are optimum and are sustainable.

· There is an extremely low probability of the controls being breached in the future.

· There are no previous incidents of the controls being breached.

· Adequacy of the controls is assessed on a regular and frequent basis.

· Comprehensive contingencies are in place to manage most potential disruptions to the business.


Figure 2: Sample vulnerability assessment table from HB167

2.4. Analysing and measuring risk

Once the risks are documented they need to be measured to allow a comparative risk rating to be generated.  This measurement includes an assessment of the Likelihood of the event occurring and the impact that event would have on the operator (the Consequence).  

Care must be taken to ensure that Likelihood and Consequence ratings are sensible and objective.  Overinflated or under-inflated ratings can skew the overall risk assessment and result in a misleading measurement of risk. This can in turn result in the over or under resourcing of security processes to mitigate these risks giving rise to unnecessary cost or residual vulnerabilities.
2.4.1 Measuring Likelihood
Likelihood refers to the chance or probability of a security incident or event occurring.  Estimating the Likelihood of a security risk eventuating can carry with it a large degree of uncertainty.  

Exact quantitative analysis of threats of acts of unlawful interference is difficult, particularly in relation to terrorism, where the statistical occurrence of terrorism events within a country (such as Australia) may not be a firm indicator of the potential for such events to occur in the future.

The measure of Likelihood will flow from the assessment of threats to the operator; coupled with the analysis of security vulnerabilities and the attractiveness of the operation as a target for an act of unlawful interference.

The example Likelihood ratings and definitions set out in the table below use a simple scale that is designed to help rate Likelihood.  The definitions include an indicator of frequency however; this needs to be approached with caution: the number and frequency of past security incidents may be applicable to assessing general criminal behaviour but is not necessarily a reliable guide in assessing the Likelihood of terrorism events.  
The likelihood of terrorism risk events can be understood as the likelihood of a vulnerability being exploited given the current nature and level of threat.  
	        V
 T 
	Very Low

	Low
	MODERATE

	High
	Very High

	EXTREME
	Medium
	High
	Extreme

	Extreme

	Extreme


	HIGH

	Low

	Medium

	High

	Extreme

	Extreme


	MEDIUM

	Very Low

	Low

	Medium

	High

	Extreme


	LOW

	Very Low

	Very Low

	Low

	Medium

	High


	VERY LOW
	Very Low

	Very Low

	Very Low

	Low

	Medium



Note that Likelihood must be assessed in the context of controls that exist now – not those that existed at the time of the past incident or incidents.
	
	LIKELIHOOD
	DEFINITION

	A
	Extreme, or

Almost Certain
	Risk event is imminent or has occurred (Terrorism)
Is expected to occur in most circumstances. (100/year) (Other Risk Events)

	B
	High, 

or Likely
	Risk event is likely (Terrorism)
Will probably occur in most circumstances. (10/year) (Other Risk Events)

	C
	Medium, or 

Possible
	Risk event could occur (Terrorism)

Might occur at some time. (1/year)(Other Risk Events)

	D
	Low, or 

Unlikely
	Risk event is not expected (Terrorism)

Could occur at some time. (1/10 years) (Other Risk Events)

	E
	Negligible, or
Rare
	Risk event is very unlikely (Terrorism)

May occur only in exceptional circumstances. (1/100 years) (Other Risk Events)


2.4.2 Measuring Consequence
Consequence definitions should be considered in the context of the operator, and possibly the communities served by the operations. The scale should reflect the extremes of what is insignificant and what is catastrophic in the organisational context with the intermediate ratings spread between.  

The focus of the Consequence assessment for aviation within the SRA process will be loss of life, though other issues such as financial loss are also relevant to the assessment of Consequence.

The example Consequence ratings set out in the table below are consistent with the examples provided in AS/NZS HB 4360:2004 and HB 167:2006:
	
	CONSEQUENCE 
	DEFINITION

	1
	Insignificant
	· Minor injuries requiring first aid only

· Financial loss <$2000

· Impact would be negligible or no risk impact can be identified to community or business

· Isolated, brief media coverage

	2
	Minor
	· Minor injuries requiring medical attention

· Financial loss $2000-$50,000

· Impact would result in few Consequences, such as minor disruption to community and/or business, but of limited overall Consequence.

· Minor negative media coverage for one day, limited circulation

	3
	Moderate
	· Multiple casualties requiring hospital attention

· Financial loss $50,000-$5m

· Impact would result in some Consequences, such as short-term disruption to community and/or business.

· Negative media coverage lasting several days, or recurring over a longer period

	4
	Major
	· Multiple severe injuries and/or a single fatality

· Financial loss $5m-$100m 

· Impact would result in serious Consequences, such as medium-term disruption to community and/or business.

· Significant negative coverage causing serious reputational damage for several weeks or longer

	5
	Catastrophic
	· Multiple severe injuries including fatalities

· Financial loss >$100m

· Impact would result in disastrous Consequences, such as long-term disruption to community and/or business. The worst case outcome for the community and/or business.
· Extremely negative public outcry resulting in major, enduring reputational damage


2.4.3 Risk Rating
The overall level of risk or 'risk rating' is determined through combining the estimates of Likelihood and Consequence. The table below provides one example of a matrix approach for estimating a security risk.  
These ratings are based on HB 167:2006 and are specifically for use in a SRA; they differ from the values shown in the more generic risk rating matrix in AS/ANZ 4360:2004 and accompanying HB 167:2006 which are applicable across a wider spectrum of risk management.
	         C
  L
	INSIGNIFICANT

	MINOR

	MODERATE

	MAJOR

	CATASTROPHIC


	EXTREME
	Medium
	High
	High

	Extreme

	Extreme


	HIGH

	Medium

	Medium

	High

	High

	Extreme


	MEDIUM

	Low

	Medium

	Medium

	High

	High


	LOW

	Low

	Low

	Medium

	Medium

	High


	VERY LOW
	Very Low

	Low

	Low

	Medium

	Medium



Risk rating in this manner allows the security risk to be prioritised in order of decreasing relative risk level from 'Extreme' to 'Low'. It also provides an aid to decision making regarding the tolerability of risk.
2.5. Evaluating and prioritising risks
The operator must determine which identified risks are tolerable and which require further attention, action or treatment. 

Though some risks that represent a lower exposure (such as to low-value assets or property) may be accepted, identified significant risks that could result in acts of unlawful interference will require the implementation of mitigating countermeasures.

As a general guide:

· Extreme risks require immediate attention and reporting to senior management;

· High risks require reporting and action within 24 hours;

· a security risk above Medium, where the controls are ineffective, must be addressed; and

· any security risk with potential safety or reputational consequences above Moderate is intolerable, where controls are less than effective.

2.5.1 Risk Treatment options
Options for the treatment of security risk will usually involve one or a combination of the following treatment strategies:

· Reduce: Control improvements or new controls are introduced in order to reduce the risk.

· Avoid: Likelihood is reduced by ceasing or reducing activity which creates an exposure.

· Share: The risk is ‘shared’ with a third party e.g. by outsourcing, through insurance or by seeking police assistance.

· Tolerate Retain and Monitor: Either the risk is determined to be tolerable or the treatment options are determined to be ineffective or not cost-effective at present.  The risk therefore has to be tolerated but is monitored pending a change in circumstances allowing other options to be considered.

2.6. Treating risks
Treating security risks involves identifying options for mitigating any risks that are rated as not acceptable or tolerable.  This is done by adjusting existing controls or implementing new ones. 

In the aviation context this can result in:

· security awareness training to support the detection of suspicious activity;

· new screening processes (such as the introduction of Liquids Aerosols and Gels  measures);

· enhanced guarding;
· blast mitigation;

· vehicle movement controls; or

· improvements to access control and perimeter security.  

Risks identified that impact on operators but are outside the control or responsibility of the individual operator should be noted and discussed with the appropriate owner or operator.
2.6.1 Determining Appropriate Controls 

Risk treatments may be implemented to reduce the Likelihood or Consequence of a risk or both.  The aim is not to eliminate risk – which is generally not feasible in the security context – but to reduce the residual risk to a tolerable level. 

In the security risk management process, a focus for risk control is usually the minimisation or elimination of vulnerability.  It is difficult for an operator to influence the threat to the aviation sector from, for example terrorism, at the strategic level.  Similarly, a mass casualty incident will likely have a Catastrophic outcome if perpetrated effectively.  Consequently, the primary focus of security risk mitigation in the aviation context is on identifying and addressing vulnerabilities.

Developing a gap analysis to document the security gaps may be helpful in this process, along with a menu of appropriate options as a basis for specifying what the new treatments should be.

All risk treatment options should be considered in the local context by operators on the basis of their likely effectiveness in risk reduction, their applicability under the Regulations, the practicality of implementation, overall cost and benefits derived. 

In many cases, it is unlikely that one risk treatment option will provide a complete treatment for a particular risk. Conversely, one risk treatment may have a significant reduction effect on a number of risks.

Though specific risk treatment strategies should be outlined for all Extreme and High risks, it is also realistic to assume that some risks may need to be tolerated on the basis that security measures are not feasible or cost effective.  However, these must be in the lower order of risk only.  

2.6.2 Risk Treatment Planning
Operators must prepare an implementation schedule once preferred risk-treatment options have been chosen.

The schedule should be authorised at an appropriate senior management level and should identify: 

· the risk category to be treated by the security measures or procedures;

· the desired security outcome;

· the security measure or procedure (i.e. the risk treatment);

· the estimated cost of the treatment (both initial and ongoing costs);

· the potential effect (positive as well as negative) on other risks of implementing the new measure or procedure;

· the person responsible for the risk treatment actions;

· the target date and/or schedules for implementation of new security measures or procedures; and
· a description of what additional risk treatments will be deployed in the event of a heightened security alert level being declared (e.g. High or Extreme national security alert). 

Note: Some risk treatments may be effective security measures and procedures but may not significantly alter the risk rating if implemented.  But such risk treatments should be assessed and adopted on the basis of their contribution to the overall risk treatment package.
2.7. Monitoring and review
Security risks and the effectiveness of risk treatments must be monitored and reviewed to ensure they remain relevant. 

Risk monitoring enables the operator to respond to changing security environments. Sudden and unanticipated change is a feature of the aviation sector, and the concepts of monitor and review are therefore of critical importance.

Regular monitoring and reviewing can also help to identify alternative and potentially more effective risk treatment solutions. SRAs should also be reviewed and updated after major changes to operations, facilities or assets, after changes in Aviation Transport Security Legislation, or distribution of new security information by the Department.
3. Key Definitions

Attractiveness – Used to describe how an asset may be viewed by a threat source in terms of the activity that they want to undertake.

Capability – The ability, experience and knowledge of a person, process or information to undertake the stated or claimed activity. This is commonly used in relation to the capability of a threat source.

Consequence – The outcomes of an event expressed qualitatively or quantitatively, being loss, injury, disadvantage or gain. There may be a range of possible outcomes associated with an event – e.g., loss of life or public injury, damage to critical infrastructure, loss of business continuity, police or other investigation etc.

Context – A summary of the key internal and external issues that could influence the risks under examination or decisions about those risks.

Control – Any existing process, policy, device, practice, procedure or measure used to manage or treat risk or to enhance positive opportunities.

Criticality – The importance or dependence that an organisation has on a person, function, process, item or infrastructure or specific facility.

Event – Occurrence of a particular set of circumstances.

Exposure – Being open to a hazard; the degree to which assets are unprotected.

Frequency – The rate of occurrence of an event or outcome.

Harm – The environmental, physical, emotional, economic, social, political and other intangible Consequences that could result from a real or potential occurrence of the security threat being considered.

Hazard – A source of potential danger or harm, including a situation with the potential to cause loss.

Impact – The outcome following the occurrence of an event.

Intent – The confidence to carry out the stated or postured claim and the desire to carry out the action or activities.

Likelihood – Used as a general description of chance, probability or frequency of an event occurring. 

Loss – Any negative or adverse Consequence.

Probability – The Likelihood of a specific event or outcome, measured by the ratio of specific events or outcomes to the total number of possible events or outcomes.

Risk – The chance of something happening that will have an impact upon objectives. It is measured in terms of Consequences and Likelihood.

Threat - Anything that has the potential to prevent or hinder the achievement of objectives or disrupt the processes that support them; a source of, or potential for harm to occur; a threat can be a source of risk.

Treatment – The process of selection and implementation of measures (and procedures or actions) to modify risk. 

Vulnerability – Any weakness that can be exploited by an aggressor to make an asset susceptible to change; a measure of the susceptibility to harm.

4. Resource List

Note: this list is illustrative only and not intended to be exhaustive.

AS/NZS 4360:2004 Risk Management 

This combined Standard and guideline provides a generic guide for the establishment and implementation of the risk management process involving the identification, analysis, evaluation, treatment and ongoing monitoring of risks. www.standards.com.au
AS/NZS HB 167:2006 Security Risk Management 

This handbook provides detailed guidance including tables and worksheets for the establishment and implementation of the security risk management process. www.standards.com.au
AS/NZS HB 231:2000 Information Security Risk Management 

This handbook provides a generic guide for the establishment and implementation of a risk management process for information security risks.

AS/ANZ HB 221:2004 Business Continuity Management 

This handbook presents a definition and structured process for business continuity management. 

Aviation Risk Context Statement 2009 (OTS)

This provides context to the security threats facing Australian civil aviation. Regulated industry participants can obtain a copy of the risk context statement by emailing security.analysis@infrastructure.gov.au
Business Liaison Unit

This is the unit within ASIO that is charged with providing advice to Australian businesses.  Its website can be accessed on http://blu.asio.gov.au/ 

Critical Infrastructure Emergency Risk Management and Assurance Manual
The handbook is an additional resource to complement AS/NZS 4360:1999 Risk Management standard which will be continually refined to become a repository of collective knowledge and wisdom of the emergency risk managers in the infrastructure sector.

http://www.ema.gov.au/ema/emainternet.nsf/HeadingPagesDisplay/Research?OpenDocument#ermmanual 

Security Risk Doctrine (OTS)

This outlines the current security environment and the implications for risk management and preventive security planning. This document underpins the OTS approach to security risk management in the transport security environment. 
Transport Security Advisory (OTS)

OTS has developed a Transport Security Advisory to assist operators in understanding how to approach the assessment of threat against their operations as part of their SRA. OTS also produces Transport Security Advisories on an ad-hoc basis to provide updated advice on transport security related issues.
A more comprehensive list of security related standards and handbooks can be found at Appendix C of HB 167:2006.
Implementing strong preventive security measures is the best defence against terrorist or criminal activity.








It is not acceptable for an operator to tolerate an elevated level of security risk.








This template is not to be used by any other aviation industry participant.











� While it is noted the methodology can be applied broadly to security risks, the primary focus of the SRA in support of the TSP is counter-terrorism.


� Likelihood and Consequence analysis is explained more fully below.


� HB 167:2006 Security Risk Management Handbook, Section 3.2


� HB 167:2006 Security Risk Management Handbook, Section 4.5


� HB 167:2006 Security Risk Management Handbook, Section 4.5.2


� HB 167:2006 Security Risk Management Handbook, Section 6.2
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Guide for preparing a security risk assessment (SRA)
For operators of Prescribed Air Services and Security Controlled Airports

This Aviation Transport Security Risk Assessment guidance material has been prepared to assist aircraft and airport operators prepare a Security Risk Assessment. 

A security risk assessment must be undertaken as part of any TSP submission.
Disclaimer:  This document is designed to provide general guidance to prescribed air service and security controlled airport operators, operating under arrangements according to the Aviation Transport Security Act 2004 (the ATSA) and Aviation Transport Security Regulations 2005 (the ATSR) in developing Transport Security Programs (TSPs) for submission to the Secretary of the Department of Infrastructure, Transport, Regional Development and Local Government (The Department) for approval. 
This guide should not be used by prescribed air service and security controlled airport operators as a substitute for obtaining independent professional advice (including legal advice) regarding their TSP and the TSPs compliance with the requirements of the ATSA and the ATSR.  This document is subject to change. The Department is not responsible for the Consequence of the use of any outdated version of this guide.
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