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Disclaimer: Preparing an Aviation Transport Security Program for a Prescribed Air Service: Unscreened Air Service.
The Commonwealth Government has prepared this guide with due care. However, the material contained in this guide is made available on the understanding that the Commonwealth Government is not providing professional advice and that users exercise their own skill and care with respect to its use and seek independent advice if necessary.
The Commonwealth Government takes no responsibility for any errors, omissions or changes to the information that may occur and disclaims any responsibility and liability to any person, organisation or the environment in respect of anything done, or omitted to be done, in reliance upon information contained in this guide.
The information contained in this guide is guidance material only. The information in no way overrides Commonwealth or State legislation.
Operators of prescribed air services: unscreened aircraft operators should refer to the Aviation Transport Security Act 2004 and the Aviation Transport Security Regulations 2005 before submitting programs for approval.

NOTE: Where ‘sXX.X’ is used it refers to a section of the Act. Similarly ‘rX.XX’ refers to a Regulation.

What is in this document

This guide and template is divided into three sections:
1. an explanatory note about Transport Security Programs;
2. basic instructions for use of this guide and template;
3. the guide and template.

Sections 1 and 2 should be removed only when you have completed, and before submitting your draft Transport Security Program.
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1: Explanatory Notes on the Guide & template for Prescribed air services: Unscreened aircraft operators Transport Security Programs

Why do I need a Transport Security Program (TSP)?
The Australian Government’s focus on aviation security is to safeguard Australian civil aviation operations against acts of terrorism and unlawful interference with aviation.
The Aviation Transport Security Act 2004 (the Act) and the Aviation Transport Security Regulations 2005 (the Regulations) provide the legislated framework for the regulation of Australia’s aviation security. The Act requires certain aviation industry participants (AIPs) to submit and hold an approved TSP. 
The operator of a prescribed air service is an AIP that is required under the Act to have a TSP [s 12 (1)(b)].
What is my designation?
The Department of Infrastructure and Transport (referred to as the Department in this document) has identified different segments within the Aviation environment. This is based around the risks identified for the various types of air services.
If you operate a prescribed air service which is an unscreened air service, this guide and template is relevant to you. A prescribed air service is an air service of any of the following kinds (but excludes an air service that the Secretary has declared by instrument in writing to not be a prescribed air service) [s 9 and r.1.06]:

· a regular public transport operation;

· an air service in which a jet is used;

· an air service in which an aircraft with a certified maximum take-off weight greater than 5 700 kilograms is used.
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An air service will be an unscreened air service if it does not involve any of the following [r.4.02]:

(a)
an aircraft operating an international air service that is a regular public transport operation or an open charter operation;

(b)
a jet aircraft operating a domestic air service that is a regular public transport operation; or

(c)
an aircraft not covered by paragraph (a) or (b) above that departs from the same airport apron as an aircraft described in paragraph (a) or (b) above and is scheduled to depart within the operational period of the latter aircraft.

Regulation 4.01 defines the term 'operational period' of an aircraft to mean:

(a) for a departing aircraft:


(i) 
if the aircraft is at Adelaide Airport, Brisbane Airport, Melbourne Airport, Perth 


Airport, Sydney Airport, Cairns Airport, Canberra Airport, Coolangatta Airport, or 

Darwin Airport — the period beginning 2 hours before the aircraft’s scheduled 


departure time (or, if it is known in advance that its departure will be delayed, 2 

hours before its re-scheduled departure time) and ending 30 minutes after its 


actual departure time; or

(ii) 
if the aircraft is at any other security controlled airport — the period beginning 30 

minutes before the aircraft’s scheduled departure time (or, if it is known in 


advance that its departure will be delayed, 30 minutes before its re-scheduled 

departure time) and ending 30 minutes after its actual departure time; and

(b) 
for an arriving aircraft, the period beginning 30 minutes before its scheduled arrival time (or, if it is known in advance that its arrival will be delayed, 30 minutes before its re-scheduled arrival time) and ending 30 minutes after its actual arrival time. 

What is the purpose of a TSP?
The aim of a TSP is to demonstrate how the aircraft operator maintains a high level of security management, meeting the requirements of the Act and Regulations.
A TSP for an AIP must demonstrate that the participant [s 16 (1)]:
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· is aware of the participant’s general responsibility to contribute to the maintenance of aviation security; and

· has developed an integrated, responsible and proactive approach to managing aviation security; and

· is aware of, and has the capacity to meet, the specific obligations imposed on the participant under the Act; and

· has taken into account relevant features of the participant’s operation in developing activities and strategies for managing aviation security.

What if I have a TSP already?

Under the Act a TSP will remain in force for a maximum of 5 years from the date specified in the notice of approval unless [s 20 (3)]::

· a lesser period is specified by the Secretary of the Department in the notice of approval; or

· before the end of the 5 year period the program has been revised and approved (in which case the TSP will be in force for a period of 5 years from the date specified in the notice of approval unless the Secretary specifies an earlier period, the TSP is revised and approved or the TSP is cancelled); or

· the approval of your TSP has been cancelled under provisions within the Act.

If you already have a TSP in force you should refer to the notice of approval for the relevant expiry date.

If the approval period is close to expiry and there have been no revisions, or direction to revise your TSP then you will need to submit a new TSP. This will require a new security risk assessment to be completed as part of the submission process. The Department has developed a security risk assessment tool for aviation (refer also to Page 6-7): visit http://www.infrastructure.gov.au/tsp
[Delete this page before submitting your TSP]
What must my TSP contain
A TSP for an AIP must set out the following [s 16(2)]:
· how the participant will manage and co‑ordinate aviation security activities within their operation(s);

· how the participant will co‑ordinate the management of aviation security with other parties (including Commonwealth agencies) who have responsibilities for, or are connected with, aviation;

· the technology, equipment and procedures to be used by the participant to maintain aviation security;

· how the participant will respond to aviation security incidents;

· the practices and procedures to be used by the participant to protect security compliance information;

· the other aviation industry participants who are covered by, or operating under, the program;

· the consultation that was undertaken, in preparing the program, by the participant with the other aviation industry participants who are covered by, or operating under, the program; and
· any other matters prescribed under the Regulations.
Local Security Risk Context Statement
A TSP for an AIP must include, by way of an accompanying document [r.2.28]:

· a statement outlining the local security risk context of the operator, including consideration of location, seasonal and operational factors; and

· a list of general threats and generic security risk events to people, assets, infrastructure and operations; and

· an outline of the people, assets, infrastructure and operations that need to be protected.
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A local security risk assessment is the first step in any development of a TSP submission.
The local security risk assessment should reflect a sound security risk management approach to preventive security planning. 
You should take a proactive and integrated approach to identify risks based on threat and vulnerability, and not rely solely on previous security incidents. However, previous incidents can help you to identify vulnerabilities that could be exploited and require preventive security planning.
The Department has developed two important security risk documents and a security risk assessment tool for unscreened AIPs that are available at the Departments website http://www.infrastructure.gov.au/tsp
The OTS Security Risk Doctrine provides a high level overview of the current security environment, the terrorist threat, and the implications for security risk management and preventive security planning. It provides a framework for thinking about security risks given the current nature and level of threat.
The OTS Transport Security Advisory: determining the level of threat will assist unscreened airport and aircraft operators to effectively determine the level of local security threat to their operations and to complete the section on the level of local security threat in the SRA template.  It is provided to support development of an SRA by unscreened airports and airlines. It is not to be used to support risk management processes for any other regulated Aviation Industry Participants.
The security risk assessment tool for aviation also includes references to Australian/New Zealand standards and associated handbooks that can assist in understanding your security risk management requirements and evaluate your vulnerabilities.
AIPs should use this document to analyse whether their security process, procedures and measures are sufficient to mitigate any identified or perceived risks. If you use the template, this information should be included in the TSP submission as Annex A.
The local security risk context statement is essential to any assessment of a TSP submission. Including the completed security risk assessment documentation in your submission will greatly enhance the Department’s assessment process.
[Delete this page before submitting your TSP]
What other information could help me develop my TSP?
The Department has produced an Aviation Security Risk Context Statement. The purpose of this document is to provide a common level of understanding of the current security environment as it relates to the aviation industry. 
A copy of this security-in-confidence document can be requested from the Department. You may email your request to security.analysis@infrastructure.gov.au
How does the guide and template work?
Each of the format sections in the guide and template provides a:

· basic explanation of the legislated requirement; and

· example(s) that would be sufficient to meet the legislated requirement, provided that they are applicable to your operation.

PLEASE NOTE: not all possible examples have been provided and the wording of those provided should be checked carefully.
See also “Instructions for using the Guide and template” on pages 12-14.
How can the guide and template help me?
The guide and template has been prepared to assist operators of prescribed air services that are unscreened air services in developing their own TSP.

The guide and template follows a logical format that will help you and the Department’s officers in the timely assessment of your submission for TSP approval.

The format of the guide and template is as follows:

· Administrative matters;
· Human factors;
· Basic preventive security;
· Resolution of suspicious activity; and
· Attachments.
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Legislation provides that a TSP submission can only be approved within 60 calendar days from the day the submission is received by the Department. Otherwise, the TSP is deemed to have been refused to be approved by the Secretary [s 19]. However, where the Secretary requests the AIP to give the Secretary specified information relevant to the approval of the TSP, the 60 day approval period can be extended (by up to 45 days in total). Assessments are complex and require time for appropriate consideration of whether it meets the Act and Regulations. 
In order to expedite the TSP assessment process it is strongly recommended that you lodge your submission electronically to national.coordinator@infrastructure.gov.au
Should you wish to lodge a hard copy, please send it to:

National Coordinator
GPO Box 1966
Canberra, ACT 2601
The Department wishes to assist AIPs to ensure that any TSP revision, variation or alteration is dealt with as quickly as possible. Operators of prescribed air services that are unscreened air services can utilise the convenience of the guide and template to prepare their TSP or may develop their own version. However, it is the operator’s responsibility to ensure that the TSP is complete and contains all relevant and required information.
For help or guidance during development of your TSP, please contact your relevant Office of Transport Security (OTS) Regional Office. OTS officers will provide a valuable perspective during the development of your document.
Administrative matters
You may use the basic examples provided and/or your own organisation's document standards.  For example, your organisation's document classification standard, for highly classified documents may be different to the one provided in the guide and template. You may substitute your standard provided the context within the “document control” sub-section is met and the content amended. 
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You should insert the name of the legal entity that is the airport operator on the covering page of the TSP template as well as the ACN and ABN (if they are relevant). The Department may conduct a company’s search or a search on the Australian Business Register to verify the information is correct. The Department may not approve the TSP submission if any of this information is incorrect. 

A document revision record example has been provided and you may include a page revision table if you consider it necessary.
Key security outcomes - human factors
The AIP is required to detail information on their security culture and management, and security processes and measures specific to:

· their security organisation and management;

· the security roles and responsibilities (including other agencies and contractors);

· internal audits and review procedures;

· what is provided for security training and awareness; and

· all security internal and external consultation and communication.

Key security outcomes – basic preventive security
This section should include all of your basic physical and electronic access control measures. It has been set out to detail the security measures in place from:
· a whole-of-operation perspective;

· access control measures; and
· screening and detection
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Key security outcomes - resolution of suspicious activity
This section requires the AIP to detail their processes, security measures and capability to respond to:

· unknown substances;

· a heightened security alert;

· an aviation security incident;

· evacuation and emergency management;

· Special Security Directions (from the Department).

There is also a requirement for the AIP to advise on:

· contingency plans; and

· how staff awareness is maintained.
Accompanying documents
The Act and Regulations require some information to be in an accompanying document. 
Some accompanying documents form part of the TSP (e.g. Annex A) and are subject to the formal TSP approval, revision, variation and alteration processes.  
Other accompanying documents do not form part of the TSP (e.g. aircraft operator contact details) and are not subject to the formal TSP approval, revision, variation and alteration processes (however, they are required to be submitted with the TSP). The guide and template provides a comprehensive list of what information is required and best suited to be contained in an attachment.

The guide and template provides a comprehensive list of what information is required and best suited to be contained in an accompanying document.

Any changes to information that forms part of a TSP can be dealt with as a TSP variation or revision or alteration. Contact OTS if you require any further information on the variation or revision or alteration processes.
[REMOVE THIS AND ALL OF THE PREVIOUS PAGES BEFORE THE FINAL SUBMISSION OF YOUR TSP]

2: Instructions for using the Guide and template 

This guide and template is divided into three sections:

1. an explanatory note about Transport Security Programs;
2. basic instructions for use of this guide and template; and
3. the guide and template.
Layout of the guide and template
This guide and template will help you to prepare and develop your new or revised TSP. Your TSP must describe your operations, and the procedures that you undertake and follow to manage aviation security at your operation.

This guide and template includes example text that provides context for each requirement in your TSP.

You may choose to utilise the basic content of the examples provided, which are relevant to your operations, or alternatively develop your own text.

It is important to note that this TSP must reflect your own specific and relevant measures and procedures.

When preparing your TSP it is recommended that you do not alter any headings in the document to maintain the integrity of the formatting.
The table of contents will automatically update when the document is printed. Should you change any title in the document you can check if it has been accepted by highlighting the Table and selecting the ‘F9’ key which will effect the change.
References to the legislation have been purposely included with the headings and notes for easy reference.
NOTE: Where ‘sXX.X’ is used it refers to a Section of the Act. Similarly ‘rX.XX’ refers to a Regulation.
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The following table provides information on the colour coding used within the guide and template.

	Colour
	Element
	Delete before submitting?

	Notes 
	Points to note about completing the guide and template and meeting the legislative requirements.

	Yes

	Examples
	Examples, to use as a guide when drafting your text. Examples start with:
[Example only]

(Note: if using any part or all of a provided example in your TSP - you must remove the highlighting)

	Optional
(Remove if you are developing your own text)

	Prompts and alerts 
	Prompts, and reminders, especially about elements to be deleted before submitting your TSP, such as:
[Delete before submitting] 

	Yes

	Variables 
	Parts of the text, especially the examples that vary from operator to operator, such as [Aircraft Operator name]. These require your consideration and input. 
The font colour should be changed to black.

	No

(Overwrite with your correct details) 


It is suggested that you:

· save this guide and template to your own drive and keep as a blank copy;

· when developing your draft, select ‘Save As’ from the Word menu to save the Template with a different working title, to form the basis of your draft TSP; and

· print the first two sections of this document (pages 1-14) to use as a hard copy reference, as you develop your during the TSP.
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Submitting your TSP
The following table may be used as a checklist for what is required to submit your TSP to the Department. 
	Step
	Element
	Completed?

	1
	Ensure sections 1 & 2 of this guide and template have been removed from the final draft.
	

	2
	Ensure the table of contents is correct.
	

	3
	Ensure the document is security classified correctly.
	

	4 
	Check the document does not contain any highlighted “Notes” or “Examples” and that the font colour is black.
	

	5
	Ensure that your local security risk assessment has been completed and will be included in your TSP submission.
	

	6
	Check that all attachments specified in your TSP are complete and incorporated into the document or will be included as a separate document in the submission package.
	


Electronic Submission

Submission via email is preferred.

Email your TSP submission to national.coordinator@infrastructure.gov.au 

Hard Copy

Should you wish to submit a hard copy please address to:

National Coordinator
GPO Box 1966
Canberra, ACT 2601
[REMOVE THIS AND ALL OF THE PREVIOUS PAGES BEFORE THE FINAL SUBMISSION OF YOUR TSP]

The following pages are part 3 of this document: the guide and template to preparing your TSP.
	[insert company logo] 


	Transport Security Program for

	[ Insert Operator Legal Entity Name ]

	Operator of a prescribed air service: Unscreened air service in Australia 

	Regulated under the Aviation Transport Security Act 2004


	Name of airport
	[Insert legal name of aircraft operator] 

	Trading/operating as
	[Insert trading/operating names of aircraft operator]

	Country of registration
	[Insert country of business registration (if applicable)]

	ACN or ARBN
	[Insert:
Australian Company Number OR Australian Registered Body Number (if applicable)]

	ABN
	[Insert Australian Business Number (if applicable)]

	Company
Registration
Number
	[If not registered in Australia, insert Company/Business Registration Number (if applicable)]


Table of contents
This table of contents will automatically update when the document is printed.
If you click on the table, press function key F9 it will update immediately and you will be able to confirm any changes you initiate at that time.
Note that when you remove the previous sections 1 and 2 of this guide and template and the first part of the table below (up to 1. Administrative matters and including this highlighted area), they will be removed when you perform the action above.

When completed: This Transport Security Program (TSP) is classified SECURITY-IN-CONFIDENCE, and is not to be distributed to, read by or be made available to any persons other than those who are authorised to know its content. 
It is an offence under Regulation 2.06 of the Aviation Transport Security Regulations 2005 for any person to disclose to any other person any information about the content of an aviation industry participant’s TSP without the consent of the participant.

[Please remove this highlighted area before submitting your TSP]
2What is in this document


3Why do I need a Transport Security Program (TSP)?


3What is my designation?


4What is the purpose of a TSP?


5What if I have a TSP already?


6What must my TSP contain


6Local Security Risk Context Statement


7The local security risk context statement is essential to any assessment of a TSP submission. Including the completed security risk assessment documentation in your submission will greatly enhance the Department’s assessment process.


7What other information could help me develop my TSP?


8How does the guide and template work?


8How can the guide and template help me?


9Administrative matters


10Key security outcomes - human factors


10Key security outcomes – basic preventive security


10Key security outcomes - resolution of suspicious activity


11Accompanying documents


231.
Administrative matters


231.1.
Purpose


241.2.
Scope


251.3.
Outline and objectives


271.4.
Statement of undertaking


281.5.
Description of aircraft operator


291.6.
Contact details


301.7.
Summary table of administrative matters (optional)


312.
Key security outcomes: human factors


312.1.
Purpose


322.2.
Security management and culture


32Organisational security structure


33Security roles and responsibilities


· 33Security Contact Officer ##


· 34Other [Aircraft Operator name] staff with security-related roles


· 35Contractors


· 35Other agencies with security or incident response roles


372.3.
Document control


37Document protection


38Document control procedures


392.4.
Audit and review


· 39Purpose of an audit


· 39Schedule of audits


· 40TSP reviews


· 41Audit and review reports and records


422.5.
Security training and awareness


43Drills and exercises


442.6.
Communication and consultation


44Methods for communication and consultation – with employees


44Methods for communication and consultation – with third parties


45Consultation for the development of the TSP


462.7.
Summary table of human factor measures (optional)


473.
Key security outcomes : basic preventive security


473.1.
Purpose


483.2.
Access Control and physical Security Measures – facilities, areas and zones


49Access gates


50Inspections at access gates


51Authorised access and identification methods


· 51To detect and deter unauthorised access into airside areas by people, aircraft, vehicles or things


· 52To detect and deter unauthorised access into airside security zones by people, aircraft, vehicles or things


· 53Landside security zones:


54Signs


56CCTV coverage


56Security patrols


57Unauthorised access to airside areas, airside security zones and/or landside security zones


583.3.
Access control security measures – aircraft


58Pre-flight


59Check-in and boarding procedures


60Anomaly in passenger reconciliation during check-in


60Passenger boarding and disembarkation


61Anomaly in passenger reconciliation during boarding


61Passenger and checked baggage reconciliation


62Security of passenger and crew information


62Deter unauthorised access to the aircraft at all times


63Unattended aircraft


63Security of stores


64Security of aircraft cleaning operations and stores


643.4.
Screening and clearing of persons and cabin baggage


65Diplomats and VIPs


65Diplomatic bags


66Passengers with reduced mobility or a medical condition


66Persons in custody


67Transit passengers


673.5.
Checked baggage screening


683.6.
Cargo


68Examination of cargo


69Procedures for the receipt and handling of cargo


69Diplomatic mail


70Suspect cargo


713.7.
Screening authority


723.8.
Unauthorised possession of firearms, other weapons and prohibited items


· 73Procedures for dealing with surrendered firearms, other weapons and prohibited items


· 73Handling and movement of firearms and other weapons


743.9.
Summary of basic preventive security measures (optional)


764.
Key security outcomes : resolution of suspicious activity


764.1.
Purpose


784.2.
Response to unknown substances


804.3.
Suspicious behaviour by a passenger


814.4.
Heightened security alert


824.5.
Aviation security incident response


834.6.
Aviation security incident reporting


854.7.
Evacuation and emergency management


874.8.
Special Security Directions


884.9.
Control Directions


894.10.
Staff awareness


904.11.
Contingency Plans


914.12.
Summary of resolution of suspicious activity measures (optional)


925.
Accompanying documents


92Table of accompanying documents required under the Act and Regulations


93Annex A:
Local Security Risk Context Statement


94Annex B:
Statement of undertaking


95Annex C:
description of aircraft operator


97Annex D:
[Aircraft Operator name (legal entity name)] security management organisational structure


98Annex e:
document control records


99Annex f:
Aviation incident security reporting and response procedure


101Annex g:
Heightened security alert procedures


102Annex H:
map of the boundaries of our operational facilities that are located within a security controlled airport


103Annex I:
Timetable for implementation of security measures and/or procedures to be used within our facilities to mitigate the risks and vulnerabilities identified in our security risk assessment


104Annex J:
Emergency and evacuation management procedures


105Attachment 1:
contact details of [Aircraft Operator Name]




Document Control Record
	Note: These records do not need to appear here if this is contrary to your organisations standard. They can be provided as an Annex if this is more appropriate.
Note: Regulation 2.29(3) requires a TSP to set out measures that ensure the TSP and other security sensitive information is protected against unauthorised access, amendment and disclosure.

To address this requirement for your TSP, insert a TSP Document Revision Record either immediately below or as an Annex to this document. (Refer to Annex E provided in this guide and template).

Note: Below are three examples or you may use your own organisations standard. Your records must capture and provide verification of all TSP revisions and amendments that are submitted to the Department and their subsequent approval and their distribution.



	Also insert, or make reference to, your TSP Document Distribution Record with a corresponding TSP Document Destruction Record based on your organisation’s standards. This Distribution/Destruction record can be amended without reference to the Department. 
[Please remove this Table before submitting your TSP]


[Insert your text here]

Example Text
Example only: 
This TSP is protected against unauthorised access, amendment and disclosure by the use of a TSP document revision record and a TSP document distribution record.  The SCO or their authorised representative must make an entry:

· in the TSP document revision record below for any amendments to the TSP; and

· in the TSP document distribution record below before distributing a copy of the TSP to a person. 

	TSP document revision record

	Version number
	Revision number
	Revision date
	Section(s) 
	Page(s)
	Actioned by
	Action date

	A or 1
	
	dd/mm/yy
	All
	All
	
	dd/mm/yy

	B or 2
	
	dd/mm/yy
	All
	All
	Insert who actioned this document
	dd/mm/yy


	TSP document distribution/destruction record

	Version number
	Copy
	Holder
(position & location)
	Date sent
	Date of receipt
	Electronic access

(Y/N)
	Date returned
	Date destroyed

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


or
EXAMPLE
This TSP is protected against unauthorised access, amendment and disclosure by the use of a TSP document revision record and a TSP document distribution record.  The SCO or their authorised representative must make an entry:

· in the TSP document revision record below for any amendments to the TSP; and
in the TSP document distribution record below before distributing a copy of the TSP to a person. 
	TSP document revision record

	Version
	Type of submission
	Page no
	Date of submission
	Approval date by the Department*
	Actioned by SCO

	1
	Initial submission
	All
	dd mm yy
	dd mm yy 
	

	1.1
	Minor alteration
	32 & 55
	dd mm yy
	dd mm yy 
	

	2
	Major Revision
	All
	dd mm yy
	dd mm yy 
	

	
	
	
	
	
	

	
	
	
	
	
	


or

EXAMPLE

Distribution record

A TSP document [distribution and destruction] record is detailed in Annex E.
This document will ensure access to the document is controlled and not subject to unauthorised access and/or amendment. 
This TSP document [distribution and destruction]record may be amended without reference to the Department of Infrastructure and Transport and will be kept current at all times.

This will also include the destruction of superseded versions.

 [Delete example text before submitting your TSP]
End Example Text

Glossary of Acronyms and terms 

The following list includes definitive acronyms such as ASIC, OTS and RACA as well as some that are in use within this TSP. 

A range of terms are defined in the Act and Regulations.
The legislation is also available from www.comlaw.gov.au.  
Note all section references in this TSP are to sections of the Act and all references to regulations are to the Regulations.
	Term
	Meaning

	Act, the
	Aviation Transport Security Act 2004

	AIP
	Aviation industry participant

	ASC
	Airport Security Committee

	ASIC
	Aviation Security Identification Card

	Department, the
	Department of Infrastructure and Transport.

	Airport Operator
	[insert name of the airport operator]

	OTS
	Office of Transport Security

	RACA
	Regulated Air Cargo Agent

	Regulation(s), the
	Aviation Transport Security Regulations 2005

	Secretary, the
	The Secretary of the Department

	SCO
	Security Contact Officer

	SRA
	Security risk assessment

	TSP
	Transport Security Program

	VIC
	Visitor Identification Card


1. Administrative matters
1.1. Purpose
Reference: s12, s14 Div 4 & 5 of Part 2
	Notes: The information in this table will assist you when developing your Transport Security Program (TSP). 
The Act requires certain aviation industry participants (AIPs) to submit a TSP and request the Secretary to approve the program [ss 12, 13 and 18]. 
If the Secretary approves the program and gives the AIP a written notice of approval, the AIP must comply with the program [s 15].
If you have multiple sites/operational facilities under your control and they are incorporated in this TSP, any differences between those sites/operational facilities should be highlighted throughout the TSP.
The table at the end of this section can be used as a qualitative check on your processes and measures.
[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text
Example only: 
The Act requires operators of prescribed air services to submit a copy of their Transport Security Program (TSP) to the Secretary for approval. 
Upon approval by the Secretary, the aircraft operator is required to implement the procedures and measures outlined within its TSP.

This TSP will, by necessity, require alteration or revision or variation on occasion due to:

· operational changes identified as a result of ongoing audits and inspections;
· security management personnel or contact detail changes;

· investigation and review of an incident;
· security exercises;
· threat assessment; and
· operational changes to the aircraft operator.
Any alteration, revision or variation to a TSP must be approved by the Secretary prior to the operator implementing the new measures.

[Delete example text before submitting your TSP]
End Example Text

1.2. Scope 
Reference: r2.27
	Notes: The information in this table will assist you when developing your TSP.


Regulation 2.27 requires that an aircraft operator’s TSP cover any aviation security-related activity that is relevant to its operations, including significant facilities on security controlled airports.
[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text
Example only: 
This TSP covers all aviation security-related activities of [Aircraft Operator Name].
This TSP prescribes measures employed by [Aircraft Operator Name] to protect and safeguard against acts of unlawful interference to people, aircraft, airport infrastructure, cargo, stores and equipment in relation to its operations.
The scope of this TSP is specific to [Aircraft Operator] and the activities at [site location] in addressing its regulatory obligation to submit a TSP to the Department.

In developing this TSP we have consulted with, and considered the security activities conducted by other entities who are covered by, or operating under, this TSP. These entities are detailed in the local security risk context assessment (Annex A of this TSP).

[Delete example text before submitting your TSP]
End Example Text
1.3. Outline and objectives 
Reference: s16 (1) and (2), r2.28
	Notes: The information in this table will assist you when developing your TSP.


The aim of the TSP is to demonstrate how the operator of a prescribed air service maintains a high level of security management, meeting the requirements of the Act and Regulations. 
The body of the TSP is not intended to be an operations manual describing how things are done in fine detail, but rather an outline of:

· the aircraft operator’s understanding of its aviation security responsibilities; and

· the aircraft operator's security risk environment; and

· measures and procedures that will be performed or implemented to deter and detect unlawful interference with aviation.
The TSP must set out by way of an accompanying document: 

· a local security risk context statement including consideration of location, seasonal and operational factors;  and

· a list of the general threats and security risk events; and

· an outline of the people, assets, infrastructure and operations that need to be protected.

If the security risk assessment reveals a significant body of threat/vulnerability affecting the aircraft operator, the TSP should detail the measures and procedures appropriate to counter that threat/vulnerability. 
The Department has developed Security Risk Assessment Guidance and a Template for Unscreened Air Services as an aid to the risk assessment process and the development of your TSP. These documents are available from the Department website www.infrastructure.gov.au/tsp
This website address also has available the OTS Security Risk Doctrine and the OTS Transport Security Advisory - Unscreened aircraft risk assessment: determining the level of threat.
NOTE: A copy of the latest Aviation Security Risk Context Statement is available from the Department. This document must be requested from the security analysis section.

Email requests for this document should be sent to security.analysis@infrastructure.gov.au 

The TSP should always specify mitigating strategies that reflect the aviation industry participant’s current security risk assessment.

[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text
Example only: 
The objective of this TSP is to describe the activities of [Aircraft Operator (Legal entity name)].

This TSP demonstrates that [Aircraft Operator Name] understands and adheres to the following:

· has general responsibility to contribute to the maintenance of aviation security; 
· has developed an integrated, responsible and proactive approach to managing aviation security; 
· is aware of, and has the capacity to meet, the specific obligations imposed on it under the Aviation Transport Security Act 2004; and 
·  has taken into account relevant features of its operation in developing activities and strategies for managing aviation security. 
This TSP describes the following:

· how [Aircraft Operator Name] will manage and co-ordinate aviation security activities within its operation; 
· how it will co-ordinate the management of aviation security with other parties (including Commonwealth agencies) who have responsibilities for, or are connected with, aviation; 
· the technology, equipment and procedures to be used by [Aircraft Operator Name] to maintain aviation security; 
· how [Aircraft Operator Name] will respond to aviation security incidents; 
· the practices and procedures to be used by [Aircraft Operator Name] to protect security compliance information; 
· the other aviation industry participants who are covered by, or operating under, the program; and 
· the consultation that was undertaken, in preparing the program with the other aviation industry participants who are covered by, or operating under, the program. 
This TSP includes an accompanying document detailing a local security risk context statement. The following methodology was used by the [Aircraft Operator (Legal entity name)] in the risk assessment process, in consultation with associated participants.
[Aircraft Operator Name] has completed a comprehensive security risk assessment consistent with:

· Australian Standard/New Zealand Standard 4360:2004;
· the companion handbook HB 436:2004 Risk Management Guidelines;
· Security Risk Management handbook HB 167:2006;
· the latest Aviation Risk Context Statement;
· the latest OTS Security Risk Doctrine; and

· the OTS Transport Security Advisory – Unscreened aircraft risk assessment: determining the level of threat.

The local security risk context assessment addressed the following criteria:

· risks to people, assets, infrastructure;
· operations at risk from troublemakers, vandals, disgruntled insiders, disruptive protest groups, criminals and terrorists;
· the people, assets, infrastructure and operations that need to be protected; and
· consideration of those matters for which we are responsible and risks where a coordinated approach to security is required.

The local security risk context statement for [Aircraft Operator Name] has been completed and is attached at Annex A.
[Delete example text before submitting your TSP]
End Example Text

1.4. Statement of undertaking 
Reference: r2.05 and s16

	Notes: The information in this table will assist you when developing your TSP.


Regulation 2.05 requires you to include a signed statement to the effect that you believe that your TSP gives effect to your obligation in subsection 16 (1) of the Act.  The wording of the undertaking must incorporate the following and is detailed in the Annex B example provided in this guide and template.
[Aircraft Operator (Legal entity name)] operates a prescribed air service that is an unscreened air service and:

· is aware of its general responsibility to contribute to the maintenance of aviation security;

· has developed an integrated, responsible and proactive approach to managing aviation security;

· is aware of, and has the capacity to meet, the specific obligations imposed on it under the Aviation Transport Security Act 2004;

· has taken into account relevant features of its operations in developing activities and strategies for managing aviation security.

[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text
Example only: 
A signed statement of undertaking is detailed in Annex B.
[Delete example text before submitting your TSP]
End Example Text

1.5. Description of aircraft operator
Reference: r2.31 (1) and (2)
	Notes: The information in this table will assist you when developing your TSP.


Regulation 2.31 (1) requires the operator of a prescribed air service to provide the following information in their TSP:
(a)
the name of the operator (eg their entity legal name and trading/business name); and

(b)
the geographic location of each of its operational facilities that are located within a security controlled airport; and

(c)
the types of aircraft operations that it operates (including regular public transport, cargo and general aviation operations) that may require security considerations; and

(d)
details of the operator's aircraft, including aircraft types and numbers; and

(e)
details of regular routes flown and airports served; and

(f)
a map showing the boundaries of any operational facility that is located within a security controlled airport.
For each of the operator's operational facilities the TSP must set out:

(i) the hours of the facility’s normal operation; and

(ii) details of procedures for security outside the facility’s normal hours of operation.
NOTE: The operator of a prescribed air service must, within seven working days of becoming aware of a change to these details, notify the Secretary in writing of the new details. This should also be sent electronically by email to national.coordinator@infrastructure.gov.au
[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text
Example only: 
The description of [Aircraft Operator (legal entity name) name] is detailed as Annex C.
Under Regulation 2.31 (2) the [Aircraft Operator Name] will notify the Secretary in writing within seven days of any changes to these details.

A map of the boundaries of our operational facilities at each security controlled airport that we operate out of is set out at Annex H.
[Delete example text before submitting your TSP]
End Example Text

1.6. Contact details 
Reference r2.31 (3) and (4)
	Notes: The information in this table will assist you when developing your TSP.
Under Regulation 2.31(3), the TSP for the operator of a prescribed air service must be accompanied by a document that sets out the following: 
· the operator’s name;

· name of its chief executive officer or manager;

· operator’s mailing address;

· operator’s fax number;

· operator’s contact telephone number, including an after-hours number;

· alternative contact person and number; and

· the name of the Security Contact Officer (SCO) and his or her business phone number, fax number, email address and a 24-hour security contact number.

NOTE: The operator of a prescribed air service must, within two working days after becoming aware of any change to these contact details, notify the Secretary in writing of the new details. This should also be sent electronically by email to national.coordinator@infrastructure.gov.au
Further, under Regulation 2.31(6), the operator of a prescribed air service must give the operator of each security controlled airport at which it has a facility:

· contact details for the facility, including contact details for the operator’s SCO; and

· details of the procedures to make known the location of airside areas, airside security zones and landside security zones within the boundaries of the airport; and

· details of the procedures to check the identity of persons who are authorised to have access to those areas and security zones.
[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text
Example only: 
The contact details of [Aircraft Operator (Legal entity name)] are detailed as Attachment 1.
Under Regulation 2.31(4) the [Aircraft Operator Name] must, within two working days after becoming aware of any change to these context details, notify the Secretary in writing of the new details. 
We will provide these contact details to the operator of each security controlled airport at which we have operational facilities.  We will also provide them with details of the procedures to make known the location of airside areas and landside security zones within the boundaries of the airport and details of the procedures to check the identity of persons who are authorised to have access to those zones and areas.
[Delete example text before submitting your TSP]
End Example Text
1.7. Summary table of administrative matters (optional)

	Notes: The information in this table will assist you when developing your TSP
The following table may be beneficial as a summary of the measures listed above which may provide a level of quality assurance. 
If used, please ensure any additional measures are included.
If not used, please delete this section 1.7 from your submission.
[Please remove this table before submitting your TSP]


	Area of mitigation
	Security measures
	Confirm - Yes/No/Not Applicable

	Purpose
	A statement showing the AIP's understanding of the requirement to have and maintain a TSP
	

	Scope
	An outline of the scope and development of the TSP
	

	Outline and objectives
	A statement of the responsibilities of the TSP holder and an overview of the management of aviation security
	

	
	An overview of the methodology of producing a Local Security Risk Context Statement
	

	Statement of undertaking
	A signed Statement of undertaking as per Annex B is complete and included in this submission
	

	Description of aircraft operator
	A completed description of the aircraft operator as per Annex C is complete and included in this submission
	

	Contact details
	A completed list of all contact details as per Attachment 1 is complete and included in this submission
	


2. Key security outcomes: human factors
	Notes: The information in this table will assist you when developing your TSP.


An informed and proactive security culture is vital to ensure an appropriate level of competence and to avoid complacency. The aircraft operator should foster a security culture that emphasises the importance of preventive security, as well as traditional access and identity control measures.

If you have multiple sites under your control and they are incorporated in this TSP, any differences between sites should be highlighted, when relevant. The Table at the end of this section should be used as a qualitative check on your processes and measures.
[Please remove this table before submitting your TSP]


2.1. Purpose

	Notes: The information in this table will assist you when developing your TSP.

Under regulation 2.02, you must appoint a SCO.

Under Regulations 2.29, 2.30 and 2.45, the TSP of the operator of a prescribed air service must set out (amongst other things):

· roles and responsibilities of SCOs, security staff, contractors and responding agencies, as well as other staff that have been assigned security duties and responsibilities;

· the procedures for managing security including the organisation’s security structures;

· the procedures for quality control; and
· the criteria for selecting personnel with security roles and the training required.

[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text
Example only: 
This section contains all of [Aircraft Operator (Legal entity name)'s] security measures, processes and procedures (or specific references to) which demonstrate our organisation’s security awareness and culture. This includes:

· security management and roles; 
· security training and awareness; and 
· internal and external consultation and communication. 
[Delete example text before submitting your TSP]
End Example Text

2.2. Security management and culture 
Reference: r2.29 (1)
	Notes: The information in this table will assist you when developing your TSP.


Under Regulation 2.29(1), your TSP must set out the following information and procedures for managing security at your facilities:

· the security management structure of your organisation and security management arrangements;
· roles and responsibilities of SCOs, security staff, contractors and responding agencies with security responsibilities, as well as the roles and responsibilities of other staff who have been assigned security duties and responsibilities; and
· roles and responsibilities of any Commonwealth/State/Territory agencies, and local authorities, that have security duties at your facilities.

You may provide an organisation chart as well as a list of job titles and brief descriptions. This can be provided as Annex D.
[Please remove this table before submitting your TSP]


Organisational security structure

[Insert your text here]

Example Text
Example only: 
[Aircraft Operator (Legal entity name)]’s security management organisational structure is detailed in Annex D. The [SCO/Operations Manager/name of other position] has overall governance and responsibility for the implementation of the TSP security measures. 
[Delete example text before submitting your TSP]
End Example Text

Security roles and responsibilities 
Reference r2.02, 2.45
Security Contact Officer ##
	Notes: The information in this table will assist you when developing your TSP.
Under Regulation 2.02 the roles and responsibilities of a Security Contact Officer (SCO) for an operator of a prescribed air service are to:

· facilitate the development, implementation, review and maintenance of the operator's TSP; and
· liaise with other AIPs on aviation security matters.
Note that the SCO for an AIP must be the participant, or an employee of the participant. If the SCO is responsible for, or has a role in any emergency response procedure, please include immediately below.

Regulation 2.45 (1) requires that the TSP set out the criteria for selecting the SCO and any training that must be given to the person selected.
The roles and responsibilities of other staff employed by the aircraft operator, contractors and any responding agencies that have been assigned particular security duties and responsibilities, must also be detailed as shown in the examples below.

NOTE: ## The section title above requires your input and relevant terminology. This must be consistent throughout all sections of the TSP. It must be clear who the security contact officer is/will be. (Remove the highlighted area in the title above)
[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text
Example only: 
The [Aircraft Operator Manager/Security Manager] has been appointed as the Security Contact Officer. 
The responsibilities of a security contact officer (SCO) include:)]
· developing, implementing, reviewing and maintaining the Transport Security Program (TSP);
· liaising with other AIPs in relation to aviation security matters and the aircraft operator’s operations;
· liaising with the Department to ensure compliance with all aviation security regulatory requirements, change of threat assessment, and any Special Security Directives or Compliance Control Directions;
· ensuring employees, contractors or other persons with aviation security related roles have sufficient knowledge, complimentary skills and any other requirements to perform their duties;
· ensuring staff are briefed on all security-related matters in relation to [Aircraft Operator name's] facilities;
· ensuring the integrity of all preventive security measures and arranging maintenance as required;
· overseeing the checking of the serviceability of all security equipment;
· advising the aircraft operator if unattended aircraft are observed without the required security measures in place;
· reporting and monitoring aviation security incidents, including threats and breaches.

· chairing any aircraft operator security committee/ security meetings.
· attending the Airport Security Committee meeting (if invited by a security controlled airport).

The SCO is selected on the basis of the following criteria:

· has a comprehensive understanding of the aviation industry;
· has and maintains an understanding of the broader aviation security environment;
· has and maintains a good understanding of aviation regulations;
· has a basic understanding of risk management; and
· undertakes all relevant security related training.
The training required by our organisation for the role of SCO is as follows:

[Insert your relevant information here]
[Delete example text before submitting your TSP]
End Example Text

Other [Aircraft Operator name] staff with security-related roles

[Insert your text here]

Example Text
Example only: 
The roles and responsibilities of all security staff, contractors and responding agencies are detailed as follows, as well as the roles and responsibilities of other staff who have been assigned security duties and responsibilities: 
[Assistant Security Officer/Senior Officers/Security Officers] are supervised by and report to the [Aircraft Operator Manager/SCO]. 
Their duties require them to:

· perform, and report on daily inspection of the aircraft;
· brief staff on security related matters such as changes in security environment when directed by the [Aircraft Operator Manager/SCO];
· [report/investigate/compile] all security breaches, threats or aviation incidence reports for the [Aircraft Operator Manager/SCO].
They also assist the [Aircraft Operator Manager/SCO] in:

· the development, implementation, review and maintenance of the [Aircraft Operator name] TSP;
· liaison with other AIPs in relation to aviation security matters;
· the coordination with other AIPs and stakeholders to ensure all aspects of aircraft operations are covered by the TSP;
· the coordination with the Department’s state and national staff to ensure regulatory compliance.
OR

Example only: 
Secondary reporting officer/maintenance worker:

· reports to [SCO] regarding any security incidents; 
· provides feedback to [SCO] regarding application and effectiveness of security measures in [Aircraft Operator name] TSP.

[Delete example text before submitting your TSP]
End Example Text

Contractors

[Insert your text here]

Example Text
Example only: 
[Aircraft Operator name] does not have any arrangements or contracts with private or secondary businesses to undertake security roles at the [Aircraft Operator name's] facilities.
OR

Example only: 
[Aircraft Operator name] has an [arrangement/contract] with a [insert name here] which is a private or secondary businesses employed to undertake security roles. The details of the organisation and their role and responsibility is detailed as follows (could be submitted as an Annex if preferred] :
[Delete example text before submitting your TSP]
End Example Text

Other agencies with security or incident response roles

	Notes: The information in this table will assist you when developing your TSP.

Include all relevant Commonwealth, State and Territory agencies that provide security roles at your aircraft operations facilities and/or a response to an aviation security incident and specify what their roles and responsibilities are.

Consultation should be undertaken to ensure that all parties clearly understand their respective roles, and the roles of the other parties.

[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text
Example only: 
The State police force responds first in a serious aviation security incident or serious threat of unlawful interference in aviation security, at [Aircraft Operator name's] facilities.
The police and/or the State Emergency Service (SES) would be involved only if a breach in security occurs, or if the situation requires their respective inputs.

The [Aircraft Operator name] / local area fire and rescue services respond in the case of fires and in some other emergency situations.
The St John/local area ambulance association responds in the case of injury at [Aircraft Operator name's] facilities.
[Delete example text before submitting your TSP]
End Example Text
or
Example Text

Example only: 

We do not have any arrangements with other government departments or authorities to undertake any security roles. State law enforcement officers would be called on an as requested basis.

[Delete example text before submitting your TSP]
End Example Text

2.3. Document control 
Reference: r2.29 (3) and 2.42
	Notes: The information in this table will assist you when developing your TSP.

Regulation 2.29(3) requires the TSP to outline procedures for controlling and protecting the TSP and other security information, including compliance information, against unauthorised access, amendment and disclosure.
This section is related to the document control record, detailed after the table of contents, but requires additional information advising how you control your security documentation and who has responsibility for this.
Such measures could include:

· safe storage of the TSP, for both hard and electronic copies of the document, such as computer security policies; 
· reference to the security classification of the document.
You must provide details of the following:

· the person or people who are authorised to access the information in the security risk assessment and TSP;

· the person or people who are authorised to issue copies of the TSP;

· the person or people who are authorised to amend the TSP;

· measures for returning and destroying outdated TSP documentation (both hard and electronic copies);

· measures to record the issue of copies of the TSP (both hard and electronic copies).
Further, Regulation 2.42 requires an aircraft operator, within their TSP, to state their measures and procedures to control access to operational documents such as baggage tags, boarding passes and tickets. This also includes electronically produced documents.
[Please remove this table before submitting your TSP]


Document protection

[Insert your text here]

Example Text
Example only: 
The [Aircraft Operator (legal entity name)] TSP and local security risk context statement is classified as a controlled document and restricted to those who need to know. The TSP and related security documentation are marked Security–In–Confidence. 
The Aircraft Operator Manager/SCO has the authority and is responsible for:

· the protection of the TSP; 

· determining who has access to the TSP;

· the approval of electronic access to the TSP;

· determining who is authorised to amend the TSP;

· the distribution, return and destruction of all TSP copies;

· the recording of the movement of all TSP copies; and
· determining the security classification of other aviation security information within this organisation.
Hard copies of this TSP will be securely stored in the strong room/safe/lockable filing cabinets in the [Aircraft Operator (legal entity name)] offices.

The TSP distribution record is maintained as part of Annex E to this TSP.
Electronic copies of this TSP are stored on a secure computer system with password access to authorised personnel only. All employees with access to the TSP are advised of the security classification and storage requirements.

The frequency of the password changeover is undertaken monthly/quarterly/whenever someone leaves the organisation /in line with the organisation's standards which state that (fill in the organisation's standard).
Other security information with the same classification as the TSP will be protected against unauthorised access, amendment and disclosure through the same measures applied to the TSP.
Records of who has electronic access will be part of the TSP document control records - Annex E/listed below/maintained and kept secure by the Aircraft Operator Manager/SCO/IT Manager.
[Delete example text before submitting your TSP]
End Example Text

Document control procedures

[Insert your text here]

Example Text
Example only: 
This TSP is not to be distributed to, read by or be made available to any persons other than those who are authorised to know its content. 
In general, and consistent with the [Aircraft Operator (legal entity name)] document control procedures and the requirements of the Act and Regulations, access to information contained in the TSP is restricted to persons who have a ‘need to know’.

The [Aircraft Operator (legal entity name)] document control procedures apply to the return and destruction of outdated program documentation. These provisions apply equally to hard copies of program documentation and electronic copies.

A TSP destruction record is maintained as part of Annex E to this TSP.
[Aircraft operator name] staff must ensure that boarding documents such as boarding passes, bag tags, tickets and electronically produced documents are securely locked away from public access when not in use.
[Delete example text before submitting your TSP]
End Example Text
2.4. Audit and review 
Reference: r2.30
	Notes: The information in this table will assist you when developing your TSP.
 Under Regulation 2.30 the TSP must set out procedures for quality control including:

· a schedule of audits;

· procedures for carrying out an audit;

· selection process for appointing auditors;

· procedures for reviewing the TSP and consultation during such a review; 
· the circumstances that will require a review of the TSP (including the occurrence of an aviation security incident); and
· record keeping. (Regulation 2.30 (2) requires that audit records be kept for seven years and review records for three years)
[Please remove this table before submitting your TSP]


Purpose of an audit
[Insert your text here]

Example Text
Example only: 
A reference to an audit in this section is a reference to an examination of security measures under the TSP to find out whether the measures have been implemented correctly. This is a verification of the measures and processes within the TSP and a method of ensuring continuous improvement of both the TSP and the audit process.
[Delete example text before submitting your TSP]
End Example Text

Schedule of audits
[Insert your text here]

Example Text
Example only: 
An external audit of the [Aircraft Operator (legal entity name)] TSP will be conducted by an independent auditor. This auditing process will occur [yearly/every two years] and be conducted using an agreed procedure.
The independent auditor will be selected using standard [Aircraft Operator (legal entity name)] procurement procedures, but the selection criteria for the auditor must include the following requirements:

· an understanding of aviation security;
· an understanding of the Act and Regulations;
· must be independent of the development of this TSP: and,

· have completed [ISO 19011:2002 auditor training or equivalent.]
[Aircraft Operator (legal entity name)] will also undertake internal audits on security measures and procedures to test compliance with the [Aircraft Operator name] TSP. This will utilise a set audit form and conform to legal entity/owner organisational standards. 
[Delete example text before submitting your TSP]
End Example Text

TSP reviews
[Insert your text here]

Example Text

Example only: 

The Security Contact Officer (SCO) will also ensure scheduled and unscheduled internal reviews of the [Aircraft Operator (legal entity name)] TSP are undertaken as part of the maintenance of the TSP.

Scheduled reviews will be conducted annually and require the [SCO] to undertake an assessment of the current security measures and procedures to consider if they are adequate to meet the requirements of the current Local Risk Context Statement.

Consideration is given to options for continuous improvement in security measures and procedures, and implemented if warranted. 
Reviews will include consideration of and (where required) consultation on the following:

· any results from previous audit and reviews
· any changes in the Local Security Risk Assessment
· any changes in TSP coverage
· any results from drills and/or exercises conducted
· results from investigation of any aviation security incidents by [Aircraft operator name]; and

· any changes in the regulatory requirements.

An unscheduled review will occur if:

· there is a change of the security threat level for the [Aircraft Operator name];
· an aviation security incident occurs at [Aircraft Operator name];
· there is a major change in operational profile of [Aircraft Operator name];
· a change in ownership or organisational structure; or
· directed by the Department to do so.
[Delete example text before submitting your TSP]
End Example Text

Audit and review reports and records
[Insert your text here]

Example Text
Example only: 
The TSP audit report will be presented to the Aircraft Operator security committee / meeting / management meeting for consideration of its findings. The report will be marked 'Security-In-Confidence' and will be stored securely in line with the requirements within this TSP.
Records of all external and internal TSP audits will be marked 'Security-In-Confidence' and kept for seven (7) years.
Records of all internal TSP reviews will be marked Security-In-Confidence and kept for three (3) years.
[Delete example text before submitting your TSP]
End Example Text

2.5. Security training and awareness 
Reference: r2.45 (3) (c), 2.45(1)(b) and 2.45(4)
	Notes: The information in this table will assist you when developing your TSP.
Your TSP must set out details of aviation security training programs provided to staff with a need to know. 
See: Regulation 2.45(3)(c) and 2.45(1)(b).
Include details about:
· general security-related training;
· threat-specific training;
· contingency plan exercises, and exercises designed to test readiness to respond to an act of unlawful interference with aviation.

Describe the measures you use to ensure your staff are aware of:

· the reasons for preventive security;
· the need to understand threats;
· the method used in your operations to report any suspicious or unlawful threats to aviation security.
[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text
Example only: 
All staff (including the SCO) who need to know be given security awareness training during induction, and then annual ongoing security awareness training, or as directed by the SCO. The emphasis of this training will include:

· understanding the layout and zones at security controlled airports from which we operate;
· the roles and responsibilities of all security aspects at [Aircraft Operator name's] facilities;
· basic preventive security measures including access control and Aviation Security Identification Card (ASIC) and Visitor Identification Card (VIC) requirements;
· a brief on the general contents of the TSP;
· security management and Airport Security Committee (ASC) structure;
· potential risks both airside and landside;
· the restrictions on possession/use of firearms, weapons and prohibited items;
· a general outline of the requirements of the Act and Regulations; and

· the reporting procedure, and points of contact relating to aviation security incidents, suspicious activities or security breaches.

· Place any more detail here that you believe is relevant

All staff will be encouraged to access any training made available by the Department.

Records of training will be maintained according to [Aircraft Operator name] established training record procedure.

In addition to specific training, all staff members will be subject to annual reviews of performance and identification of future training requirements.

Records of all security related training undertaken by [Aircraft Operator name] staff will be maintained by the [Aircraft Operator name] Manager and will be kept for a period of seven (7) years.

[Delete example text before submitting your TSP]
End Example Text

Drills and exercises
	Notes: The information in this table will assist you when developing your TSP.
The complexity of the transport environment means that coordination of all those working in the industry is a challenging task. However the identification of roles and responsibilities through preventive security exercises is extremely beneficial.

[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text
Example only: 
The [Aircraft Operator name] will conduct a security threat/ breach exercise or a table top exercise annually. 
External agencies and other AIPs at [Aircraft Operator name's] facilities are responsible for conducting their own exercises but may be invited to participate in the airport contingency plan exercises.

Reports from these exercises and/or drills will be kept by the [SCO] and will be presented to the [Aircraft Operator security committee/meeting/management meeting].
[Delete example text before submitting your TSP]
End Example Text

2.6. Communication and consultation 
Reference: s16(2)(g), r2.29 (2)
	Notes: The information in this table will assist you when developing your TSP.
Under section16(2)(g) of the Act, the TSP must set out the Consultation that was undertaken during the development of this TSP.

Under regulation 2.29(2), the TSP must, for the purpose of coordinating security-related activities, set out a mechanism for consultation between:

· the operator and the operator of any security controlled airport at which the operator has a facility;
· the operator and its employees or their representatives regarding security measures and procedures; and
· the operator and relevant third parties (e.g. police, tenants and lessees) for the purposes of co-ordinating security related activities.
 [Please remove this table before submitting your TSP]


Methods for communication and consultation – with employees

[Insert your text here]

Example Text
Example only: 
The [Aircraft Operator name] Manager/SCO is responsible for ensuring there is ongoing and effective communication and consultation between the aircraft operator and its employees regarding security measures and procedures at the aircraft operator’s facilities and their operations.

This communication to employees will be by way of emails, staff bulletins, regular staff meetings or ad hoc meetings as required.

The [Aircraft Operator name] Manager/SCO may invite staff to attend aircraft operator security meetings.

[Delete example text before submitting your TSP]
End Example Text

Methods for communication and consultation – with third parties

[Insert your text here]

Example Text
Example only: 
The [Aircraft Operator name] Manager/SCO is responsible for ensuring there is ongoing and effective communication between the aircraft operator and;

· relevant third parties such as police, emergency services and fuel providers; and

· operators of security controlled airports at which we have a facility.
This communication will be by way of emails, letters, attending ASC meetings or ad hoc meetings. The [Aircraft Operator name] Manager/SCO will ensure up to date contact details for all relevant third parties are maintained.
Relevant third parties may be invited to be members of, or to attend, aircraft operator security meetings.
[Delete example text before submitting your TSP]
End Example Text

Consultation for the development of the TSP

[Insert your text here]

Example Text

Example only: 
The consultation undertaken in the development of this TSP with other AIPs who are covered by, or operating under, the TSP, is shown in the Local Security Risk Context Statement provided in Annex A.
OR

Example Text
Example only: 
The development of the TSP included consultation with the organisations listed in the table below:

	Organisation
	Role
	Responsibility

	Legal entity/owner
	
	Is the owner of the prescribed air service.

	[Aircraft operator name] 
	Aircraft operator
	Administrative and security operations of the prescribed air service.

	Aircraft Operator employees
	Line management

Operational staff

Contractors
	Supervision of the prescribed air service policy

Security operations



	State/Territory police 
	Enforcement of State/Territory law
	Undertake enforcement duties.
Inspection of the [Aircraft Operator Name] operations daily/monthly and receive briefings from the SCO on procedures, responses.

	[insert name of any aviation participant who is covered by, or operating under, the TSP]
	
	


[Delete example text before submitting your TSP]
End Example Text

2.7. Summary table of human factor measures (optional)
	Notes: The information in this table will assist you when developing your TSP.
The following table may be beneficial as a summary of the measures listed above, which may provide a level of quality assurance. If used, please ensure any additional measures are included.
If not used, please delete this section 2.7 from your submission.
[Please remove this table before submitting your TSP]


	Area of mitigation
	Security measures
	Confirm- Yes/No/Not Applicable

	Organisation
	A description or organisational chart is included
	

	Roles and responsibility
	A Security Contact Officer (SCO) has been appointed and role detailed
	

	
	All other staff with security- related roles are detailed 
	

	
	Contractors with security- related roles are detailed
	

	
	Responding agencies with security related roles are detailed
	

	Audit and review
	External audits schedule is noted
	

	
	External auditor selection criteria detailed
	

	
	Internal reviews are conducted in a schedule
	

	
	Unscheduled review criteria detailed
	

	
	Audit and review reports are confidential and retained
	

	Training and awareness
	Induction training includes a security awareness component
	

	
	Aviation security awareness training is ongoing
	

	
	Training records are maintained
	

	
	Drills and exercises are undertaken on a regular basis
	

	
	Screening training has been undertaken or is available
	

	Consultation
	Methods of internal consultation and communication are detailed
	

	
	Consultation during the TSP development with all relevant parties is detailed
	


3. Key security outcomes : basic preventive security
	Notes: The information in this table will assist you when developing your TSP.
The basic physical security, layered security measures and defence in depth principles are very important security elements.

The body (text) of this section should only contain the current, relevant accurate security measures and processes of your operation. If you have multiple sites under your legal entity control and they are incorporated in this TSP, any differences between sites should be highlighted.
The table at the end of this section can be used as a qualitative check on your processes and measures. 
[Please remove this table before submitting your TSP]


 [Insert your text here]

3.1. Purpose
Example Text
Example only: 
The Basic Preventive Security section of this TSP contains all of the security measures which address the legislated requirements (and any additional measures) for:

· airport security zones
· access control security measures; and

· unauthorised access (security incident response) capability.

[Delete example text before submitting your TSP]
End Example Text

3.2. Access Control and physical Security Measures – facilities, areas and zones
Reference: r2.32
	Notes: The information in this table will assist you when developing your TSP.
Regulation 2.32 requires the aircraft operator to set out details within their TSP of all relevant information pertaining to their access control and physical security measures. List all physical and electronic methods of monitoring and controlling access to airside and landside security zones (if relevant) as well as the measures to detect and deter unauthorised entry, and movements within restricted areas and your aircraft.
The TSP must set out the security measures and procedures to be used for each of the operator’s facilities, including measures and procedures to:
· control access to aircraft and facilities and maintain the integrity of access control systems; and

· deter and detect unauthorised access into the airside area by people, aircraft, vehicle or things; and

· deter and detect unauthorised access into the airside security zone by people, aircraft, vehicle or things (if relevant to your operation); and

· deter and detect unauthorised access into a landside security zone by people, vehicle or things (if relevant to your operation); and

· be applied to unattended aircraft; and

· assess, identify and respond to unknown substances; and

· investigate, secure and remove unattended or suspect vehicles, aircraft or things, including baggage and cargo; and

· ensure the security of passwords, keys and key lists, electronic access cards, and other security privileges.
You must detail which measures and procedures you have implemented within each of your facilities.  For measures and procedures that have not been implemented as yet within your facilities, please include a timetable for implementation as per your Security Risk Assessment at Annex I.
If the elements listed above are not applicable you may list as N/A (not applicable) or discuss with an OTS regional office representative.

	Access control arrangements that will need to be described in detail may include: 
· fencing, doors and gates;
· photographic identification systems for authorised access including the display of this identification; 
· vehicle inspection and entry arrangements;

· computerised systems;

· assets secured by padlocks or coded access arrangements;
· regular inspection of gates and/or controlled doors.
Regulation 2.32(1) (b), (c) and (d), requires that an aircraft operator's TSP set out security measures and procedures to deter and detect unauthorised access into the airside area, and airside and landside security zones by people, vehicles or things (and in relation to airside areas and airside security zones - aircraft). The TSP must also set out security measures and procedures to be used within each of the operator's facilities to control access to aircraft and facilities and maintain the integrity of access control systems .


	Examples of security measures and procedures in this context could include:

· security/safety street lighting;

· locks, and other devices to secure aircraft;

· control of access to airside;

· regular inspection/patrols by airport staff/security guards; 
· other ways of securing aircraft.

	 [Please remove this table before submitting your TSP]


Access gates 
	Notes
Do you have any access gates that are controlled by you that provide access to the airside area or airside zones? 
How do you control these gates? 
Identify if any gates are staffed and if so for what duration? 
Is there any CCTV available at the airport that may provide coverage of the perimeter gates? 
What inspection regime is in place to determine that any automated gates are inspected and maintained? 
The following are various examples of what can be included, if relevant to your operations.

[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text

Example only: 

Not applicable – we do not have control of any access control gates.
[Delete example text before submitting your TSP]
End Example Text
Or

Example Text
Example only: 
[Aircraft Operator name] restricts all pedestrian and vehicle access to the airside area through gate(s) [Insert your gate number or reference here]. All access gates forming part of the security fence line are clearly identified. These gates remain locked when not in use and are subjected to [routine/random] inspection. 
Access is granted through specific gates for certain classes of vehicles and staff of aircraft operators or organisations such as catering and fuelling vehicles, fire fighting and rescue personnel and oversize vehicles.

· Gates [specify] are equipped with card and/or remote control access;
· gates [specify] are equipped with card and/or key pad access and egress only;
· gates are alarmed.
Persons, other than intending passengers, authorised to access the gates to the airside area are issued with either a:

· remote control device for the [insert relevant gate number/references];
· a pedestrian gate access card/code for [insert relevant gate number/references];
· a key to vehicle access gate for [insert relevant gate number/references]; or

· keys to the passenger terminal doors [insert relevant gate number/references].
The [SCO] authorises access and issues remote controls, the key pad access code and keys and maintains a register of persons who have been issued with remote controls and/or keys. Access codes for the pedestrian gates are only issued when a need for access can be established, with the code changed on an [regular/irregular] basis and when staff leave.

Gate keys will only be issued to emergency services organisations and Aviation Security Identification Card (ASIC) holders. Persons who no longer require airside access are expected to return both their ASIC and gate key to the [SCO].

Where doors are the access into the airside security area, such doors will be equipped with an alarm device that will indicate both audibly and visually when the door is being forced, held open, left open, damaged or is otherwise insecure.

The alarms will enable:

· a timely alert and response in such instances;
· consistent application of the [Aircraft Operator name] response policy.
The response to door alarms will be by [SCO] who will attempt to secure the door if possible and report [detail your reporting process here]
[Delete example text before submitting your TSP]
End Example Text

Inspections at access gates 
	Notes: Is there a process that determines and controls who has access to the security controlled areas?
Is there any vehicle inspection that you undertake?

The following are various examples of what can be included if relevant to your operations; only write about those which are relevant to your operations. 
[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text
Example only: 
All persons accessing the airside of [Airport name] through a gate that we control must:

· be an intending passenger and be supervised by a pilot or an aircraft operator employee/agent; or

· hold and correctly display a current Aviation Security Identification Card (ASIC) and have a lawful reason to be airside; or

· hold and correctly display a current Visitor Identification Card (VIC) and be supervised by a person who holds and displays a current ASIC;
unless exempted by law.

Vehicles accessing the security restricted area are/are not subject to an inspection process. This process requires that all persons, vehicles and goods entering the security restricted area via gate [specify] are inspected on a continuous/random basis by the airport/us. 
Such vehicles are restricted to the apron and light aircraft parking areas for the purposes of loading, unloading or servicing aircraft. [Airport name] staff involved in airport operations and maintenance may access the entire security restricted area.

Persons wishing to access the security restricted area with ‘tools of trade’ are vetted for their reasons and need to take such items into the security restricted area. In circumstances where the need for ‘tools of trade’ to be allowed into the security restricted area cannot be justified, such items will not be allowed into the area. These decisions will be based on the legislated requirements within the Act and Regulations.
[Delete example text before submitting your TSP]
End Example Text

Authorised access and identification methods

	Notes: Who has access to the relevant areas and what method of identification and measures are in place to restrict access to authorised personnel?
The following are various examples of what can be included, if relevant to your operations.

[Please remove this table before submitting your TSP]


To detect and deter unauthorised access into airside areas by people, aircraft, vehicles or things
[Insert your text here]

Example Text
Example only: 
The airside of [Aircraft Operators name] operational [facility/facilities] and the secure areas of security controlled airports that we operate from/to can only be entered by:

· an intending passenger who is supervised by a pilot or an aircraft operator employee/agent; or
· a person who has arrived on board an aircraft that disembarked its passengers into the airside area and who is supervised by a pilot or an airline employee/agent; or
· a person who holds and displays a current Aviation Security Identification Card (ASIC) and has a lawful reason to be airside; or

· a person who holds and display sa current Visitor Identification Card (VIC) and who is supervised by a person who holds and displays a current ASIC; or

· an exempt person under Regulation 3.13; or

· a vehicle driven by:



(i)  a person who is authorised to enter the area and who:




(a) 
properly displays a valid ASIC; or




(b) 
properly displays a valid VIC and is supervised by someone authorised to enter the 



area who properly displays a valid ASIC; or

· 
(ii)  an exempt person under Regulation 3.13.
Aviation Security Identification Cards (ASICs) and Visitor Identification Cards (VICs) must be displayed within [our facility/the airside section of our facility] and the secure areas of security controlled airports that we operate from/to.
The provision and registration of VICs to visitors and [Aircraft Operator name] staff is controlled by the [SCO) of our business/by airport staff]. 
Airside access at security controlled airports is via [locked doors/gates/access PIN].

[Aircraft Operator name] staff are trained to challenge [and report to the appropriate authority] all instances where unauthorised access occurs.

Vehicles and other things entering the airside area are subject to the following checks [detail your checking procedures here].

Patrols of our operational facilities are performed by the [SCO/others staff with security responsibilities] during operational hours.  Outside of operational hours patrols are conducted by [provide detail here of what procedures you have in place out of hours].
[Delete example text before submitting your TSP]
End Example Text

To detect and deter unauthorised access into airside security zones by people, aircraft, vehicles or things
[Insert your text here]

Example Text

Example only: 

The airside security zone of [Airport Name] can only be entered by:

· an intending passenger who is supervised by a pilot or an aircraft operator employee/agent; or
· a person who has arrived on board an aircraft that disembarked its passengers into the airside area and who is supervised by a pilot or an airline employee/agent; or
· a person who holds and displays a current Aviation Security Identification Card (ASIC) and has a lawful reason to be airside; or

· a person who holds and displays a current Visitor Identification Card (VIC) and who is supervised by a person who holds and displays a current ASIC; or

· an exempt person under Regulation 3.13; or

· a vehicle driven by:



(i)  a person who is authorised to enter the area and who:




(a) 
properly displays a valid ASIC; or




(b) 
properly displays a valid VIC and is supervised by someone authorised to enter the 



area who properly displays a valid ASIC; or

· 
(ii)  an exempt person under Regulation 3.13.
Airside access at security controlled airports is via [locked doors/gates/access PIN].
Aircraft operator staff are trained to challenge [and report to the SCO and appropriate authority] all instances where unauthorised access occurs.

Vehicles and other things entering the airside area are subject to the following checks [detail your checking procedures here].

Patrols of our operational facilities are performed by the [SCO/ others staff with security responsibilities] during operational hours.  Outside of operational hours [provide detail here of what procedures you have in place out of hours].
[Delete example text before submitting your TSP]
End Example Text

Landside security zones:

Notes: What landside security zones are in place at the airports you operate at? 
What measures are in place to restrict access to the relevant areas, and what method of identification and measures are in place to restrict access to authorised personnel?
The following are various examples of what can be included, if relevant to your operations.

If there is no landside security zone in effect, then delete any reference to the three zones listed below. 

[Please remove this table before submitting your TSP]
[Insert your text here]

Example Text

Example only: 

There are no landside security zones in operation at [Airport Name].
OR
Example Text

Example only: 
The measures and procedures to deter unauthorised access to the landside security zone within our operational facility at [Airport Name] include:
[insert your procedures here]
Signs 
	Notes: The following is a summary table of all the signs required under the Regulations. It can be left in its entirety or adapted to your operational requirements.

[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text

Example only: 

There are no signage requirements at any of our operational facilities.
OR
Example Text

Example only: 

Signage requirements at our operational facilities are controlled by the operator(s) of the security controlled airport(s).

[If this does not occur at all of your operational facilities, specify those where it does]
OR
Example Text

Example only: 

Signs will form part of the physical access control measures for airside areas and zones. The following table is a summary of legislated signage requirements.
[If this does not occur at all of your operational facilities, specify those where it does]

Signs will be put in place after consultation with the relevant security controlled airport [SCO/Airport Manager].
	Area/Zone
	Description

	Airside area and enhanced inspection areas

	Unauthorised entry prohibited signs will be affixed to the barrier to ensure anyone approaching the barrier will be able to see at least one sign, no matter where they stand.

Unauthorised possession of weapons prohibited signs will be in place and clearly visible to anyone approaching any access point into the airside area.
[Signs will be displayed at any enhanced inspection area screening point in accordance with the Regulations]

	Airside security zone

	Security restricted area
Unauthorised entry prohibited signs will be permanently fixed in place at the boundary of the zone so that anyone approaching the zone will be able to see clearly at least one sign from every entrance to the zone. Where there is a barrier in place, or where no barrier exists, the signs are placed so that anyone entering the zone has reasonable warning that it is a security restricted area.

	Landside security zones

	Sterile areas
Unauthorised possession of weapons or prohibited items prohibited signs will be in place and clearly visible so that anyone entering the zone knows that it is a sterile area.

	
	Fuel storage zone

Air traffic control facilities zone

The above zones will have Unauthorised possession of weapons or prohibited items prohibited signs permanently fixed in place and clearly visible so that at least one sign can be seen from every point on the boundary. Those signs will also include the relevant zone description.

	
	Navigational aids zone

The above zone will have Unauthorised possession of weapons or prohibited items prohibited signs permanently fixed in place and clearly visible so that anyone entering the area knows that it is a navigational aids zone. Those signs will also include the zone description.

	The format of the signs conforms to Regulations 3.15, 3.16, 3.17B, 3.20, 3.22-23 and 3.25.


[Delete example text before submitting your TSP]
End Example Text
CCTV coverage

	Notes: The following is an example of what can be included, if relevant to your operations.

[Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text
Example only: 
CCTV is in operation at [Aircraft Operator name] in the following locations:

· perimeter access points
· aircraft parking bays
· our facilities; and
· other [specify]
CCTV coverage is retained on a tape/disc/hard drive for a period of [30 days/3 months].
OR

Example only: 

 [Aircraft Operator name] does not use or maintain CCTV.

[Delete example text before submitting your TSP]
End Example Text

Security patrols 
	Notes: The following is an example of what can be included, if relevant to your operations.

[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text
Example only:

Patrols of our operational facilities are performed by [SCO]/contracted security personnel/other [specify] on a [daily/hourly] basis.
Inspection of the perimeter fencing is undertaken by [SCO] on a [daily/hourly] basis.
Out of operational hours, security patrols are not conducted/conducted by the local police authority/contracted security personnel/other [specify].
[Delete example text before submitting your TSP]
End Example Text
Unauthorised access to airside areas, airside security zones and/or landside security zones 
[Insert your text here]

Example Text
Example only: 
Detection of any unauthorised access and/or activity in a security restricted area will result in the immediate removal of the unauthorised person or vehicle by [local police authority/contracted security personnel/SCO].
All incidents of unauthorised access are recorded by the [SCO/Aircraft Operator name Manager].
or
Example only: 
Immediate action is to be taken to remove any unauthorised persons or vehicles on airside. In the event that any unauthorised person is found to be uncooperative, the police/airport staff should be contacted.

[Delete example text before submitting your TSP]
End Example Text
or

Example only: 

 Not applicable – there are no landside security zones at any of the airports from which we operate.
[Delete example text before submitting your TSP]
End Example Text

3.3. Access control security measures – aircraft
Reference: r2.34 and r2.39
	Notes: The information in this table will assist you when developing your TSP.
Regulation 2.39 requires the operator of a prescribed air service to detail how they will ensure the security of their aircraft.  This includes:

· measures and procedures to prevent unlawful carriage of a firearm, another weapon or a prohibited item, including the procedures:
·      for the pre-flight security checks required under Part 4 of the Regulations;
·      to ensure the security of an aircraft after a pre-flight security check; and

·      to respond to the detection of a firearm, another weapon or prohibited item;
· measures and procedures to deter unauthorised access to aircraft at all times;
· measures and procedures to ensure that access to an aircraft’s flight deck is controlled to prevent unauthorised access at all times;
· measures and procedures to assess, identify and respond to unknown substances (this is covered in section 4: resolution of suspicious behaviour);
· measures to investigate, secure and remove unattended and suspect items, including baggage and cargo;
· measures and procedures to maintain the security of stores.

	Regulation 2.34 requires the operator to set out in the TSP their passenger check-in and boarding procedures, including procedures for dealing with any anomalies in passenger reconciliation that may arise during check-in or boarding.
[Please remove this table before submitting your TSP]


Pre-flight
	Notes: The following is an example of what can be included, if relevant to your operations.
[Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text

Example only: 
We undertake:

· a visual inspection of the flight deck, passenger cabin of the aircraft, including catering and food preparation areas, toilets and crew rest stations, as well as the cargo hold; and
· an examination of containers and receptacles in the crew and passenger cabin in the aircraft, including the opening and inspection of passenger and crew baggage lockers, hatches,  equipment locker and cupboards; and
· a visual inspection of the exterior of the aircraft, including wheel wells; for any obvious anomalies or signs of tampering.

[Delete example text before submitting your TSP]
End Example Text
Check-in and boarding procedures

	Notes: The following is an example of what can be included, if relevant to your operations.

You are required to set out passenger check-in and boarding procedures, as well as any procedures you have in place for dealing with any anomalies in passenger reconciliation that may arise during check-in and boarding.
[Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text

Example only: 
Check-in is conducted manually by marking off passenger names as they arrive at the check-in counter. Passengers must check in individually. Photographic identification of the passenger must be viewed by the check-in staff. There is no third party or group check-in.
The airline operator’s security measures for passenger check-in and boarding include:

• Confirmation that the boarding pass and bag tag (attached to each piece of baggage) matches the name and destination of the booking;
• for airports with no electronic facilities – boarding passes are carried on the inbound flight by the

[senior cabin crew member] and handed to the [Aircraft Operator name/Agent] on arrival.
Our check-in [staff/agent] asks the passenger the following questions –

• Are you carrying dangerous goods?

• Do you have on your person or in your checked/cabin baggage, any firearms, other weapons or sharp objects e.g. knives, scissors, nail file and other sharp objects?
Boarding is supervised by terminal staff and the [co-pilot/pilot/crew member/customer service attendant].
A head count is conducted as passengers leave the terminal to board the aircraft and also on board the aircraft.  If a checked-in passenger did not board the aircraft then their baggage will be identified and offloaded.

[Delete example text before submitting your TSP]
End Example Text

Anomaly in passenger reconciliation during check-in

	Notes: The following is an example of what can be included, if relevant to your operations.

 [Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text

Example only: 
If an anomaly occurs during check-in (any issues pertaining to the passenger’s identification, passenger not answering check-in questions satisfactorily and other unsatisfactory behaviours) then the check-in operator will contact the [Aircraft Operator name manager/SCO] to seek direction.

Check-in staff shall refuse to check-in a passenger if that passenger may present a risk to the safety or security of the passengers or aircraft during the flight (such as a passenger making threats to [Aircraft Operator name] staff, passengers, facilities or aircraft).
[Delete example text before submitting your TSP]
End Example Text
Passenger boarding and disembarkation

	Notes: The following is an example of what can be included, if relevant to your operations.

 [Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text

Example only: 
Departure doors/gates must be closed and locked until the boarding call has been made and a [customer service officer/crew member] is in attendance at the gate. Only persons with a valid ASIC (and a lawful reason to be in the airside security zone) and passengers with a valid and verified boarding pass (correct flight number, date and other legislated requirements) may proceed from the boarding gate into the airside area and on board the aircraft.
Passengers embarking and disembarking must be supervised by a [crew member/customer service officer] at all times. Mixing of screened and unscreened passengers must not occur. [Aircraft crew] will observe passengers boarding and disembarking to ensure that mixing does not occur.
[Delete example text before submitting your TSP]
End Example Text
Anomaly in passenger reconciliation during boarding

	Notes: The following is an example of what can be included, if relevant to your operations.

 [Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text

Example only: 
If an anomaly in passenger reconciliation occurs during boarding we will:

Explain measures and procedures here such as extra head counts, advising the SCO, verification of passengers and baggage, or offloading passengers and baggage.

 [Delete example text before submitting your TSP]
End Example Text
Passenger and checked baggage reconciliation

	Notes: The following is an example of what can be included, if relevant to your operations.

It is a requirement that you explain your measures and procedures to ensure that checked baggage on an aircraft belongs to the passengers on the flight.

Under Regulation 2.38 your TSP must:

· describe the details of the equipment used to reconcile passengers and their baggage; and

· describe the procedures to ensure that the baggage of any passenger who fails to board a flight is offloaded before the aircraft departs; and

· procedures to clear checked baggage that has been offloaded from one aircraft before it is reloaded onto another aircraft.

Your TSP must also describe procedures to identify unaccompanied baggage and any additional security measures to be applied to such baggage, including details of the procedures and equipment used to screen it.

 [Please remove this table before submitting your TSP] 


[Insert your text here]
Example Text

Example only: 
A head count is conducted as passengers leave the terminal to board the aircraft. If a checked-in passenger did not board the aircraft, then their baggage will be identified and offloaded. Positive identification of the baggage to be offloaded is made by checking the individual baggage tag, which would have been attached at the point of check-in. This is conducted by [insert holder of role here].
Our measures for handling unloaded checked baggage are in accordance with the Act, Regulations, any written notices as they are issued (from time to time) and any written guidance issued by the Department.

Unloaded checked baggage shall not be loaded onto another flight until the passenger that failed to board claims and verifies ownership of the luggage and checks-in for the next flight.

[Aircraft Operator name] will not carry any unaccompanied baggage with the exception of rush baggage where the baggage has been accepted at check-in and has subsequently been mishandled by [Aircraft Operator name].
 [Delete example text before submitting your TSP]
End Example Text
Security of passenger and crew information

	Notes: The following is an example of what can be included, if relevant to your operations.

You must detail within your TSP the measures to ensure the protection of information about passenger and crew movements.
[Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text

Example only: 
[Aircraft Operator name] recognises the requirement to protect information about passenger and crew movements. All passenger information is confidential and is not provided to the general public. All crew information is confidential and is only available to authorised personnel from [Aircraft Operator name] operational area. Electronic passenger and air crew information is password protected on the computer system.
[Delete example text before submitting your TSP]
End Example Text
Deter unauthorised access to the aircraft at all times

	Notes: The following is an example of what can be included, if relevant to your operations.
[Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text

Example only: 
Once the pre-flight security inspection is completed, the aircraft remains in full view of [a crew member/or name other position].  It is their responsibility to ensure that the aircraft remains secure.

[Delete example text before submitting your TSP]
End Example Text

Unattended aircraft

	Notes: The following is an example of what can be included, if relevant to your operations.
 [Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text
Example only: 
When unattended, we secure our aircraft and any other aircraft within our facilities by:

· securing all external doors and hatches;.
· using wheel locks or clamps;
· lockable control locks;
· using chains and/or padlocks to secure the aircraft to a permanent tie down point; or

· storing the aircraft in a locked hangar/building;
· ladders and stairs are removed;

· external doors and hatches are closed and, where possible, locked;
· should doors be required to remain open, the aircraft is under constant surveillance by a person authorised to deny access;
· aircraft parked overnight (outside normal hours of operation) are closed, secured with padlocks, and a static guard, 
· our aircraft are placed in locked hangers;
· [detail any other/different measures here].
[Delete example text before submitting your TSP]
End Example Text
Security of stores

	Notes: The following is an example of what can be included, if relevant to your operations.
[Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text

Example only: 
[Aircraft Operator name] shall only carry an item of operator or cleaning stores where the store is provided by a regular supplier and that has been stored in a secured area. This regular supplier has received training from us with regards to our aviation security requirements.
[Aircraft Operator name] directs the regular supplier to inspect the stores for weapons or prohibited items before delivering the stores to [Aircraft Operator name]. Our staff will then inspect the items prior to loading.

All items must be secured from the time they are accepted by [Aircraft Operator name].

We keep a record of the stores obtained, and keep this record for a period no shorter than the length of the air service.
[Delete example text before submitting your TSP]
End Example Text
Security of aircraft cleaning operations and stores

	Notes: Regulation 2.40 requires your TSP to include measures and procedures to ensure the security of aircraft cleaning operations and materials to be taken on board the aircraft, and at facilities controlled by the operator.
[Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text

Example only: 
Aircraft cleaning stores are retained in secure storage areas with access restricted to authorised [staff/contractors].
All aircraft cleaning staff wear ASICs. All cleaning staff are instructed to secure an aircraft that is left unattended.

Cleaning is performed on lit aprons.

[Aircraft Operator name] staff perform a pre-flight security check prior to the commencement of the first flight of the day, after any period where the aircraft has been unattended and if the flight is the aircraft's first flight since returning to service after maintenance carried out outside the airside area of a security controlled airport.

[Delete example text before submitting your TSP]
End Example Text

3.4. Screening and clearing of persons and cabin baggage
Reference: r2.35, r2.35A
	Notes: The information in this table will assist you when developing your TSP.
If you do not operate a screened service under the legislation, and therefore do not carry out passenger or crew screening, the TSP may state ‘not applicable – screening is not required under the Act and Regulations in this section’.
If you operate any services where your aircraft leaves from the same apron as a screened service (during the operational period) you will need to insert a sub section here to set out the measures, equipment and procedures to be used. Refer to Regulations 2.35 and 2.35A

	Remove this Table before submitting your TSP 


[Insert your text here]
Example Text
Example only: 
Not applicable – screening is not required under the Act and Regulations in this section. 
[Delete example text before submitting your TSP]
End Example Text
Diplomats and VIPs

	Notes: The following is an example of what can be included, if relevant to your operations.

Do you carry diplomats or VIPs? If so, then you must detail the measures and procedures to handle them.
[Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text

Example only: 
Not applicable – screening is not required under the Act and Regulations in this context. 
[Delete example text before submitting your TSP]
End Example Text
Or

Example Text

Example only: 
Not applicable – screening is not required under the Act and Regulations in this context. 
[Delete example text before submitting your TSP]
End Example Text

Diplomatic bags

	Notes: The following is an example of what can be included, if relevant to your operations.

If you ever carry diplomatic bags you should advise of the measures and procedures to handle these bags.
[Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text

Example only: 
Not applicable – screening is not required under the Act and Regulations in this context. 
[Delete example text before submitting your TSP]
OR
End Example Text
Example Text

Example only: 
[Not applicable – screening is not required under the Act and Regulations in this context.
[Delete example text before submitting your TSP]



End Example Text
Passengers with reduced mobility or a medical condition

	Notes: The following is an example of what can be included, if relevant to your operations.

Please detail your measures and procedures to handle passengers with reduced mobility or a medical condition.
[Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text

Example only: 
[Aircraft Operator name] will handle passengers with reduced mobility or medical conditions in the following way:
· we will follow the Act, Regulations and Methods, Techniques and Equipment to be used for Screening (MTES);
· [detail your procedures here].

[Delete example text before submitting your TSP]
End Example Text
Persons in custody

	Notes: The following is an example of what can be included, if relevant to your operations.

If it is the policy of your organisation not to carry persons in custody you may state this instead of the example text provided below.
 [Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text

Example only: 
In the event that [Aircraft Operator name] was to carry a person in custody, the following measures and procedures would be implemented:

· [detail measures here. For example:
· the person in custody will be boarded first;
· the person in custody  will be given pre-assigned seats;
· the person in custody will be escorted by [insert escort here];
· the Captain and crew will be provided with details of the person in custody;
· the person in custody will not be served alcohol.]
We will comply with Division 4.5 of the Regulations with regards to persons in custody.
[Delete example text before submitting your TSP]
End Example Text

Transit passengers

	Notes: The following is an example of what can be included, if relevant to your operations.

[Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text

Example only: 
Not applicable – screening is not required under the Act and Regulations in this context. 
[Delete example text before submitting your TSP]
End Example Text
3.5. Checked baggage screening
Reference: s2.37
	Notes: The information in this table will assist you when developing your TSP
If you do not operate a screened service under the legislation, and therefore do not carry out passenger or crew screening, the TSP may state ‘not applicable – checked baggage screening is not required under the Act and Regulations in this context’.

	[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text
Example only: 
Not applicable – checked baggage screening is not required under the Act and Regulations in this context. 
[Delete example text before submitting your TSP]
End Example Text
3.6. Cargo


Reference: r2.41
	Notes: The information in this table will assist you when developing your TSP.
Do you carry cargo? If so, then you will have to consider the security of that cargo and your operations. Your TSP must set out the methods, techniques and equipment to be used for the examination of cargo if you:
· examine cargo yourself; or

· have another person, who is not a Regulated Air Cargo Agent or an aircraft operator, examine cargo on your behalf.

	[Please remove this table before submitting your TSP]


Examination of cargo

	Notes: The following is an example of what can be included, if relevant to your operations.

What are your measures, techniques and equipment used for the examination of cargo?

Note: the requirements for domestic cargo are different from the methods, techniques and equipment required for cargo consigned to an international address. Contact your relevant OTS Regional office if you require any further information.
[Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text

Example only: 
[Aircraft Operator name] does not carry cargo.

 [Delete example text before submitting your TSP]
End Example Text
OR
Example Text

Example only: 
[Aircraft Operator name] only carries cargo that has been examined and cleared in accordance with the Act, Regulations and any relevant Notices by either a:

· Regulated Air Cargo Agent; or

· an Accredited Air Cargo Agent; or

· an aircraft operator.
[Delete example text before submitting your TSP]
End Example Text
OR

Example Text

Example only: 
Cargo is only accepted on our services after the following procedures have been actioned:
[insert your methods, techniques and equipment used for examination of cargo here]

[Delete example text before submitting your TSP]
End Example Text
Procedures for the receipt and handling of cargo

	Notes: The following is an example of what can be included, if relevant to your operations.

What are your measures and procedures to be used to ensure the security of cargo at all times, including the receipt, handling, supervising and controlling access to cargo that has received clearance?
[Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text

Example only: 
[Aircraft Operator name] carries cargo.

The airline operator’s measures for the security of cargo are as follows:

· access to cargo is restricted to ground handling personnel who have a valid Aviation Security Identification Card (ASIC) or Visitor Identification Card (VIC);
· the cargo is collected airside from [insert name of RACA here] [xxx] minutes prior to the aircraft departure time;
· the cargo is kept under supervision or secured at all times;
· the cargo is loaded directly into the aircraft; and
· on arrival at the destination, the cargo is immediately unloaded and handed over to [insert name of RACA here].

Should the RACA not be at the airport for any reason, the cargo will be secured until it is collected by us.
[Delete example text before submitting your TSP]
End Example Text

Diplomatic mail

	Notes: The following is an example of what can be included, if relevant to your operations.

Do you carry diplomatic mail? If so, then you must set out the measures and procedures to be used to ensure its security.
[Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text

Example only: 
Not applicable – [Aircraft Operator name] does not carry diplomatic mail.
[Delete example text before submitting your TSP]
End Example Text

OR
Example Text

Example only: 
[Aircraft Operator name] carries diplomatic mail in accordance with the Act, Regulations and any relevant notices.
[Delete example text before submitting your TSP]
End Example Text

Suspect cargo

	Notes: The following is an example of what can be included, if relevant to your operations.

What are your measures and procedures to be used for handling and treating suspect cargo?
[Please remove this table before submitting your TSP] 


[Insert your text here]

Example Text

Example only: 
Any suspect cargo is treated as follows:

· suspect cargo shall not be loaded on to the aircraft;
· suspect cargo is returned immediately to [insert RACA name here];
· where applicable the suspect cargo shall be removed from the aircraft and handed to the [RACA] or if deemed necessary by the [Aircraft operator name], the appropriate authorities shall be notified – local emergency services, Police etc; and
·  the incident will be reported to the SCO.

[Delete example text before submitting your TSP]
End Example Text  
3.7. Screening authority
Reference: s2.35 (2)
	Notes: The information in this table will assist you when developing your TSP.
If you do not operate a screened service under the legislation, and therefore do not carry out passenger or crew screening, the TSP may state ‘not applicable – screening is not required under the Act and Regulations in this context. 

	[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text
Example only: 
Not applicable –screening is not required for our operations under the legislation.
[Delete example text before submitting your TSP]
End Example Text

3.8. Unauthorised possession of firearms, other weapons and prohibited items
Reference: r2.33, r2.39 (a)(iii)
	Notes: The information in this table will assist you when developing your TSP.
An aircraft operator’s TSP must include measures to deter and detect unauthorised possession of firearms, other weapons and prohibited items, and detail procedures for dealing with surrendered firearms, other weapons and prohibited items. A list of weapons and prohibited items is defined in the Act Section 9, and Regulation 1.07 and 1.09. For Regulations regarding weapons and prohibited items, refer to Part 4, Divisions 4.2 and 4.3.

	The TSP should describe how the aircraft operator will respond to the detection of any firearms, other weapons and prohibited items. The aircraft operator should differentiate between procedures followed by staff, other authorities and passengers. The TSP must provide details on the procedures that will be used on the ground to ensure the security of firearms and other weapons, including storage.

	The TSP must include procedures for the handling and movement of firearms and other weapons. See r2.33 (1)(c).

The TSP must also include measures and procedures for the carriage on board a prescribed aircraft (other than by an air security officer) of firearms and other weapons, as well as methods for ensuring operational staff are aware of the restrictions on the possession and use of firearms, other weapons and prohibited items within the airport. 

	 [Please remove this table before submitting your TSP]


[Insert your text here]

Example Text
Example only: 
Measures to deter the unauthorised possession of firearms, other weapons and prohibited items are:

· signage consistent with the requirements of Regulation 3.15(1)(f) and 3.15(6) of the Aviation Transport Security Regulations 2005 is displayed at every entrance to the airside so that anyone entering the airside knows that unauthorised possession of weapons in the airside is prohibited;
· [Aircraft Operator Name] staff undergo training in the requirements of Division 4.2 Weapons and Division 4.3 Prohibited Items of the Aviation Transport Security Regulations 2005, specifically the requirement that AIPs are authorised to have weapons (other than a firearm) in the airside and in landside security zones only if:
- the item/weapon is a tool of trade; and,
- the AIP takes reasonable precautions to ensure that the item/weapon remain under its control.

· regular patrols of airside areas are undertaken by the [Aircraft Operator name Manager/SCO]. These staff members are trained to detect and identify prohibited items and weapons;
· Any staff member or contractor observing a firearm, other weapon or prohibited items being carried on the airside by a person not authorised to do so must advise the [Aircraft Operator name] Manager/SCO who assesses the situation and, if necessary, requests assistance from [State/Territory] police.
[Delete example text before submitting your TSP]
End Example Text

Procedures for dealing with surrendered firearms, other weapons and prohibited items

[Insert your text here]

Example Text
Example only: 
The [State/Territory] police will be notified in any case where a firearm is surrendered. Surrendered firearms will be placed in a locked firearm cabinet until such time as they are transferred to the [State/Territory] police, the firearm owner, or other appropriate person. 
The locked firearms cabinet is located at the [Aircraft Operator Name] /nominated site. Keys to the cabinet are kept by an [Aircraft Operator name Manager/SCO].

Other weapons or prohibited items which are surrendered may, depending on the circumstances, be stored until such time as the [State/Territory] police or the owner takes custody of the item, or they are destroyed.

[Delete example text before submitting your TSP]
End Example Text

Handling and movement of firearms and other weapons

[Insert your text here]

Example Text
Example only: 
The procedures for handling or transporting firearms, other weapons and prohibited items are consistent with relevant Commonwealth, State or Territory laws.

Passengers intending to carry firearms as checked baggage, or for consignment as air cargo must make arrangements with us or a freight company, and comply with relevant Commonwealth, State and Territory legislation.

If we do approve the carriage of a firearm, it must be disabled and all ammunition removed. Firearms prepared for air transport may be carried to or from an aircraft by a representative of us in accordance with this Transport Security Program. The firearm, or other weapon will be stored [insert your procedure and location here] and the crew advised that it is onboard, and the location.
[Delete example text before submitting your TSP]
End Example Text
3.9. Summary of basic preventive security measures (optional)

Notes: The information in this table will assist you when developing your TSP
The following table may be beneficial as a summary of the measures listed above, which may provide a level of quality assurance. If used, please ensure any additional measures are included.
If not used, please delete this section 3.9 from your submission.
 Delete this table before submitting your TSP
Example Text

Example only: 

The following table summarises the basic preventive security measures in place.

	Area of mitigation
	Security measures
	Confirm- Yes/No/Not Applicable

	Fencing
	Perimeter fencing of landside/airside boundary exists
	

	
	Perimeter fencing is kept clear of any obstructions
	

	
	Perimeter fencing is regularly inspected & maintained
	

	
	Records of all fence inspections are kept
	

	Gates
	Access gates are kept locked and alarmed when not in use
	

	
	Electronically activated, unmanned gates, are inspected and maintained
	

	
	Records of inspection and any maintenance are kept
	

	
	Vehicles are inspected continuously
	

	
	Aviation Security Identification Card (ASIC) & Visitor Identification Card (VIC) holders are subject to inspection and investigation of the reason for entry into a security zone or other secure area. 
	

	
	Records of issued access devices are kept
	

	
	Records of ASICs & VICs issued are kept
	

	Signage
	The correct signs are in place on the airside barrier
	

	
	The correct signs are in place at the security restricted zone barrier
	

	
	The correct signs are in place at the landside security zone
	

	Deterrents
	Adequate lighting is installed and operational
	

	
	CCTV coverage is available, footage retained and operational
	

	
	Security patrols are undertaken
	

	
	A process to deal with unauthorised access is detailed here
	

	
	A process to deal with unattended aircraft is detailed here
	

	
	Our password and access control process is detailed here
	

	
	A list of responding agencies is detailed here
	

	Screening
	Persons and cabin baggage
	

	
	Checked baggage screening (CBS)
	

	
	Screening authority
	

	
	Unauthorised possession of firearms, weapons and prohibited items
	

	
	Procedures for dealing with surrendered firearms, weapons and prohibited items
	

	
	Handling and movement of firearms and other weapons
	


[Delete example text before submitting your TSP]
End Example Text

4. Key security outcomes : resolution of suspicious activity
	Notes: The information in this table will assist you when developing your TSP.
The ability to prevent and respond to an attack – most likely with no prior intelligence or warning – is vital. Those who work in your environment are attuned to the ‘everyday’ and are well placed to identify suspicious activity, and contribute to the disruption of terrorist activities.

Key to preventing a terrorist attack, is taking steps to ensure that all those working in your environment are empowered to report suspicious activity, and that those reports are taken seriously and resolved.

The text you include in this section should only contain relevant and accurate security measures and processes of your operation. If you have multiple sites under your legal entity control and they are incorporated in this TSP, any differences between sites should be highlighted.
Use the table at the end of this section as a qualitative check on your processes and measures.
[Please remove this table before submitting your TSP]


4.1. Purpose

Notes: The information in this table will assist you when developing your TSP.
Regulation 2.43 (2) requires that an aircraft operator's TSP set out, in an accompanying document, additional security measures and procedures available in the event of a heightened security alert, including measures and procedures for:

· responding to and investigating aviation security incidents, including threats and breaches of security; 
· reporting aviation security incidents or security breaches, including occurrences that threaten aviation security; 
· evacuation and emergency management in case of an aviation security incident, security threat or breach of security, including:
· an aircraft hijacking; and

· a bomb threat; and

· a failure of critical security equipment; and

· an external attack on an aircraft; and

· the discovery of an unknown substance on an aircraft in flight; and

· the discovery of an unauthorised person on board and aircraft in flight; and

· responding to a special security direction from the Secretary; and
· raising awareness and alertness of staff to security threats and their responsibility to report aviation security incidents and breaches; and

· any other security contingency procedures and plans.
[Please remove this table before submitting your TSP]
[Insert your text here]

Example Text

Example only: 

This section of the TSP outlines our planned security measures to meet the requirements of the Act and Regulations and respond to:
· suspicious or unusual activity, and/or substances and/or objects;

· a heightened security alert level;

· Special Security Directions and Compliance Control Directions issued by the Secretary of the Department;

· aviation security incidents;

· emergency management including evacuation.

The section of the TSP also includes:

· any other security contingency procedures and plans; and
· the procedure for raising and maintaining staff awareness to security threats and their responsibility to report aviation security incidents and breaches.
[Delete example text before submitting your TSP]
End Example Text

4.2. Response to unknown substances 
Reference: r2.32 (1)(f)
	Notes: The information in this table will assist you when developing your TSP.


In this section, explain the security measures and procedures at your business to deal with: 
· assessing, identifying and responding to unknown substances; and
· investigating, securing and removing unattended or suspect vehicles, aircraft or things, including baggage and cargo. 
Remember to set out who is involved in the process. If this involves other parties such as the police, you need to have consulted with them about this and have their agreement to your proposed methodology. 
[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text
Example only: 
If an unknown substance or unattended or suspect item is detected in the Aircraft Operator’s facilities, the incident must be reported to the [(Aircraft Operator name0 Manager/Security Contact Officer] as soon as possible. The [(Aircraft Operator name) Manager/Security Contact Officer] will then contact the police to seek further information and assistance if required.  Any suspicious unidentified substances will be left untouched and the area will be cordoned off.
Any unattended vehicles within our facilities will be reported to the [Aircraft Operator name Manager/Security Contact Officer] for assessment. The [Aircraft Operator name Manager/Security Contact Officer] will then endeavour to contact the owner through [loud speaker announcements]. If the owner cannot be readily identified within [what duration of time will you permit?] then the [police] will be notified/the vehicle will be towed to the isolated parking position. 
Refer also to section 3.2 of this TSP and the sub section titled “To detect and deter unauthorised access into airside areas by people, aircraft, vehicles or things”.
Unattended aircraft within our facilities will be dealt with [detail your measures and procedures here such as trying to identify the owner]. If the aircraft is unattended and suspicious, it will be reported to the [Aircraft Operator name Manager/Security Contact Officer] for assessment. If the owner cannot be readily identified, or if the aircraft’s presence remains suspicious even after identification of the owner, the police will be notified. If assessed that the aircraft is a risk to the airport, it will be towed to the isolated parking position. 
Any unattended items, including baggage and cargo will be reported to the [Aircraft Operator name Manager/Security Contact Officer] for assessment. If the owner cannot be readily identified then the Police will be notified.
[Delete example text before submitting your TSP]
End Example Text
Or

Example Text

Example only: 

Baggage will only be accepted at [Aircraft Operator name] check in points. Where doubt exists about the integrity of the baggage [Aircraft Operator name] staff will contact the [Aircraft Operator name SCO/Manager] immediately. The [SCO/Manager] must be satisfied that there is nothing suspicious about the passenger and the baggage, and the baggage must be examined.
Refer also to section 3.2 of this TSP and the sub section titled “To detect and deter unauthorised access into airside areas by people, aircraft, vehicles or things”.

[Aircraft Operator name] will assess and classify any unattended or suspect vehicles, aircraft or things against buildings or facilities it owns/leases. This includes the responsibility for conducting the initial assessment, securing the area and notifying airport management.
[Aircraft Operator name/Airport Operator name] is responsible for the removal of the unattended item or thing. 
[If it it you as the aircraft operator please detail what your procedures are]
[Delete example text before submitting your TSP]
End Example Text

4.3. Suspicious behaviour by a passenger 

Reference: r2.35 (1)(h)
	Notes: The information in this table will assist you when developing your TSP.


In this section, explain the security measures and procedures for handling suspect behaviour by a passenger, including: 

· details of restraining devices that will be carried onboard each aircraft and their location; and

· details of the crew members who are authorised to use restraints; and

· the procedures for reporting suspicious, disruptive or threatening behaviour by a passenger.
[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text

Example only: 

[Aircraft Operator Name] carries [plastic cuffs/metal cuffs] on each aircraft which may be used to restrain passengers. The [senior crew member/any crew member] may use the restraints following [approval from the Captain/at direction of the purser/of their own accord]. We report suspicious, disruptive or threatening behaviour to the Captain who informs the SCO by radio. An incident report is completed and OTS – Transport Security Coordination Centre (TSCC) is notified immediately.

[Delete example text before submitting your TSP]
End Example Text
4.4. Heightened security alert 
Reference: r2.43
	Notes: The information in this table will assist you when developing your TSP.
Under Regulation 2.43(1), you must set out, in an accompanying document to your TSP, additional security measures and procedures available to reflect your capacity to respond, in the event of a heightened security alert (high or extreme). 
These security measures may include, but are not limited to measures such as increased security guards, increased patrols, 24-hour watches, extra lighting, closing the airport or cancelling the flight. 
The TSP must address measures for heightened security alerts both: 
· when the Australian Government formally raises the Australian national counter-terrorism alert level; and 
· when specific threats occur to your operation. 
When writing your TSP, please include measures that are immediately available and those which are for long-term implementation. The TSP should demonstrate that you, the aircraft operator, have also allowed for the national counter-terrorism alert level to remain elevated indefinitely. 
 [Please remove this table before submitting your TSP]


 [Insert your text here]

Example Text

Example only: 

Security measures and procedures to respond to a heightened security alert are detailed in Annex G. 
[Delete example text before submitting your TSP]
End Example Text
4.5. Aviation security incident response
Reference: r2.43(2), s10, s16 (2) (d), s99, 
	Notes: The information in this table will assist you when developing your TSP
Under Regulation 2.43(2)(a), your TSP must include procedures for responding to and investigating aviation security incidents, including threats and breaches of security. 
Section 99 of the Act defines an 'aviation security incident' as: 
(a) A threat of unlawful interference with aviation; or 
(b) An unlawful interference with aviation. 
The term 'unlawful interference with aviation' is in turn defined in s 10 of the Act.
[Please remove this table before submitting your TSP] 


 [Insert your text here]

Example Text

Example only: 

The [Airport Operator’s] procedure and process for reporting aviation security incidents is contained in Annex F.

[Delete example text before submitting your TSP]
End Example Text

Example Text

Example only: 

[Airport Name] procedures for the response and investigation of aviation security incidents, including threats and breaches of security are:
· information is provided to the [Airport Manager]/SCO] as soon as possible;
· information passed on to the relevant authorities;
[Insert your organisations additional incident response and investigation procedures and processes here].

You may make reference to procedures and processes, if they are contained in the body of the TSP by reference to the relevant section.

E.g. Section 3.3 of this TSP and specifically the sub section ‘Unauthorised access to airside and/or landside security zones’ details our response to this type of incident.

E.g. Section 3.3 of this TSP and specifically the sub section ‘Responding agencies’ details the external response to aviation security incidents.

E.g. Section 3.7 of this TSP and specifically the sub section ‘Unauthorised possession of firearms, other weapons and prohibited items]
[Delete example text before submitting your TSP]
End Example Text
4.6. Aviation security incident reporting 
Reference: r2.43, s16 (2)(d), s103, s105
	Notes: The information in this table will assist you when developing your TSP.
Regulation 2.43(2)(b) requires a TSP to contain procedures for reporting aviation security incidents, or security breaches including occurrences that threaten the security of the airport. 
Part 6, Division 4 of the Act sets out the requirements for AIPs to report incidents. Section 105(4) requires that if the incident relates to one of your aircraft, the incident must be reported to: 
· The Secretary; and
· The Australian Federal Police or the police force of a State or Territory.
If the incident relates to an airport, you must report it to the operator of the airport.

If the incident relates to the aircraft of another aircraft operator you must report it to that other operator.

If the incident relates to one of your aircraft and is:

· an unlawful interference with aviation; or

· a threat of unlawful interference with aviation that is assessed by you as credible; or

· a threat of unlawful interference with aviation that you are unable to assess;

you must report the incident to:

· if the aircraft is in flight - Airservices Australia; or

· if the aircraft is at an airport - the operator of the airport.

The Aviation Transport Security Act 2004 requires certain categories of persons to report incidents including: 
· airport operators and aircraft operators; 
· persons with incident reporting responsibilities (including airport security guards, a screening officer, airport security guards); and 
· employees of aviation industry participants. 
The Act creates an offence for failure to comply with these reporting responsibilities. 
Incident reports must follow the format prescribed by the Secretary. The Office of Transport Security has also developed guidance material to assist you in fulfilling your reporting obligations under the legislation, which may be located on our website at www.infrastructure.gov.au/transport/security/aviation/guidance_material.aspx 
[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text

Example only: 
[Airport Operator name] procedure and process for reporting aviation security incidents is contained in Annex F
OR

Example Text
Example only: 
Any aviation security incident will be reported on the aviation security incident report form which is in the form of the notice which is gazetted by the Secretary of the Department and is available on the Department’s website.
Under Section105(4) of the Act, we will report any aviation security incident that relates to our aircraft to: 
· the Secretary of the Department; and
· the Australian Federal Police of the police force of a State or Territory. 
Under Section105(2) of the Act, we will report any aviation security incident that relates to an airport to the operator of the airport.

Under Section105(3) of the Act, we will report any aviation security incident that relates to the aircraft of another aircraft operator to that other operator.

Under Section 105(5) of the Act, if an aviation security incident relates to one of our aircraft and is

· an unlawful interference with aviation; or

· a threat of unlawful interference with aviation that is assessed by [aircraft operator name] as credible; or

· a threat of unlawful interference with aviation that [aircraft operator name] is unable to assess;

· we will report the incident to:

· if the aircraft is in flight - Airservices Australia; or

· if the aircraft is at an airport - the operator of the airport.

[Insert your organisations additional (if any) incident report procedures and processes here] 

[Delete example text before submitting your TSP]
End Example Text

4.7. Evacuation and emergency management 
Reference: r2.43(2)(c)

	Notes: The information in this table will assist you when developing your TSP.
Under Regulation 2.43(2)(c), your TSP must include procedures for evacuation and emergency management in the case of an aviation security incident, security threat or breach of security, including: 
· an aircraft hijacking; 
· a bomb threat; 
· a failure of critical security equipment;

· an external attack on aircraft;

· the discovery of an unknown substance on an aircraft in flight; and

· the discovery of an unauthorised person on board an aircraft in flight. 
If you already have an emergency and evacuation management procedures document used in your operations, you can refer to that document rather than including its content in full in your TSP. Instead, include the document title, and in a few sentences, describe its contents. 
Note: if you consider it likely that management procedures will /can change regularly it may be helpful to place this information into an Annex and simply refer to it in this section.
[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text

Example only: 

Evacuation and/or emergency management procedures are detailed in Annex J.
OR

Example Text
Example only: 
Evacuation and/or emergency management procedures are activated in accordance with the [Emergency response section of the airport or aircraft operator’s manual]. This document describes the process in which we conduct [ . . . add details relevant to your document]. 
OR
Example only: 
Procedures for evacuation and emergency management in the case of an aviation security incident, security threat or breach of security including 
· an aircraft hijacking;
· a bomb threat; 
· a failure of critical security equipment  

· an external attack on aircraft;

· the discovery of an unknown substance on an aircraft in flight; and

· the discovery of an unauthorised person on board an aircraft in flight.
Details and advice of any aviation security incident, threat or breach will be provided to the [Aircraft Operator name Manager], the Secretary of the Department, State/Territory police and any other person required to know under Section 105of the Act. This includes:
· flight details, flight number, type of aircraft and registration port of origin, last port of call, next scheduled stop, scheduled final destination;
· number of passengers and crew, and any other passenger details (for example, if there are any armed passengers on the aircraft);
· any demands made, if relevant;
· any information concerning possible hijackers/offenders;
· significant cargo or dangerous goods;
· [insert any other relevant information].

If we receive advice of an aircraft hijacking:

· a [Aircraft Operator name] Manager and the SCO will be contacted and the [Aircraft Operator name] Emergency Management Team (EMT) shall be convened; 
· the EMT shall assume responsibility for all decisions, resources and actions as necessary;

· the EMT shall advise Department, [cargo company], Australian Federal Police Protective Services, the State or Territory police, emergency services and the airport operator of the intended destination of the hijacked aircraft and any other party required to know under the Aviation Transport Security Act 2004, and as per this TSP.
[Delete example text before submitting your TSP]
End Example Text
4.8. Special Security Directions 
Reference: r2.43(2)(d), s67

	Notes: The information in this table will assist you when developing your TSP.
Section 67 of the Act sets out the circumstances in which the Secretary of the Department may direct that additional security measures will be taken or complied with. A direction under this section is a special security direction. 
Under Regulation 2.43(2)(d), your TSP must set out procedures for responding to any Special Security Direction given by the Secretary, including procedures to communicate directions to passengers and other persons within the boundary of the airport/aircraft. 
You should think about what procedures you would take if a special security direction was made, such as how you would implement the direction (as soon as possible) once it is given and how you would communicate this direction (and to who). 
[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text
Example only: 
Section 67 of the Act sets out the circumstances in which the Secretary may direct that additional security measures be taken or complied with. Such a direction is a Special Security Direction.
A Special Security Direction (SSD) may be given directly by the Secretary to certain types of persons including an AIP or an employee of an AIP. If a SSD is given to us or one of our employees, we will convene a meeting of the [aircraft security committee/security meeting/management meeting/meeting] to determine the most effective means of implementing the SSD (such as face-to-face meetings, meetings by telephone, fax machine, public announcement, and so on) and communicating it to other relevant AIPs, appropriate external agencies and passengers (if required). 
The [Aircraft Operator name Manager/SCO] has the authority to implement and ensure compliance with any directions issued to [Aircraft Operator name].

[Delete example text before submitting your TSP]
End Example Text
4.9. Control Directions 

Reference: s74B, s74D and r2.44
	Notes: The information in this table will assist you when developing your TSP
Regulation 2.44 requires that your TSP describe the procedures for passing compliance control directions and incident control directions received by you to the pilot in command of the aircraft concerned.

 [Please remove this table before submitting your TSP]


[Insert your text here]

Example Text

Example only: 

On receipt of a compliance control direction from an aviation security inspector or an incident control direction from the Secretary of the Department, we will notify the pilot in command of the aircraft concerned immediately via company frequency or via Airservices Australia.

The pilot in command shall acknowledge and respond accordingly to the direction.

[Delete example text before submitting your TSP]
End Example Text

4.10. Staff awareness
Reference: r2.43(2)(e)

	Notes: The information in this table will assist you when developing your TSP.
Under Regulation 2.43(2)(e) your TSP must include procedures for raising the awareness and alertness of staff to security threats, and their responsibility to report aviation security incidents and breaches. 
These procedures should include, but are not limited to: 
· provision of training to staff to ensure security awareness and alertness to security threats; and 
· internal procedures for employees to report security incidents to management. 
[Please remove this table before submitting your TSP]


[Insert your text here]

Example Text
Example only: 
Procedures for raising the awareness and alertness of staff to security threats, and their responsibility to report aviation security incidents and breaches include: 
· when commencing employment, the individual receives training on reporting and security awareness;
· the relevant procedures are included in the [annual and ongoing] training provided to staff;
· copies of the gazetted incident reporting notice are made available to all staff; and,
· the relevant security issues are discussed and relevant information is provided at staff meetings, in memos and at the [aircraft security committee meetings/meeting].
[Delete example text before submitting your TSP]
End Example Text

4.11. Contingency Plans 
Reference: r2.43 (2)(f)

	Notes: The information in this table will assist you when developing your TSP.
Under Regulation 2.43(2)(f), your TSP must set out the details of any other security contingency procedures and plans related to heightened security alerts. 
[Please remove this table before submitting your TSP].


[Insert your text here]

Example Text
Example only: 
Other contingency measures [Aircraft Operator Name] has in place include, but are not limited to: 
· possible increase in security personnel;
· requests for assistance from State/Territory police or the Australian Federal Police;
· changes to access roads to the terminal/parking arrangements in the vicinity of the terminals and /or inspection of vehicles;
· changes to the aircraft parking arrangements;
· increased monitoring or reduction of access points;
· restriction of aircraft operations; and
· other measures subject to assessment of risk.

[Delete example text before submitting your TSP]
End Example Text

OR

Example only: 

There are no other contingency measures in place for [Aircraft Operator Name].
[Delete example text before submitting your TSP]
End Example Text

4.12. Summary of resolution of suspicious activity measures (optional)

Notes: The information in this table will assist you when developing your TSP.
The following table may be beneficial as a summary of the measures listed above which may provide a level of quality assurance. If used, please ensure any additional measures are included.
If not used, please delete this section 4.12 from your submission.
 Delete this table before submitting your TSP
Example Text

Example only: 

The following table summarises physical security measures in place.
	Area of mitigation
	Security measures
	Confirm- Yes/No/Not Applicable

	Purpose
	A statement showing the AIP's understanding of the requirement to have and maintain a TSP
	

	Response to unknown substances
	Security measures and procedures to:

· assess, identify and respond to unknown substances; and
· investigate, secure and remove unattended or suspect items, including baggage and cargo

are included in this TSP.
	

	Heightened security alert
	Security measures and procedures to effectively respond to a heightened security alert level are included in this TSP.
	

	Aviation security incidents
	Security measures and procedures to effectively respond to, and investigate an aviation security incident are included in this TSP.
	

	Incident response
	Security measures and procedures to effectively report on an aviation security incident are included in this TSP.
	

	Emergency and evacuation 
	Security measures and procedures for evacuation and emergency management, in case of an aviation security incident, security threat or breach of security are included in this TSP.
	

	Special Security Directions
	Procedures for responding to a Special Security Direction by the Secretary of the Department are included in this TSP.
	

	Control Directions
	Procedures for passing compliance and/or incident control Directions to an aircraft are included in this TSP
	

	Staff awareness
	Procedures for raising and maintaining the awareness of staff to security threats and their responsibility to report aviation security incidents and breaches are included in this TSP
	

	Contingency plans
	Any other security contingency procedures and plans are included in this TSP.
	


[Delete example text before submitting your TSP]
End Example Text
5. Accompanying documents
Table of accompanying documents required under the Act and Regulations
Notes: The information in this table will assist you when developing your TSP
The following list is based from the examples provided in this guide and template.

If you have used different examples and labelling of documents in your draft TSP, then ensure you correctly identify the relevant titles and that the reference to the document type (e.g. Annex X, Attachment Y) is consistent throughout the document.
Note: Annexes – If the airport operator requires changes to any details found in any of the listed Annex documents then a TSP revision or alteration will need to be submitted to the Department for approval.

Note: Attachments –any changes to details should be submitted to the Department within the specified time frame but do not require a TSP revision or alteration. Any changes should be recorded and incorporated into any future TSP revision and subsequent submission..

	Annex
	Title

	A
	Local Security Risk Context Statement

	B
	Statement of undertaking

	C
	Description of [Aircraft Operator name]

	D
	[Aircraft Operator name (legal entity name)] security management organisational structure

	E
	Document control measures

	F
	Aviation security incident reporting and response procedure

	G
	Heightened security alert measures and procedures

	H
	Maps of our operational facilities

	I
	Timetable for implementation of security measures, and/or procedures to be used within our facilities to mitigate the risks and vulnerabilities identified in our security risk assessment

	J
	Emergency and evacuation management procedure

	
	

	
	

	Attachments
	Title


	1
	[Aircraft Operator name] contact details

	
	


Annex A:
Local Security Risk Context Statement
[Insert your text here]

Notes: The information in this table will assist you when developing your TSP
Refer to the Local Security Risk Context Statement information contained in the explanatory note (Section 1 of this guide and template).

The TSP must set out within an accompanying document:

· a local security risk context statement; and

· a list of the general threats and generic security risk events to people, assets, infrastructure and operations; and

· include consideration of location, seasonal and operational factors; and

· an outline of the people, assets, infrastructure and operations that need to be protected.

If the security risk assessment reveals a significant body of threat affecting the AIP, the TSP should spell out measures and procedures appropriate to counter that threat. 
NB: A copy of the latest Aviation Risk Context Statement is available from the Department. Contact the Security Analysis section in Canberra by email security.analysis@infrastructure.gov.au
The Department has provided an additional guide and template to assist AIPs to develop a security risk assessment relevant to their industry type. These tools are available from the Department’s website at the address specified in the explanatory note section.

It may be necessary to attach your completed Annex A as a separate item as the risk matrix is an Excel spreadsheet.

[Delete this table before submitting your TSP]
[Insert your text here]

Example only: 

The Local Security Risk Context Assessment for [Airport Name] is attached to this TSP submission as a separate document.

It includes both:

Part A: general information; and

Part B: the risk matrix. 

[Delete example text before submitting your TSP]
End Example Text

Annex B:
Statement of undertaking
[Insert your text here]

Example Text
Example only: 
 [Aircraft Operator (legal entity name)]:

· is aware of its general responsibility to contribute to the maintenance of aviation security; and

· has developed an integrated, responsible and proactive approach to managing aviation security; and
· is aware of, and has the capacity to meet, the specific obligations imposed on it under theAct; and,

· has taken into account relevant features of its operation in developing activities and strategies for managing aviation security [r.2.05].
[Aircraft Operator name] believes that the TSP gives effect to all of the above obligations.
_______________________ ________________________

Signature of:
 




Date
……………………….




………………………
[Chief Executive Office or equivalent]
[Delete example text before submitting your TSP]
End Example Text

Annex C:
description of aircraft operator
Note: If you have used the SRA guide and template: Part A you will have already detailed this information.
Regulation 2.31 (1) requires the operator of a prescribed air service to provide the following information in their TSP:
(a)
the name of the operator (e.g. their entity legal name and trading/business name); and

(b)
the geographic location of each of its operational facilities that are located within a security controlled airport; and

(c)
the types of aircraft operations that it operates (including regular public transport, cargo and general aviation operations) that may require security considerations; and

(d)
details of the operator's aircraft, including aircraft types and numbers; and

(e)
details of regular routes flown and airports served; and

(f)
a map showing the boundaries of any operational facility that is located within a security controlled airport.

For each of the operator's operational facilities the TSP must set out:

(i) the hours of the facility’s normal operation; and

(ii) details of procedures for security outside the facility’s normal hours of operation
[Please remove this highlighted section before submitting your TSP]
[Insert your text here]
	[Aircraft Operator Name] Details 

	Geographical location of each of your operational facilities located within a security controlled airport
	Note: For each of the facilities that you list include the hours of normal operation and the security procedures for outside of those normal hours of operation.
[Please remove this highlighted section before submitting your TSP]


	Aircraft operations
For each of the following 3 types of operation include details of;

· the aircraft including type and numbers; and

· the airports served and the regular routes.

Note: The map showing the operational facility boundaries within a security controlled airport is detailed in Annex H

	RPT operations
	

	Cargo operations
	

	General Aviation operations
	

	Any changes to this document must be notified to the Department in writing within seven (7) working days of any changes to these operations.
This should also be sent electronically by email to national.coordinator@infrastructure.gov.au


Annex D:
[Aircraft Operator name (legal entity name)] security management organisational structure
[Insert your text here]

Annex e:
document control records
Notes: This record should be maintained and current at all times. It can be amended without referral to the Department.

[Insert your text here]

Example Text

Example only: 
See the record format at the start of this guide and template or use your organisation's standard

[Delete example text before submitting your TSP]
End Example Text

Annex f:
Aviation incident security reporting and response procedure
[Insert your text here]

Example Text

Example only: 

[Insert incident report procedure and process here] 

[Delete example text before submitting your TSP]
End Example Text

OR

Example Text

Example only: 

Any aviation security incident will be reported on the aviation security incident report form which is in the form of the notice which is gazetted by the Secretary of the Department and is available on the Department’s website.
Under Section105(4) of the Act, we will report any aviation security incident that relates to our aircraft to: 

· the Secretary of the Department; and
· the Australian Federal Police of the police force of a State or Territory. 

Under Section105(2) of the Act, we will report any aviation security incident that relates to an airport to the operator of the airport.

Under Section105(3) of the Act, we will report any aviation security incident that relates to the aircraft of another aircraft operator to that other operator.

Under Section 105(5) of the Act, if an aviation security incident relates to one of our aircraft and is

· an unlawful interference with aviation; or

· a threat of unlawful interference with aviation that is assessed by [aircraft operator name] as credible; or

· a threat of unlawful interference with aviation that [aircraft operator name] is unable to assess;

· we will report the incident to:

· if the aircraft is in flight - Airservices Australia; or

· if the aircraft is at an airport - the operator of the airport.

[Insert your organisations additional (if any) incident report procedures and processes here] 

[Airport Name] procedures for the response and investigation of aviation security incidents, including threats and breaches of security are:
· information is provided to the [Airport Manager]/SCO] as soon as possible;
· information passed on to the relevant authorities;
[Insert your organisations additional incident response and investigation procedures and processes here].

You may make reference to procedures and processes, if they are contained in the body of the TSP by reference to the relevant section.

E.g. Section 3.3 of this TSP and specifically the sub section ‘Unauthorised access to airside and/or landside security zones’ details our response to this type of incident.

E.g. Section 3.3 of this TSP and specifically the sub section ‘Responding agencies’ details the external response to aviation security incidents.

E.g. Section 3.7 of this TSP and specifically the sub section ‘Unauthorised possession of firearms, other weapons and prohibited items]
Annex g:
Heightened security alert procedures
[Insert your text here]

Examples

Example only: 

In the event of a heightened security alert, additional security measures and procedures will be taken by [Aircraft Operator Name]. Such measures and procedures may include, but are not limited to: 

· increase in security personnel/guards;

· increased frequency of patrols;

· 24-hour watches;

· convening a security meeting to discuss and consider possible options of increased security measures;

· attendance at the ASC if invited/requested;
· hiring commercial flood lights;.

· request assistance from State/Territory police or the Australian Federal Police;

· changes to parking arrangements in the vicinity of the terminals and /or inspection of vehicles and changes to the vehicular parking areas;

· changes to the aircraft parking arrangements;

· increased monitoring or reduction of access points;

· other measures subject to assessment of risk;

· [and detail any further measures].
Also detail who will have the responsibility for undertaking the above or making decisions – for example, is this one of the roles of the SCO?
[Delete example text before submitting your TSP]
End Example Text

Annex H:
map of the boundaries of our operational facilities that are located within a security controlled airport 
[Insert your map here]

Annex I:
Timetable for implementation of security measures and/or procedures to be used within our facilities to mitigate the risks and vulnerabilities identified in our security risk assessment
Annex J:
Emergency and evacuation management procedures
[Insert your text here]

Example Text

Example only: 

Evacuation and/or emergency management procedures are activated in accordance with the [Emergency response section of the airport or aircraft operator’s manual]. This document describes the process in which we conduct [ . . . add details relevant to your document]. 

OR

Example only: 

Procedures for evacuation and emergency management in the case of an aviation security incident, security threat or breach of security including 

· an aircraft hijacking;

· a bomb threat; 

· a failure of critical security equipment  

· an external attack on aircraft;

· the discovery of an unknown substance on an aircraft in flight; and

· the discovery of an unauthorised person on board an aircraft in flight.
Details and advice of any aviation security incident, threat or breach will be provided to the [Aircraft Operator name Manager], the Secretary of the Department, State/Territory police and any other person required to know under Section 105of the Act. This includes:

· flight details, flight number, type of aircraft and registration port of origin, last port of call, next scheduled stop, scheduled final destination;

· number of passengers and crew, and any other passenger details (for example, if there are any armed passengers on the aircraft);

· any demands made, if relevant;

· any information concerning possible hijackers/offenders;

· significant cargo or dangerous goods;

· [insert any other relevant information].

If we receive advice of an aircraft hijacking:

· a [Aircraft Operator name] Manager and the SCO will be contacted and the [Aircraft Operator name] Emergency Management Team (EMT) shall be convened; 

· the EMT shall assume responsibility for all decisions, resources and actions as necessary;

· the EMT shall advise Department, [cargo company], Australian Federal Police Protective Services, the State or Territory police, emergency services and the airport operator of the intended destination of the hijacked aircraft and any other party required to know under the Aviation Transport Security Act 2004, and as per this TSP.

[Delete example text before submitting your TSP]
End Example Text
Attachment 1:
contact details of [Aircraft Operator Name]
[Insert your text here]

Example text

Example 1 only: 

	Industry participant:

	[Legal entity name]

[Trading Name]

	ACN /ARBN, ABN (if applicable)
	

	Street address
	

	Postal address
	

	Primary contact Details (CEO)

* indicates the general listed business numbers can be used
	Position
	

	
	Name
	

	
	Telephone*
	

	
	24-hour no.
	

	
	Mobile
	

	
	Fax*
	

	
	Email*
	

	Secondary contact details


	Position
	

	
	Name
	

	
	Telephone
	

	
	24-hour no.
	

	
	Mobile
	

	
	Fax
	

	
	Email
	

	Security Contact Officer details


	Position
	

	
	Name
	

	
	Telephone
	

	
	24-hour no. 
	

	
	Mobile
	

	
	Fax
	

	
	Email
	

	Facility manager contact details (Note: provide this information for every operational facility that will operate under this TSP and located within  a security controlled airport)
	Position
	

	
	Name
	

	
	Telephone
	

	
	24-hour no. 
	

	
	Mobile
	

	
	Fax
	

	
	Email
	

	Person(s) who conducted local security risk assessment.

Note: if a consultant has conducted your SRA please include contact details and qualifications.
	Example only: [Aircraft Operator Manager/SCO/]

Date completed:

	Any changes to this document must be notified to the Department in writing within two working days of any changes to these operations.
This should also be sent electronically by email to national.coordinator@infrastructure.gov.au


Note to all aviation industry participants


A detailed security risk assessment (SRA) is the first and most important step in developing your TSP and must:


be completed prior to developing your TSP;


identify and detail all vulnerabilities, risks and mitigation measures; and


be conducted at every site that is relevant to your aviation operation.


The TSP must accurately reflect the vulnerabilities, risks and mitigation measures identified in your SRA(s).


The Department has developed a security risk assessment guidance tool for aviation that is available at the same web page as this guide and template: visit � HYPERLINK "http://www.infrastructure.gov.au/tsp" �http://www.infrastructure.gov.au/tsp�











	Security-in-Confidence
	
	
	Page 23 of 107



