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Disclaimer: Preparing an aviation security risk assessment for unscreened prescribed air service operators

The Commonwealth Government has prepared this guide with due care. However, the material contained in this guide is made available on the understanding that the Commonwealth Government is not providing professional advice and that users exercise their own skill and care with respect to its use and seek independent advice if necessary.
The Commonwealth Government takes no responsibility for any errors, omissions or changes to the information that may occur and disclaims any responsibility and liability to any person, organisation or the environment in respect of anything done, or omitted to be done, in reliance upon information contained in this guide.
The information contained in this guide is guidance material only. The information in no way overrides Commonwealth or State legislation.
Operators of Unscreened prescribed air services should refer to the Aviation Transport Security Act 2004 and the Aviation Transport Security Regulations 2005 before submitting programs for approval.

What is in this document?
This guide and template is divided into three sections:

1. An explanatory note about the security risk assessment (SRA);

2. Basic instructions for use of both Parts A and B of this guide and template; 
3. Part A: General information guide and template.

Note: Part B: the risk matrix.
This matrix needs to be completed for your SRA. It is a separate Excel spreadsheet available from the Department website at http://www.infrastructure.gov.au/tsp
Note: Sections 1 and 2 should be removed only when you have completed, and before submitting, your draft Transport Security Program (TSP). Your draft TSP needs to be submitted with both part A & B of the SRA as an attachment.
[Delete this page before submitting your TSP]
1: Explanatory Notes on the Guide and Template for an Unscreened prescribed air service operator Security risk assessment

Why do I need a security risk assessment (SRA)?

The Australian Government’s focus on aviation security is to safeguard Australia’s civil aviation operations against acts of terrorism and unlawful interference with aviation.

The Aviation Transport Security Act 2004 (the Act/ATSA) and the Aviation Transport Security Regulations 2005 (the Regulations/ATSR) provide the legislated framework for the regulation of Australia’s aviation security. The legislation emphasises the need for aviation industry participants (AIPs) to demonstrate an integrated, responsible and proactive approach to the maintenance of aviation security.

An integral part of the TSP is the security risk assessment, which reflects the AIP’s specific local risks and scope of their operation. The security measures and procedures detailed within the TSP should reflect the risk mitigation strategies that are identified from the AIP’s own assessment of their security risk and vulnerabilities.

The TSP must have, by way of an accompanying document [Regulation 2.28]:

a) a statement outlining the local security risk context of the prescribed air service operator, including consideration of its location and seasonal and operational factors; and

b) a list of general threats and generic security risk events to people, assets, infrastructure and operations; and

c) an outline of the people, assets, infrastructure and operations that need to be protected.

The points above are defined within this document as a Local Security Risk Context Statement. This Statement includes the completed security risk assessment sections parts A and B as evidence that a logical analysis has been undertaken of the risks to the AIP.
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How can this guide and template help me?

This guide and template is designed primarily to assist in the preparation of a Local Security Risk Context Statement. It is a requirement of the Regulations 2.28, that the Local Security Risk Context Statement is submitted as an accompanying document with their TSP for approval.

A secondary purpose of the guide and template is to provide operators with guidance and support in developing and maintaining a capability to conduct SRAs to a high standard, following an appropriate, consistent and rigorous methodology.  

The guide recognises operators are best placed to determine the local threats, vulnerabilities and risks to their people, assets, infrastructure and operations, and to identify appropriate preventive security measures and procedures for inclusion in their TSPs.

An SRA should support a sound security risk management approach to preventive security planning. The SRA should assist in identifying security measures and/or procedures to reduce the probability of the occurrence of acts of unlawful interference with aviation, and/or minimise their impact should they occur.

A core element in security risk management is a proactive approach to identifying and mitigating security risks to aviation industry participants.  Section 16 of the ATSA mandates a proactive and integrated approach to security planning.  Consequently, the SRA should identify risks based on the threat and vulnerability and not merely on a historical review of security incidents that have already occurred (though these can be very valuable as they can help identify vulnerabilities that could be exploited by terrorists).

This template should not be used by AIPs as a substitute for obtaining independent professional advice (including legal advice) regarding their TSP and the TSP’s compliance with the requirements of the Act and the Regulations. This document is subject to change.  The Department is not responsible for any consequence of the use of any outdated version of this template.
[Delete this page before submitting your TSP]

What resources do I need to develop a security risk assessment?
The following list of resources will assist the AIP to complete a SRA to include in a TSP submission:

1. Guidance paper for preparing a security risk assessment (SRA) for operators of unscreened prescribed air services and security controlled airports. This document will provide greater detail on the requirements of a SRA;

2. Guide and template for developing a security risk assessment for operators of a unscreened prescribed air services (this document) including Part A;

3. SRA guide and template for unscreened prescribed air services Part B: Risk matrix (the Excel spreadsheet);

4. Australian/New Zealand Standard 4360/2004 (AS/NZ4360);

5. Security Risk Management Handbook 167:2006 (HB167);

6. the Aviation Security Risk Context Statement and Aviation Security Quarterly Reports;
7. the OTS Security Risk Doctrine; and

8. Transport Security Advisory: Unscreened air service risk assessment: Determining the level of threat.
Note: Items 1, 2 and 3 above are available through our Department website: http://www.infrastructure.gov.au/tsp
Note: The latest versions of Items 6, 7 and 8 are available from the Department upon request.

Email your request to: security.analysis@infrastructure.gov.au
[Delete this page before submitting your TSP]
2: Instructions for using this Guide and template 

What is part A of this guide and template?
Part A: General Information. This element can be found at the end of this document and includes basic information required under the Act and Regulations to substantiate that the Local Security Risk Context Statement has been addressed by the AIP.

It is one (1) of two (2) parts required for a complete SRA to accompany your TSP submission.

Part A contains the following elements:

· contact details;

· consultation and communication;

· external context incorporating:

· environmental and geographical;

· business and operational

· community;

· regulatory;
· Internal context incorporating:

· organisation security culture;
· business planning;
· security risk management.
Note: Should you choose to use this guide and template the first three (3) elements listed above can also be used in the TSP guide and template for unscreened prescribed air services operators.
How do I complete part A?

The questions contained within Part A will require either:

· a Yes/No answer (* please delete the response that is not applicable to your circumstances); or

· completion of the table provided; or

· specific details on your circumstances as they relate to that particular question.

Purple font requires you to use the most applicable word, title or information.

Red font is an example only and must be replaced with information relevant to your operation.

Ensure all the font colours are changed to black for the final submission.

What other parts do I need to complete for my security risk assessment?

When you have completed the Part A: General Information section you must complete Part B: Risk Matrix section.

Part B is an Excel spreadsheet and is also available at the Department website:
http://www.infrastructure.gov.au/tsp 
Part B: risk matrix – What does it require the AIP to consider?
All AIP who are submitting a TSP for approval must include an assessment of their local security risk context. This includes a process for logically analysing risks to their particular operation, and the steps taken to mitigate these risks in a manner that is appropriate to their business and operational context.

The method of logical analysis encouraged by the Australian Government is the Australian/New Zealand Standard 4360/2004 (AS/NZ4360).
Within the wider risk assessment process there are a range of different risks to be considered, some of which require the use of additional guidance material to be effective within the AS/NZS4360 framework.  Security Risk Management Handbook 167:2006 (HB 167) provides additional guidance on analysing and evaluating security risks.
Within HB 167 are a range of approaches that address different context of security risk management.   The approach recommended for the transport sector is preventive security risk management based on an understanding of threats and consequential vulnerabilities.  Preventive security risk management prioritises security measures that mitigate against irretrievable catastrophic events; an approach that is suited to the context of protecting open architecture facilities from high-consequence targeted attacks. 
[Delete this page before submitting your TSP]
Using specific knowledge of the threat, and an understanding of vulnerabilities that may be exploited, the resulting mitigation approaches and preventive security planning will focus on protecting Australian aviation interests from catastrophic acts of unlawful interference.  

More detail on how this guidance document fits into the aviation industry’s existing risk management processes is available in the Aviation RCS Appendix A: Transport Preventive Security Risk Management Framework.

Part B: risk matrix – How do I use the spreadsheet?

To assist AIPs in completing a risk matrix, which is an essential component of the security risk assessment, the Office of Transport Security (OTS) has developed a tool to simplify the job. This tool is an excel spreadsheet and is referred to as the ‘SRA Risk Matrix’.
This spreadsheet contains a range of credible Risk Events that could be faced by individual AIPs. The Risk Events come under the broad headings:

1. Terrorism – acts, attempted acts or preparatory activity relating to terrorism which result actually or potentially in Unlawful Interference with aviation.
2. Disaffected individuals - inappropriate behaviour by disgruntled individuals (including staff) causing losses, disruptions or damage (includes sabotage).

3. Violent or Disruptive Protest – Low-level acts of violence by issue motivated groups or any activity that disrupts aviation operations. 

4. Criminal activity – individuals engaging in unlawful activities to gain advantage or benefit for themselves such as theft, sabotage or other unlawful behaviour. 

In addition, the matrix tool provides space under the tab Other for industry participants to include Risk Events not already included under one of the other broad headings. Having successfully completed the SRA Risk Matrix, the matrix will generate a Risk Rating or a Residual Risk Rating for each of the Risk Events applicable to your operations.
[Delete this page before submitting your TSP]
Step One: Familiarisation 

Before completing the SRA Risk Matrix, you should familiarise yourself with the layout and various functions of the matrix. Please work your way through the familiarisation steps before you begin the SRA Risk Matrix.  You may wish to use the EXAMPLE tab.

Layout

· There are six spreadsheets in the SRA Risk Matrix, which can be accessed using the tabs along the bottom of the document (see Tabs section below).

· Each spreadsheet has thirteen columns (A-M). In each spreadsheet Risk Events are detailed in column A.

· The number of rows in each spreadsheet varies depending on the number of risk events that need to be considered. 

· Instructions for what to do in each cell are contained in column headings in row 2 (see Instructions section below). 
· The entire matrix may not be displayed on your screen. You will need to either, zoom out or scroll across and down, to view the entire document and to insure you have completed all the necessary cells.
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Functions

Instructions

· Move the cursor over, or click on, cells in row 2 with a red triangle in the upper right corner to provide a pop-up list of instructions of how to complete cells in that column. 
Important definitions are also shown when applicable. These instructions will aid you in completing the matrix and can be accessed at any point during the completion of the matrix. 
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Cells

· Most cells will require your input and you will be asked to enter the relevant data by either highlighting text or selecting text, from drop down menus. In some cells you will not be required to enter any data as the matrix will generate data for that cell.  

· Please note that in some cells you will need to scroll down in order to view the entire text.
How to highlight text

· Use your curser to click on the text you wish to highlight within a cell. Selected text will be highlighted in blue. To de-select that particular text click once more on the text. You may highlight more than one option.
[Delete this page before submitting your TSP]
How to select text from drop down menus
· Use your curser to click on the relevant cell. A downward arrow will appear in a small box at the bottom-right of the cell. 
· Click on the downward arrow and a drop down box will appear, now click on your selection. You may only choose one option. To change your selection, repeat the above process.
· Note: If the drop down box information does not display in full, or is partially hidden on your screen you will need to reduce your screen size to 75-80%. This will ensure you can view all of your options.
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Tabs

· Along the bottom of the excel document you will find six different coloured tabs, entitled: 

1. example;
2. terrorism;
3. violent or disruptive protest;
4. disaffected individuals;
5. criminal activity; and
6. other. 
· Each tab represents a different spreadsheet. 
[Delete this page before submitting your TSP]
· To gain access to a particular spreadsheet, click on the relevant coloured tab. Only one sheet can be open at a time. You can change between spreadsheets by clicking on the relevant tab. 
· Participants are encouraged to use the example provided in the tab Example to practice and gain an understanding of the functions of the matrix before moving on to complete the rest of the matrix.

· The four tabs, Terrorism, Violent or Disruptive Protest, Disaffected Individuals and Criminal Activity, detail a range of credible Risk Events that could be faced by AIPs.

· The tab Other provides space for industry participants to enter in the first column any additional Risk Events relevant to their business that is not covered in the other four broad headings.

Printing

You will be required to print at the completion of each tab.  For example, when you have finished assessing all of the security events on the ‘Terrorism’ tab you will be able to print out the assessments onto a normal A3 page.  This print out will be a replica copy of the excel template you have just completed.
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Step Two: Completing the SRA Risk Matrix

Consider all of the Risk Events (column A) under all four tabs, Terrorism, Violent or Disruptive Protest, Disaffected Individuals and Criminal Activity, and decide whether the Risk Event applies to your situation. 
If the Risk Event is not applicable to your situation, continue to the next Risk Event. 

If the Risk Event is applicable to your situation, follow the steps below to generate a Risk Rating or alternatively a Residual Risk Rating.
To complete the SRA Risk Matrix for the particular Risk Event move from left to right across the spreadsheet and complete cells as detailed below.
1. Under Level of Local Security Threat (column B), determine the level of local security threat that this particular Risk Event poses to your operations. Using the drop down menu*, select whether the threat is: Negligible, Low, Medium, High or Extreme. Only one can be selected. Definitions of these terms are available by placing your curser over cell 2B or clicking on cell 2B. For further information to help you select the appropriate local security threat level please refer to Transport Security Advisory guidance material and the Aviation Risk Context Statement.

2. Under Applies to Operation (column C), highlight** which areas of your operations are most relevant to the Risk Event. You are able to highlight more than one area. 

3. Under Identify Areas of Vulnerability (column D) highlight** the security measures of your operations that are most vulnerable to the Risk Event. You are able to highlight more than one area. Definitions of these terms are available by placing your curser over cell 2D or clicking on cell 2D.
4. Under Vulnerability Rating Based on Risk Event (column E) decide how vulnerable your operation is overall to the Risk Event. Using the drop down menu* enter whether your vulnerability is: Very low, Low, Moderate, High or Very high. Definitions of these terms are available by placing your curser over cell 2E or clicking on cell 2E.

5. Under Likelihood of Vulnerability being Exploited (column F) you do not need to select or highlight anything. The matrix will compare your assessment of the local security threat level to your assessment of vulnerability and provide for this Risk Event, an indication of the likelihood that vulnerabilities might be exploited. 

6. Under Consequence (column G) determine the consequence that the Risk Event would have on your operations should it occur. Using the drop down menu* select whether the consequence would be: Insignificant, Minor, Moderate, Major or Catastrophic. Definitions of these terms are available by placing your curser over cell 2G or clicking on cell 2G. You can base your selection on a single or any combination of factors within a definition. 
7. Under Risk Rating (column H) you do not need to select or highlight anything. The matrix will generate a Risk Rating based on previous inputs and will populate the cell in this column.

8. Under Is This Risk Acceptable? (column I) decide whether you consider your Risk (column H) to be acceptable or not by selecting yes or no from the drop down menu*.
9. If you determine that your Risk is acceptable then move on to assessing the next Risk Event. (Please note that if you decide your Risk is acceptable you may be required by OTS to provide justification for your decision.) If you determined that your Risk is not acceptable, then continue on and complete column J (step 10).

10. Under Security Measures Implemented or will be Implemented to Reduce Vulnerability (column J) if you determined your Risk is not acceptable, highlight** those security measures which are currently in place, or are proposed, to reduce your vulnerability to the Risk Event. Select the strategies that reflect your circumstances. You will need to use the scroll function within the cell to view all possible sections. You are able to select more than one strategy.

11. Under Vulnerability Rating Based on all Implemented Measures (column K) decide how vulnerable your business is to the Risk Event considering the security measures and controls which are in place or are proposed. Using the drop down menu* enter whether you consider your vulnerability rating to now be: Very low or Low or Moderate or High or Very high. Definitions of these terms are available by placing your curser over cell 2K or click on cell 2K.
12. Under Likelihood of Vulnerability Being Exploited (column L) you do not have to select or highlight anything. The matrix will compare your original assessment of the level of local security threat to your revised assessment of vulnerability and provide a revised indication of the likelihood that vulnerabilities to this Risk Event might be exploited. 

13. Under Residual Risk Rating (column M), you do not have to select or highlight anything. The matrix will automatically calculate the Residual Risk Rating based on the initial risk rating and the revised vulnerability assessment of the business to the Risk Event.
14. Continue to the next Risk Event and complete the same procedure as detailed above. Remember that there are four tabs to complete.

Remember that there are four tabs to be assessed and completed if relevant.

For additional Risk Events relevant to your operation use the Other tab *Refer to step one for instructions on how to use drop down menu.
**Refer to step one for instructions on how to highlight text.
Do not hesitate to contact your OTS Regional office should you wish to discuss this in more detail.
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Part B: risk matrix – How does the spreadsheet calculation work?

The methodology used for determining the level of risk in this spreadsheet is derived from the Australian/New Zealand standard AS/NZ 4360:2004 and the companion handbook HB 436:2004. It utilizes a preventive security approach that focuses on threats and consequential vulnerabilities. 
The approach uses the following general formula for risk:

Risk = (Threat x Vulnerability) x Consequence
The first calculation is to determine, from the qualitative assessment of local threat and vulnerability, an indication of likelihood of a vulnerability being exploited.  Table 1 below shows the matrix from which this calculation is drawn.  
Table 1: The matrix for determining the likelihood of a vulnerability being exploited in part B: risk matrix of the Guide and template for developing a security risk assessment
	Likelihood of a vulnerability being exploited
	
	
	

	 
	Vulnerability
	 
	 
	 
	 

	Threat level
	Very Low
	Low
	Moderate
	High
	Very High

	Extreme
	Medium
	High
	Extreme
	Extreme
	Extreme

	High
	Low
	Medium
	High
	Extreme
	Extreme

	Medium
	Very Low
	Low
	Medium
	High
	Extreme

	Low
	Very Low
	Very Low
	Low
	Medium
	High

	Negligible
	Very Low
	Very Low
	Very Low
	Low
	Medium


The second calculation is to determine a level of risk and Table 2 below shows the matrix from which this calculation is drawn.
Table 2: The matrix for determining the risk in part B: risk matrix of the Guide and template for developing a security risk assessment
	Risk Table
	
	
	
	
	

	 
	Consequence
	 
	 
	 
	 

	Likelihood
	Insignificant
	Minor
	Moderate
	Major
	Catastrophic

	Extreme
	Medium
	High
	High
	Extreme
	Extreme

	High
	Medium
	Medium
	High
	High
	Extreme

	Medium
	Low
	Medium
	Medium
	High
	High

	Low
	Low
	Low
	Medium
	Medium
	High

	Very Low
	Very Low
	Low
	Low
	Medium
	Medium
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When I have completed my SRA

As the SRA is in two parts, the Department recommends you create a copy of the completed guide and template using the ‘Save As’ feature in the ‘File’ menu of Microsoft Word, using the following titles:

· Annex A Local Security Risk Context Statement part A general information; and

· Annex A Local Security Risk Context Statement part B risk matrix.
When you have completed your TSP submission, you must include these two documents as part of the submission lodgement. Do not adapt the information, or try to include it into the body of the TSP document (as part B is a Microsoft Excel spreadsheet and will cause technical problems with the Microsoft Word TSP document).

You must also make sure your SRA is classified as ‘security-in-confidence’ and ensure appropriate document controls are in place to ensure access to this information is limited to those persons authorised to access/use it.

Aviation industry participants are reminded to delete the first two sections of this document before submitting the completed security risk assessment.
To update the table of contents click on the table and press the F9 key.

REMOVE ALL PREVIOUS PAGES AFTER COMPLETING YOUR SRA AND BEFORE THE FINAL SUBMISSION OF YOUR TSP
Security risk assessment of [Insert Operator Legal Entity Name]
an operator of an unscreened prescribed air services
Regulated under the Aviation Transport Security Act 2004
Part A: General Information
Note: This aviation transport Security Risk Assessment template has been prepared to assist unscreened prescribed air service operators prepare a Security Risk Assessment.
 A security risk assessment must be undertaken as the first step in the development of any Transport Security Program submission.
Note: Part B: the risk matrix must also be completed and included in the SRA component of the TSP submission.
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Table of contents

 [MS To add  [Note]  to building blocks]

2What is in this document?


3Why do I need a security risk assessment (SRA)?


4How can this guide and template help me?


5What resources do I need to develop a security risk assessment?


6What is part A of this guide and template?


6How do I complete part A?


7What other parts do I need to complete for my security risk assessment?


7Part B: risk matrix – What does it require the AIP to consider?


8Part B: risk matrix – How do I use the spreadsheet?


· 9Step One: Familiarisation


· 13Step Two: Completing the SRA Risk Matrix


16Part B: risk matrix – How does the spreadsheet calculation work?


17When I have completed my SRA


201.
Contact details


222.
Consultation and communication


243.
establishing the context


243.1.
External context


24GEOGRAPHICAL AND LOCATION


25BUSINESS AND OPERATIONAL


26COMMUNITY


27STATUTORY AND REGULATORY


283.2.
Internal (organisational) context


28ORGANISATION CULTURE


29BUSINESS


29RISK MANAGEMENT


31SECURITY RISK MANAGEMENT


314.
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1. Contact details

Note: Refer to section 1.3 of the guide for preparing a security risk assessment (SRA) for operators of unscreened prescribed air services and security controlled airports for further insight into this stage of the risk assessment process, and for assistance in conducting the assessment.
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	Industry participant:

	[Legal entity name]

[Trading Name]

	ACN /ARBN, ABN (if applicable)
	

	Street address
	

	Postal address
	

	Primary contact Details (CEO)

* indicates the general listed business numbers can be used
	Position
	

	
	Name
	

	
	Telephone*
	

	
	24-hour no.
	

	
	Mobile
	

	
	Fax*
	

	
	Email*
	

	Secondary contact details


	Position
	

	
	Name
	

	
	Telephone
	

	
	24-hour no.
	

	
	Mobile
	

	
	Fax
	

	
	Email
	

	Security Contact Officer details


	Position
	

	
	Name
	

	
	Telephone
	

	
	24-hour no. 
	

	
	Mobile
	

	
	Fax
	

	
	Email
	

	Facility manager contact details (Note: provide this information for every operational facility that will operate under this TSP and located within  a security controlled airport)
	Position
	

	
	Name
	

	
	Telephone
	

	
	24-hour no. 
	

	
	Mobile
	

	
	Fax
	

	
	Email
	

	Person(s) who conducted local security risk assessment.

Note: if a consultant has conducted your SRA please include contact details and qualifications.
	Example only: [Aircraft Operator Manager/SCO]

Date completed:

	Any changes to this document must be notified to the Department in writing within two working days of any changes to these operations.
This should also be sent electronically by email to national.coordinator@infrastructure.gov.au


2. Consultation and communication

Note: Sharing of information between your organisation and each of these people and organisations in the list below is an important way for you to:

· Identify vulnerabilities and weaknesses in current security arrangements;

· Improve awareness of the security risk activities you are undertaking 

· Improve commitment to the security risk activities you are undertaking.

Refer to Section 2.1 of the guide for preparing a security risk assessment (SRA) for operators of unscreened prescribed air services and security controlled airports for further insight into this stage of the risk assessment process, and for assistance in conducting the assessment.
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	The development of the TSP included consultation with the organisations listed in the table below.

	Organisation
	Responsibility
	Role

	Legal entity/owner
	Is the owner of the aircraft business
	Owner/CEO/Director

	Aircraft operator 
	Administrative operations of the aircraft operator
	Administration

	
	Security operations of the aircraft operator


	Security operations

	Aircraft operator employees
	Supervision of the security measures and controls
	Line management



	
	Implementation of the security measures and controls
	Operational staff



	
	Adherence to security measures and controls
	Contractors

	Airports

(list airports consulted e.g. Albury)
	Provision of security measures and controls for aircraft protection
	Facility and/or service provider

	Police 
	Undertake enforcement of State and Territory police laws and other enforcement duties. 
	Enforcement of State and Territory laws

	
	Regional Rapid Deployment Teams (RRDT) to provide incident response and counter-terrorism duties
	Incident response

	State Emergency Services
	Undertake the emergency management operations and action in a situation as required. 
	Local emergency services

	State or Territory fire brigade
	Undertake the emergency management operations and action in a situation as required.
	Fire services

	Other aviation service providers
	Aviation support activities
	Refuellers

	
	Aviation support activities
	Maintenance engineers

	Other
	
	


3. establishing the context

3.1. External context

By understanding the external context in which your organisation is operating, you can identify factors that are going to have an effect on your business.  This will allow you to find and focus on factors that will have security risk implications for your business.  Refer to Section 2.2.2 of the guide for preparing a security risk assessment (SRA) for operators of unscreened prescribed air services and security controlled airports for further insight into this stage of the risk assessment process, and for assistance in conducting the assessment.
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	Instructions for use in sections 3.1 and 3.2 below.

Purple font requires you to use the most applicable word, title or information.

* The asterisk denotes you must delete the answer(s) that do not apply to your airline.
Red font is an example only and must be replaced with information relevant to your operation.

Ensure all the font colours are changed to black for the final submission.


GEOGRAPHICAL AND LOCATION
Which airports do you operate into/from?


	e.g. Albury
	
	
	
	

	
	
	
	
	


Is your business subject to changes in demand for service?


YES / NO*

If YES, state what the changes are:

	e.g. air shows, tourism demand, school holidays, seasonal routes


Do you foresee any changes to these factors (next two to three years)

YES / NO*
If YES, state what the changes are:

	


BUSINESS AND OPERATIONAL

How many staff does your business employ?



1-5

5-10

10-20

more than 20 *

Is your business a: 



Company / Sole trader / Partnership / Foreign owned / Subsidiary organisation / Other*

If other – what type of organisation? 

	


What services do you offer?


RPT / Charter / Agricultural operations / Adventure / Freight / 

Aircraft maintenance / Special service (SAR/fire spotting etc) / other*


If other – what? 

	


What aircraft type(s) do you operate?

	TYPE
	BE 200
	
	
	

	NUMBER
	e.g. 2
	
	
	


How frequently do you operate?

Less than1 per week / 1 per week / 2-36 per week / daily / 2-5 per day / more than 5 per day*

What is the profile of passengers carried?

	e.g. fly-in/fly-out (miners), one off, (adventure passengers) routine travellers (business/government officials), N/A (freight, agricultural operations only)


What goods do you carry?

	e.g. type of freight, mail, agricultural products ( N/A if not carried)


Is your business market?

GROWING



STABLE



DECLINING*

Does your operation receive government support?



YES / NO*
How many other operators share your market locally (at airports you operate from)?

0  
1
2
more than 2*

Do you foresee any changes to these factors (next two to three years)?

YES / NO*
If YES, state what the changes are:

	


COMMUNITY

Does the community depend on you service?




YES / NO*

IF YES, please explain why:

	e.g. only air service to remote community


How well recognised is your operation in the community (delete as applicable)?

WELL KNOWN


GENERALLY KNOWN

NOT WELL KNOWN*

Do you foresee any changes to these factors (next two to three years)

YES / NO*
If YES, state what the changes are:

	e.g. new mining operations requiring increased services


STATUTORY AND REGULATORY

Are there any restrictions placed on your business by the following stakeholders?

AIRPORTS / CASA / AIR SERVICES AUSTRALIA / STATE or LOCAL GOVERNMENT (planning) *


IF YES, please explain

	e.g. curfew, dry community, approach restrictions (noise)


Do you foresee any changes to these factors (next two to three years)

YES/ NO*
If YES, state what the changes are:

	e.g. may operate from an future screened air service apron


3.2. Internal (organisational) context

Note: Refer to Section 2.2.3 of the guide for preparing a security risk assessment (SRA) for operators of unscreened prescribed air services and security controlled airports for further insight into this stage of the risk assessment process, and for assistance in conducting the assessment.
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ORGANISATION CULTURE

Are staff trained in security awareness?



YES / NO*

Do you provide refresher training?




YES / NO*
Twice a year / annually / every two years / other *

What is the average length of tenure of current staff?



6 months / 1 year / 2 years / 3 years / more than 3 years *
What is the average length of industry experience of your staff?



6 months / 1 year / 2 years / 3 years / more than 3 years *
How would you define the staff culture (highlight your specific rating)?

Engaged






Disengaged

10       
9   
8        7        6        5        4        3        2        1

What character checks do you undertake on staff recruitment?

Referee checks 






YES / NO*
Police checks






YES / NO*
Do staff require ASICs?





YES / NO*

If YES, which staff?


All / Flight crew / Ground crew / Check-in staff / Administrative


BUSINESS

Will current or future major business plans hold implications for implementing aviation security measures?






YES / NO*

IF YES, please explain

	e.g. Aircraft upgrade (cockpit door requirements, screening requirements), expansion of service (into screened airports), new routes (additional staff)


What business assets does your business use?


IT systems




N/A / Owned / Leased*

Communications



N/A / Owned / Leased*

Hangars




N/A / Owned / Leased*

Administrative Office



N/A / Owned / Leased*

N/A = not applicable
RISK MANAGEMENT

Do you have security risk management capability?



YES / NO*

If YES, to what extent?

	e.g. in-house experience, existence of previous SRA, record of risk-based selection of preventative / protective measures


Are there any limitations to implementing risk treatment controls?

YES / NO*

If YES, what are the limitations (delete as applicable)?

Budget constraints / Staff resources / IT limitations / Physical environment

Control of facilities (leased premises) / Ownership

Is your business adequately insured?





YES / NO*
Do your business systems (e.g. IT) have backup systems?


YES / NO*
Does the business have a business continuity/recovery plan?


YES / NO*
Have you reviewed the recent history (< 2 years) of security incidents?

YES / NO*
If NO, have there been any incidents?




YES / NO*

IF YES, provide an overview of the outcomes:

	e.g. Theft of radio MAR 2008: Aircraft parking now illuminated at night


Are there clear lines of reporting and responding of security incidents?

YES / NO*



How does management acknowledge their responsibilities of aviation security?

	e.g. Attendance at security meetings, oversight of TSP



SECURITY RISK MANAGEMENT

The external and internal factors listed above should allow you to identify the specific areas in your operations that will interact to affect your security environment.  The characteristics of the current security environment that relate to your operations are contained in the Aviation Security Risk Context Statement: available from the Office of Transport Security, by sending a request to security.analysis@infrastructure.gov.au.

Note: Section 4 of the February 2009 Aviation Security Risk Context Statement and the information under “Terrorist threats to airports: facilities and infrastructure” are of particular relevance to regional and general aviation interests.  Understanding this information is critical to developing security plans that will prevent your business being:

· the target of an attack; or

· used to facilitate an attack against others.

The Aviation Risk Context Statement will help you understand which threats may be present in your operating environment. You will then be able to identify, prioritise and mitigate vulnerabilities in your operations that these threats might exploit.  This approach is critical to security risk management in the transport sector and is consistent with Australian Standards. 

Some background on preventative security has been provided in Appendix A of the Aviation Security Risk Context Statement to assist you in understanding how these Standards have been tailored to suit your operations, and why particular risk elements such as vulnerability and threat are important.
4. The next step in the SRA development

When you have completed answering this Part A general information component, they must access and complete the Part B risk matrix spreadsheet.

This is available on the Department website at www.infrastructure.gov.au/tsp
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Note to all industry participants


As part of any TSP submission, a review of your Local Security Risk Context and security risk assessment should be undertaken first. The SRA will determine the security measures and procedures specified in your TSP.








Column A details various Risk Events





Tabs to different spreadsheets





Pop-out list of instructions found in row 2





Highlighting text





Selecting text in drop down box





Note to all aviation industry participants.


Aviation industry participants are not to consider the mitigation strategies and risk events noted in the spreadsheet matrix as the only possible strategies and events. They are simply provided as a guide.








The remaining information and this text box should be removed from your SRA Part A document when you are submitting your TSP.
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Guide and template for developing a security risk assessment
for operators of an unscreened prescribed air service 

Regulated under the Aviation Transport Security Act 2004
Notes:

© Commonwealth of Australia 2009
This work is copyright. You may download, display, print and reproduce this material  (retaining this notice) for your personal, non-commercial use or use within your organisation. Apart from any use as permitted under the Copyright Act 1968, all other rights are reserved. Requests and inquiries concerning reproduction and rights should be addressed to Commonwealth Copyright Administration, Attorney General’s Department, Robert Garran Offices, National Circuit, Barton ACT 2600 or posted at http://www.ag.gov.au/cca
INFRA - 09120
Delete this page before submitting your TSP]
Disclaimer: Preparing an aviation security risk assessment for unscreened prescribed air service operators

The Commonwealth Government has prepared this guide with due care. However, the material contained in this guide is made available on the understanding that the Commonwealth Government is not providing professional advice and that users exercise their own skill and care with respect to its use and seek independent advice if necessary.
The Commonwealth Government takes no responsibility for any errors, omissions or changes to the information that may occur and disclaims any responsibility and liability to any person, organisation or the environment in respect of anything done, or omitted to be done, in reliance upon information contained in this guide.
The information contained in this guide is guidance material only. The information in no way overrides Commonwealth or State legislation.
Operators of Unscreened prescribed air services should refer to the Aviation Transport Security Act 2004 and the Aviation Transport Security Regulations 2005 before submitting programs for approval.

What is in this document?
This guide and template is divided into three sections:

1. An explanatory note about the security risk assessment (SRA);

2. Basic instructions for use of both Parts A and B of this guide and template; 
3. Part A: General information guide and template.

Note: Part B: the risk matrix.
This matrix needs to be completed for your SRA. It is a separate Excel spreadsheet available from the Department website at http://www.infrastructure.gov.au/tsp
Note: Sections 1 and 2 should be removed only when you have completed, and before submitting, your draft Transport Security Program (TSP). Your draft TSP needs to be submitted with both part A & B of the SRA as an attachment.
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1: Explanatory Notes on the Guide and Template for an Unscreened prescribed air service operator Security risk assessment

Why do I need a security risk assessment (SRA)?

The Australian Government’s focus on aviation security is to safeguard Australia’s civil aviation operations against acts of terrorism and unlawful interference with aviation.

The Aviation Transport Security Act 2004 (the Act/ATSA) and the Aviation Transport Security Regulations 2005 (the Regulations/ATSR) provide the legislated framework for the regulation of Australia’s aviation security. The legislation emphasises the need for aviation industry participants (AIPs) to demonstrate an integrated, responsible and proactive approach to the maintenance of aviation security.

An integral part of the TSP is the security risk assessment, which reflects the AIP’s specific local risks and scope of their operation. The security measures and procedures detailed within the TSP should reflect the risk mitigation strategies that are identified from the AIP’s own assessment of their security risk and vulnerabilities.

The TSP must have, by way of an accompanying document [Regulation 2.28]:

a) a statement outlining the local security risk context of the prescribed air service operator, including consideration of its location and seasonal and operational factors; and

b) a list of general threats and generic security risk events to people, assets, infrastructure and operations; and

c) an outline of the people, assets, infrastructure and operations that need to be protected.

The points above are defined within this document as a Local Security Risk Context Statement. This Statement includes the completed security risk assessment sections parts A and B as evidence that a logical analysis has been undertaken of the risks to the AIP.
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How can this guide and template help me?

This guide and template is designed primarily to assist in the preparation of a Local Security Risk Context Statement. It is a requirement of the Regulations 2.28, that the Local Security Risk Context Statement is submitted as an accompanying document with their TSP for approval.

A secondary purpose of the guide and template is to provide operators with guidance and support in developing and maintaining a capability to conduct SRAs to a high standard, following an appropriate, consistent and rigorous methodology.  

The guide recognises operators are best placed to determine the local threats, vulnerabilities and risks to their people, assets, infrastructure and operations, and to identify appropriate preventive security measures and procedures for inclusion in their TSPs.

An SRA should support a sound security risk management approach to preventive security planning. The SRA should assist in identifying security measures and/or procedures to reduce the probability of the occurrence of acts of unlawful interference with aviation, and/or minimise their impact should they occur.

A core element in security risk management is a proactive approach to identifying and mitigating security risks to aviation industry participants.  Section 16 of the ATSA mandates a proactive and integrated approach to security planning.  Consequently, the SRA should identify risks based on the threat and vulnerability and not merely on a historical review of security incidents that have already occurred (though these can be very valuable as they can help identify vulnerabilities that could be exploited by terrorists).

This template should not be used by AIPs as a substitute for obtaining independent professional advice (including legal advice) regarding their TSP and the TSP’s compliance with the requirements of the Act and the Regulations. This document is subject to change.  The Department is not responsible for any consequence of the use of any outdated version of this template.
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What resources do I need to develop a security risk assessment?
The following list of resources will assist the AIP to complete a SRA to include in a TSP submission:

1. Guidance paper for preparing a security risk assessment (SRA) for operators of unscreened prescribed air services and security controlled airports. This document will provide greater detail on the requirements of a SRA;

2. Guide and template for developing a security risk assessment for operators of a unscreened prescribed air services (this document) including Part A;

3. SRA guide and template for unscreened prescribed air services Part B: Risk matrix (the Excel spreadsheet);

4. Australian/New Zealand Standard 4360/2004 (AS/NZ4360);

5. Security Risk Management Handbook 167:2006 (HB167);

6. the Aviation Security Risk Context Statement and Aviation Security Quarterly Reports;

7. the OTS Security Risk Doctrine; and

8. Transport Security Advisory: Unscreened air service risk assessment: Determining the level of threat.
Note: Items 1, 2 and 3 above are available through our Department website: http://www.infrastructure.gov.au/tsp
Note: The latest versions of Items 6 and 7 are available from the Department upon request.

Email your request to: security.analysis@infrastructure.gov.au
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2: Instructions for using this Guide and template 

What is part A of this guide and template?
Part A: General Information. This element can be found at the end of this document and includes basic information required under the Act and Regulations to substantiate that the Local Security Risk Context Statement has been addressed by the AIP.

It is one (1) of two (2) parts required for a complete SRA to accompany your TSP submission.

Part A contains the following elements:

· contact details;

· consultation and communication;

· external context incorporating:

· environmental and geographical;

· business and operational

· community;

· regulatory;
· Internal context incorporating:

· organisation security culture;
· business planning;
· security risk management.
Note: Should you choose to use this guide and template the first three (3) elements listed above can also be used in the TSP guide and template for unscreened prescribed air services operators.
How do I complete part A?

The questions contained within Part A will require either:

· a Yes/No answer (* please delete the response that is not applicable to your circumstances); or

· completion of the table provided; or

· specific details on your circumstances as they relate to that particular question.

Purple font requires you to use the most applicable word, title or information.

Red font is an example only and must be replaced with information relevant to your operation.

Ensure all the font colours are changed to black for the final submission.

What other parts do I need to complete for my security risk assessment?

When you have completed the Part A: General Information section you must complete Part B: Risk Matrix section.

Part B is an Excel spreadsheet and is also available at the Department website:

http://www.infrastructure.gov.au/tsp 
Part B: risk matrix – What does it require the AIP to consider?
All AIP who are submitting a TSP for approval must include an assessment of their local security risk context. This includes a process for logically analysing risks to their particular operation, and the steps taken to mitigate these risks in a manner that is appropriate to their business and operational context.

The method of logical analysis encouraged by the Australian Government is the Australian/New Zealand Standard 4360/2004 (AS/NZ4360).
Within the wider risk assessment process there are a range of different risks to be considered, some of which require the use of additional guidance material to be effective within the AS/NZS4360 framework.  Security Risk Management Handbook 167:2006 (HB 167) provides additional guidance on analysing and evaluating security risks.
Within HB 167 are a range of approaches that address different context of security risk management.   The approach recommended for the transport sector is preventive security risk management based on an understanding of threats and consequential vulnerabilities.  Preventive security risk management prioritises security measures that mitigate against irretrievable catastrophic events; an approach that is suited to the context of protecting open architecture facilities from high-consequence targeted attacks. 
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Using specific knowledge of the threat, and an understanding of vulnerabilities that may be exploited, the resulting mitigation approaches and preventive security planning will focus on protecting Australian aviation interests from catastrophic acts of unlawful interference.  

More detail on how this guidance document fits into the aviation industry’s existing risk management processes is available in the Aviation RCS Appendix A: Transport Preventive Security Risk Management Framework.

Part B: risk matrix – How do I use the spreadsheet?

To assist AIPs in completing a risk matrix, which is an essential component of the security risk assessment, the Office of Transport Security (OTS) has developed a tool to simplify the job. This tool is an excel spreadsheet and is referred to as the ‘SRA Risk Matrix’.
This spreadsheet contains a range of credible Risk Events that could be faced by individual AIPs. The Risk Events come under the broad headings:

1. Terrorism – acts, attempted acts or preparatory activity relating to terrorism which result actually or potentially in Unlawful Interference with aviation.
2. Disaffected individuals - inappropriate behaviour by disgruntled individuals (including staff) causing losses, disruptions or damage (includes sabotage).

3. Violent or Disruptive Protest – Low-level acts of violence by issue motivated groups or any activity that disrupts aviation operations. 

4. Criminal activity – individuals engaging in unlawful activities to gain advantage or benefit for themselves such as theft, sabotage or other unlawful behaviour. 

In addition, the matrix tool provides space under the tab Other for industry participants to include Risk Events not already included under one of the other broad headings. Having successfully completed the SRA Risk Matrix, the matrix will generate a Risk Rating or a Residual Risk Rating for each of the Risk Events applicable to your operations.
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Step One: Familiarisation 

Before completing the SRA Risk Matrix, you should familiarise yourself with the layout and various functions of the matrix. Please work your way through the familiarisation steps before you begin the SRA Risk Matrix.  You may wish to use the EXAMPLE tab.

Layout

· There are six spreadsheets in the SRA Risk Matrix, which can be accessed using the tabs along the bottom of the document (see Tabs section below).

· Each spreadsheet has thirteen columns (A-M). In each spreadsheet Risk Events are detailed in column A.

· The number of rows in each spreadsheet varies depending on the number of risk events that need to be considered. 

· Instructions for what to do in each cell are contained in column headings in row 2 (see Instructions section below). 
· The entire matrix may not be displayed on your screen. You will need to either, zoom out or scroll across and down, to view the entire document and to insure you have completed all the necessary cells.
[image: image4.png]
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Functions

Instructions

· Move the cursor over, or click on, cells in row 2 with a red triangle in the upper right corner to provide a pop-up list of instructions of how to complete cells in that column. 
Important definitions are also shown when applicable. These instructions will aid you in completing the matrix and can be accessed at any point during the completion of the matrix. 
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Cells

· Most cells will require your input and you will be asked to enter the relevant data by either highlighting text or selecting text, from drop down menus. In some cells you will not be required to enter any data as the matrix will generate data for that cell.  

· Please note that in some cells you will need to scroll down in order to view the entire text.
How to highlight text

· Use your curser to click on the text you wish to highlight within a cell. Selected text will be highlighted in blue. To de-select that particular text click once more on the text. You may highlight more than one option.
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How to select text from drop down menus
· Use your curser to click on the relevant cell. A downward arrow will appear in a small box at the bottom-right of the cell. 

· Click on the downward arrow and a drop down box will appear, now click on your selection. You may only choose one option. To change your selection, repeat the above process. 
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Tabs

· Along the bottom of the excel document you will find six different coloured tabs, entitled: 

1. example;
2. terrorism;
3. violent or disruptive protest;
4. disaffected individuals;
5. criminal activity; and
6. other. 
· Each tab represents a different spreadsheet. 
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· To gain access to a particular spreadsheet, click on the relevant coloured tab. Only one sheet can be open at a time. You can change between spreadsheets by clicking on the relevant tab. 
· Participants are encouraged to use the example provided in the tab Example to practice and gain an understanding of the functions of the matrix before moving on to complete the rest of the matrix.

· The four tabs, Terrorism, Violent or Disruptive Protest, Disaffected Individuals and Criminal Activity, detail a range of credible Risk Events that could be faced by AIPs.

· The tab Other provides space for industry participants to enter in the first column any additional Risk Events relevant to their business that is not covered in the other four broad headings.

Printing

You will be required to print at the completion of each tab.  For example, when you have finished assessing all of the security events on the ‘Terrorism’ tab you will be able to print out the assessments onto a normal A3 page.  This print out will be a replica copy of the excel template you have just completed.
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Step Two: Completing the SRA Risk Matrix

Consider all of the Risk Events (column A) under all four tabs, Terrorism, Violent or Disruptive Protest, Disaffected Individuals and Criminal Activity, and decide whether the Risk Event applies to your situation. 
If the Risk Event is not applicable to your situation, continue to the next Risk Event. 

If the Risk Event is applicable to your situation, follow the steps below to generate a Risk Rating or alternatively a Residual Risk Rating.

To complete the SRA Risk Matrix for the particular Risk Event move from left to right across the spreadsheet and complete cells as detailed below.
1. Under Level of Local Security Threat (column B), determine the level of local security threat that this particular Risk Event poses to your operations. Using the drop down menu*, select whether the threat is: Negligible, Low, Medium, High or Extreme. Only one can be selected. Definitions of these terms are available by placing your curser over cell 2B or clicking on cell 2B. For further information to help you select the appropriate local security threat level please refer to Transport Security Advisory guidance material and the Aviation Risk Context Statement.

2. Under Applies to Operation (column C), highlight** which areas of your operations are most relevant to the Risk Event. You are able to highlight more than one area. 

3. Under Identify Areas of Vulnerability (column D) highlight** the security measures of your operations that are most vulnerable to the Risk Event. You are able to highlight more than one area. Definitions of these terms are available by placing your curser over cell 2D or clicking on cell 2D.
4. Under Vulnerability Rating Based on Risk Event (column E) decide how vulnerable your operation is overall to the Risk Event. Using the drop down menu* enter whether your vulnerability is: Very low, Low, Moderate, High or Very high. Definitions of these terms are available by placing your curser over cell 2E or clicking on cell 2E.

5. Under Likelihood of Vulnerability being Exploited (column F) you do not need to select or highlight anything. The matrix will compare your assessment of the local security threat level to your assessment of vulnerability and provide for this Risk Event, an indication of the likelihood that vulnerabilities might be exploited. 

6. Under Consequence (column G) determine the consequence that the Risk Event would have on your operations should it occur. Using the drop down menu* select whether the consequence would be: Insignificant, Minor, Moderate, Major or Catastrophic. Definitions of these terms are available by placing your curser over cell 2G or clicking on cell 2G. You can base your selection on a single or any combination of factors within a definition. 
7. Under Risk Rating (column H) you do not need to select or highlight anything. The matrix will generate a Risk Rating based on previous inputs and will populate the cell in this column.

8. Under Is This Risk Acceptable? (column I) decide whether you consider your Risk (column H) to be acceptable or not by selecting yes or no from the drop down menu*.
9. If you determine that your Risk is acceptable then move on to assessing the next Risk Event. (Please note that if you decide your Risk is acceptable you may be required by OTS to provide justification for your decision.) If you determined that your Risk is not acceptable, then continue on and complete column J (step 10).

10. Under Security Measures Implemented or will be Implemented to Reduce Vulnerability (column J) if you determined your Risk is not acceptable, highlight** those security measures which are currently in place, or are proposed, to reduce your vulnerability to the Risk Event. Select the strategies that reflect your circumstances. You will need to use the scroll function within the cell to view all possible sections. You are able to select more than one strategy.

11. Under Vulnerability Rating Based on all Implemented Measures (column K) decide how vulnerable your business is to the Risk Event considering the security measures and controls which are in place or are proposed. Using the drop down menu* enter whether you consider your vulnerability rating to now be: Very low or Low or Moderate or High or Very high. Definitions of these terms are available by placing your curser over cell 2K or click on cell 2K.
12. Under Likelihood of Vulnerability Being Exploited (column L) you do not have to select or highlight anything. The matrix will compare your original assessment of the level of local security threat to your revised assessment of vulnerability and provide a revised indication of the likelihood that vulnerabilities to this Risk Event might be exploited. 

13. Under Residual Risk Rating (column M), you do not have to select or highlight anything. The matrix will automatically calculate the Residual Risk Rating based on the initial risk rating and the revised vulnerability assessment of the business to the Risk Event.
14. Continue to the next Risk Event and complete the same procedure as detailed above. Remember that there are four tabs to complete.

Remember that there are four tabs to be assessed and completed if relevant.

For additional Risk Events relevant to your operation use the Other tab *Refer to step one for instructions on how to use drop down menu.
**Refer to step one for instructions on how to highlight text.
Do not hesitate to contact your OTS Regional office should you wish to discuss this in more detail.
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Part B: risk matrix – How does the spreadsheet calculation work?

The methodology used for determining the level of risk in this spreadsheet is derived from the Australian/New Zealand standard AS/NZ 4360:2004 and the companion handbook HB 436:2004. It utilizes a preventive security approach that focuses on threats and consequential vulnerabilities. 
The approach uses the following general formula for risk:

Risk = (Threat x Vulnerability) x Consequence
The first calculation is to determine, from the qualitative assessment of local threat and vulnerability, an indication of likelihood of a vulnerability being exploited.  Table 1 below shows the matrix from which this calculation is drawn.  
Table 1: The matrix for determining the likelihood of a vulnerability being exploited in part B: risk matrix of the Guide and template for developing a security risk assessment
	Likelihood of a vulnerability being exploited
	
	
	

	 
	Vulnerability
	 
	 
	 
	 

	Threat level
	Very Low
	Low
	Moderate
	High
	Very High

	Extreme
	Medium
	High
	Extreme
	Extreme
	Extreme

	High
	Low
	Medium
	High
	Extreme
	Extreme

	Medium
	Very Low
	Low
	Medium
	High
	Extreme

	Low
	Very Low
	Very Low
	Low
	Medium
	High

	Negligible
	Very Low
	Very Low
	Very Low
	Low
	Medium


The second calculation is to determine a level of risk and Table 2 below shows the matrix from which this calculation is drawn.
Table 2: The matrix for determining the risk in part B: risk matrix of the Guide and template for developing a security risk assessment
	Risk Table
	
	
	
	
	

	 
	Consequence
	 
	 
	 
	 

	Likelihood
	Insignificant
	Minor
	Moderate
	Major
	Catastrophic

	Extreme
	Medium
	High
	High
	Extreme
	Extreme

	High
	Medium
	Medium
	High
	High
	Extreme

	Medium
	Low
	Medium
	Medium
	High
	High

	Low
	Low
	Low
	Medium
	Medium
	High

	Very Low
	Very Low
	Low
	Low
	Medium
	Medium
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When I have completed my SRA

As the SRA is in two parts, the Department recommends you create a copy of the completed guide and template using the ‘Save As’ feature in the ‘File’ menu of Microsoft Word, using the following titles:

· Annex A Local Security Risk Context Statement part A general information; and

· Annex A Local Security Risk Context Statement part B risk matrix.
When you have completed your TSP submission, you must include these two documents as part of the submission lodgement. Do not adapt the information, or try to include it into the body of the TSP document (as part B is a Microsoft Excel spreadsheet and will cause technical problems with the Microsoft Word TSP document).

You must also make sure your SRA is classified as ‘security-in-confidence’ and ensure appropriate document controls are in place to ensure access to this information is limited to those persons authorised to access/use it.

Aviation industry participants are reminded to delete the first two sections of this document before submitting the completed security risk assessment.
To update the table of contents click on the table and press the F9 key.

REMOVE ALL PREVIOUS PAGES AFTER COMPLETING YOUR SRA AND BEFORE THE FINAL SUBMISSION OF YOUR TSP
Security risk assessment of [Insert Operator Legal Entity Name]
an operator of an unscreened prescribed air services
Regulated under the Aviation Transport Security Act 2004
Part A: General Information
Note: This aviation transport Security Risk Assessment template has been prepared to assist unscreened prescribed air service operators prepare a Security Risk Assessment.
 A security risk assessment must be undertaken as the first step in the development of any Transport Security Program submission.
Note: Part B: the risk matrix must also be completed and included in the SRA component of the TSP submission.
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