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Introduction 
The Aviation Transport Security Act 2004, section 62, provides for regulations dealing with unattended aircraft. 
The Aviation Transport Security Regulations 2005, regulation 4.72, deals with unattended aircraft. Subregulation 4.72 (2) states that 'There must be reasonable measures taken to protect an Australian aircraft that is a powered aircraft…against being flown by an unauthorised person.'  
The following material draws on the Australian Standard: AS 4145.4-2002 Locksets – Padlocks and is provided as guidance for aircraft owners in selecting locking devices. This material is not intended to be prescriptive.  Aircraft operators should refer to the Aviation Transport Security Regulations 2005 to ensure compliance with the relevant legislative requirements.
Relevant standard

The Australian Standard: AS 4145.4-2002 Locksets – Padlocks, applies to padlocks and locking devices used in conjunction with them. In the absence of a standard specifically for aircraft locking devices, this standard has been selected as the most appropriate standard to consider when selecting an aircraft locking device.

Safety

In some cases, locking devices may require additional evaluation to ensure that they comply with safety regulations. It is the responsibility of the aircraft owner to establish whether or not the locking device complies with safety regulations and standards prior to deploying such locks, either directly by way of certification from the locking device supplier, or by contacting your aircraft maintenance engineer.
Further information on these requirements is available on the CASA website at http://casa.gov.au/avreg/aircraft/AWB/index.htm
Selecting Locking Devices
Aircraft locking devices should be selected with reference to the aircraft operational environment. Some such environments may be remote, others may be 24 hour operations where ‘trusted custodians’ are in the vicinity at all times.

Further, locking devices and their application need to be considered in the context of other security and operational measures or constraints. In addition, aircraft may already be subject to other security measures, such as storage in locked hangars. 
The robustness of the locking device fitted to the aircraft also needs to be carefully considered when selecting an aircraft locking device. Many simple locking devices suitable for general security applications will not be suitable, for example non-hardened padlocks.
Lock Grading

It is suggested that locks used should comply with Australian Standard: AS 4145.4-2002 Locksets – Padlocks, with the highest grade practicable for the locking device chosen. For hangar doors a lock of Grade SP8 as set out in table 3.1 of the Standard would be appropriate. Locks and locking devices complying with a lower grade in the Standard could be used where the type of locking device used so dictates. For example, as a control lock where the lock shank width is limited or for part of a throttle or mixture locking device system where the size of higher grade locks is not practicable. Locking devices complying with a higher grade may be used, and are recommended, for the security of aircraft where the likelihood of theft is considered greater.

Key Security

It is advisable that all keys, including spare keys, are kept secure and only issued to persons entrusted to hold them secure. Keys should be accounted for at regular intervals. Locks with restricted keying (i.e., keys that are protected against unauthorised duplication of keys either by the restriction of the supply of key blanks or other controls) offer greater levels of security.

Code Security

Where code locks are used, codes should be considered carefully. Codes should only be issued to people who need to know the code and should be changed periodically. A code should also be changed if it is suspected to have been compromised or is known by someone who no longer has a need to know it. Codes should not be related to names, words or numbers that could be easily guessed or easily associated with the operators of the aircraft. Codes should not be kept in the aircraft or in its vicinity.
Combination Security

Australian Standard: AS 4145.4-2002 Locksets – Padlocks, clause 2.5.3 provides guidance on the number of effective combinations for combination locks, based on the manufacturer’s information. The manufacturer should be able to provide information stating the required number of effective combinations that can be achieved in each lock. A minimum of four tumblers is recommended.

Locking Device Visibility

All locking devices fitted to aircraft must be discernable from outside the aircraft by anyone whose responsibility it is to check that an aircraft security device is fitted.

The locking device must be discernable from outside the aircraft (regulation 4.72(4)(b)). It is also suggested that the device be readily visible when conducting mandatory pre-flight checks, when approaching the aircraft or when entering it. 

Where a device is deployed inside a covered aircraft a notice should be placed on the outside of the cover so that the notice is visible from the outside which reads:
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In the case of a covered aircraft displaying such a notice an aviation security inspector may contact the owner to arrange for the device to be inspected.
Damage to Aircraft or Aircraft Components

Aircraft locking devices must not compromise an aircraft’s safety (regulation 4.72(4)(c)), eg cause or have the potential to cause bending or other damage to essential aircraft controls or critical components.

Devices also should not cause or have the potential to cause scratching, etching, corrosion or other damage to essential aircraft controls or critical components. 
Testing

It is not envisaged that individual aircraft operators will test locking devices themselves but instead obtain assurances from the aircraft locking device supplier that the device meets guidelines set out in this guidance material. This guidance material is intended for use by locking device suppliers or manufacturers.
Physical Security (Strength)

Australian Standard: AS 4145.4-2002 Locksets – Padlocks recommends that locks be tested in relation to:
1. Resistance to force on cylinder plug or locking mechanism that results in failure;
2. Resistance to torque on cylinder plug or locking mechanism that results in failure;
3. Resistance to pulling that results in failure;
4. Resistance to twisting that results in failure;
5. Resistance to cutting of exposed critical parts that results in failure;
6. Resistance to drilling of exposed critical parts that results in failure;
7. Resistance to sawing of exposed critical parts that results in failure; and
8. In localities where near zero temperatures are experienced during winter, resistance to impact on lock mechanism that results in failure when cold (i.e., at sub-zero temperatures).
Testing of Ancillary Components (comprising the locking device)

Anti-cut (including bolt cutter resistance) and other tests that apply to the lock as set out in Australian Standard: AS 4145.4-2002 Locksets – Padlocks are recommended. Such components include but are not limited to chains, pins, cables, hasps, staples, bolts, anchors and eyelets etc. Where chains are used as part of a locking device the chain must have welded links and a minimum link diameter of 5mm is suggested. The lock(s) used to attach the chain to the aircraft should be as strong as, or stronger than, the link when under attack from a cutting or sawing tool.
Test Conditions

The conditions under which aircraft locking devices should be tested should, as near as practical, reflect the typical conditions that would exist where the locking device is fitted to an aircraft. For example, if the lock when fitted presents the keyway to an attacker in the inverted position in a cramped space then that is the very environment in which tests are to be carried out. To avoid damaging aircraft, no testing is required on actual aircraft. 
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