Transport Security Risk Assessment for
[ Insert Operator Name ]

Operator of a Security Controlled Airport,
Regulated under the Aviation Transport Security Act 2004
Disclaimer:  This document is designed to provide general guidance to operators of security controlled airports, operating under arrangements according to the Aviation Transport Security Act 2004 (the ATSA) and Aviation Transport Security Regulations 2005 (the ATSR) in developing Transport Security Programs (TSPs) for submission to the Secretary of the Department of Infrastructure and Transport (The Department) for approval.

This guide should not be used by operators of security controlled airport as a substitute for obtaining independent professional advice (including legal advice) regarding their TSP and the TSP’s compliance with the requirements of the ATSA and the ATSR.  This document is subject to change.  The Department is not responsible for the consequence of the use of any outdated version of this guide. 
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Security Risk Assessment for (add airport name)

1.  Airport Name and Contact Details

	Airport Name
	

	Description of Airport
	

	Physical Address
	

	Postal Address
	

	Contact Details:

Airport Manager 
(Telephone, Fax, Mobile, Email)
	

	Security Manager and contact details (24/7)
(Telephone, Fax, Mobile, Email)
	

	Person(s) who conducted security assessment

(Name / Address / Telephone / Fax / Email
	

	Other Out of Hours Contact (24/7)
(Name and position of nominated person(s))
	

	Date of Completion of Risk Assessment
	


2.  External Context
	Environmental and Geographical
	E.g. Operating in sparsely populated regions of Australia.

Environmental extremes of hot and dry or hot and very wt seasonal flooding.

	Business and Operational
	E.g. The airport is owned by the local council and is therefore governed by local council decisions.

	Regulatory
	E.g. Commonwealth, State and/or Local Council


	Social and Cultural
	E.g. The social and cultural context is typical of rural Australia with strong community support.  

	Competitive
	E.g. The operational environment consists of a basic airport terminal with a sealed runway of 2000 metres. The airport services 8 RPT (**) flights per week. The air service operators conduct all passenger services including check in and baggage and/or cargo handling.

The airport manager who is on call 24/7 lives on-site in a house provided by the council.

	Political
	E.g. Local politicians support the airport.  Some local councillors have fought to keep the services viable. 

	Financial
	E.g. Profits are marginal generally just surviving with community subsidies.


(**) Regular Public Transport (RPT) ~ means an aircraft for the purpose of an air service that is:

· provided for a fee payable by persons using the service; 

· available to the general public on a regular basis; and

· conducted in accordance with fixed schedules to or from fixed terminals over specific routes.

Refer to Section 1.2 of the Guidance Paper.

3.  Internal (Organisational) Context 
	Business goals and objectives
	E.g. To provide safe and efficient regional airport services for local community.

	Consequences if goals and objectives not realised
	E.g. Business becomes unviable and would probably fail

Job losses in the company’s base town

	Critical Assets and Resources
	E.g. Refuelling facilities, standby generator and hangars

	Critical functions and business activities
	E.g. Provide Terminal facilities.
Maintain Runway and 24/7 landing facilities.
Refuelling services through local fuel supply contractors.
Provide basic navigational services.

	Operational Capabilities
	E.g. Pilot training

Basic Maintenance

	Risk management capabilities (or lack thereof)
	E.g. Safety management system implemented.

	Activities and Programs
	E.g. Support of 8 RPT services per week.

Host to 35 general aviation operators including the flying doctors service, 10 tour operators and 3 aerial spraying services.

Host to up to 40 private visiting GA aircraft per week.

	Risk tolerance level or position
	E.g. Both safety and security are high priorities at the airport

	Internal stakeholders
	E.g. The internal stakeholders are the proprietor and the local community in the base town including the local council.

	Limitations on risk treatments including budget constraints
	E.g. The airport is run by the local council and has a very tight budget. It generally runs at a loss. Any capital works in excess of $10,000 need to be financed over a period of years.


Refer to Section 1.3 of the Guidance Paper.
4.  Risk Management Context

	The Aviation Transport Security Risk Context
	E.g. To complete a comprehensive security risk assessment of <airport name> consistent with AS/NZS 4360:2004 : Risk Management.

	Define the risk management task and establish its goals
	E.g. The risk assessment will address risks to people, assets, infrastructure and operations at risk from troublemakers, vandals, disgruntled insiders, disruptive protest groups, criminals and terrorists. The assessments will consider those matters for which the airport is responsible and risks where a coordinated approach to security is required.

	Specify the decisions to be made
	E.g. Determine the security measures and procedures to be adopted to control risks to the airport operations and assets reducing their risk of unlawful interference with aviation for which the airport is responsible.

	Define the scope, depth and breadth of the task
	E.g. The SRA will address risks to people, assets, and operations at risk from troublemakers, vandals, disgruntled insiders, disruptive and violence prone protest groups, criminals and terrorists. The assessments will consider those matters for which the airport operator is responsible and risks where a coordinated approach to security is required.

	Determine the resources and expertise required
	E.g. The Reporting criteria provided by the Office of Transport Security

Operations manager and the local council OH&S risk manager,

	Define the risk reporting criteria
	E.g. The reporting criteria are based on templates made available by the Office of Transport Security.

	Define the impact (consequence) criteria
	Refer to guidance material provided. Set own criteria if desired

	Define the likelihood (probability or frequency) criteria
	Refer to guidance material provided. Set own criteria if desired

	Define the risk rating criteria
	Refer to guidance material provided. Set own criteria if desired.

	Outline the local security risk context of your airport operations
	E.g. Your local security risk context statement should outline the threat situation of your airport, giving consideration to locational, seasonal and operational factors – such as regular passenger  transport arrangements, aviation infrastructure and operations, types of aircraft and cargo transported, regional economic importance and proximity of airport  to residential areas.


Refer to Section 1.4 of the Guidance Paper.
5.  Assets at Risk (Asset Appreciation and Criticality Analysis)
	Asset Category
	Asset Details
	Ability to Continue
(without asset)
	Cost to Replace
	Criticality Rating

	People
	E.g. Staff, Contractors, Flight crews, Public.
	Nil – these are vital to business.
	NA
	High

	Infrastructure
	E.g. Terminal, Runway, Runway lights
	Emergency arrangements are available.
	$230,000
	High

	Airport Equipment
	E.g. Navigation equipment.
	Could continue in most conditions.
	$50,000
	Moderate

	Refuelling Facilities
	E.g. Fuel tanks, aircraft refuelling facilities.
	Refuelling could be done elsewhere by most operators.
	$60,000
	Moderate

	Maintenance facilities
	E.g. Nil
	NA
	
	

	Add more if required
	
	
	
	


Refer to Section 2.2 of the Guidance Paper.
6.  Existing Security Controls – Summary for the Various Assets

	RISK CATEGORY
	Existing Control

(to counter risk category)
	Purpose
	Effectiveness

	Vandalism
	E.g. security fencing around the entire complex.

Security lighting at night.

Late night checks by manager.
	
	

	Public interference, disturbances and delays
	E.g. Safety lighting in the vicinity of the terminal and approaches to the terminal building from the airport car park and drop off/pick up point.
	
	

	Insider Interference
	E.g. Sound employee consultation mechanisms and employee incentive schemes operate
	
	

	Group interference and damage
	E.g. The terminal is only accessible to the public one hour before until one hour after scheduled RPT flights. This is controlled by the airport manager and the air services provider.
	
	

	Criminal activity
	The fuelling facilities are secured separately within a chain wire mesh fence approximately 2.4 metres in height. The refuelling contractor controls access between the refuelling facilities and airside
	
	

	Terrorism
	E.g. This risk has not been fully addressed.
	
	


Refer to Section 2.4 and 3.2 of the Guidance Paper.
7. Risk Categories and Sources of Harm 

	SOURCE OF HARM
	HAZARD
	POSSIBLE RISK EVENTS

	Vandalism (in its many forms)
	Vandals
	Eg .Damage to airport equipment (lights, fire equipment) the terminal, tarmac damage.

	Public Interference, disturbances and delays
	Troublemakers (e.g. drunks, persons in custody, mentally/emotionally disturbed people and irate passengers)
	E.g. Disruptions to services and airport function.

	Insider Interference
	Disgruntled insiders or ‘sleepers’ (employees, contractors etc)
	E.g. Fraud, disruptions to services, theft or sabotage of critical equipment and infrastructure.

	Group Interference and damage
	Violence prone groups (politically motivated or otherwise)
	E.g. Disruptions to services and airport functions.

	Criminal Activity
	Criminals
	E.g. Break and enter, theft, fraud, assault of people.

	Terrorism (in its many forms)
	Terrorist
	E.g. Terror, bombings, shooting, kidnap, sabotage, etc.


Refer to Section 2.4 and 3.2 of the Guidance Paper.
8.  Risk Scenarios
	RISK CATEGORY
	RISK SCENARIO - the manner in which risks may be realised



	Vandalism
	E.g. Vandals enter the airport at night and damage runway lights.

Vandals smash windows at the terminal building.

Vandals conduct burnouts on runway and set fire to car, abandoning it blocking the runway.

	Public interference, disturbances and delay
	E.g. Drunks refuse to leave alcohol outside plane, scuffles with crew, smashes bottle on apron, injures pilot and delays flight.

	Insider interference
	E.g. Insider sabotages fuel putting aircraft, crew and passengers at risk.

	Group interference and damage
	E.g. A violent protest group attempts to disrupt services in an effort to have the airport closed over concerns about aircraft noise over housing areas.

	Criminal Activity
	E.g. Steal terminal assets for conversion to cash.

Steal fuel for hot rod car and accidentally set fire to the refuelling facilities and their car.

	Terrorism
	E.g. Detonate a human carried bomb inside the terminal when filled with departing passengers and their well-wishers killing and injuring many of them.

Detonate a car bomb outside the terminal totally destroying the terminal and killing and injuring departing passengers and their well-wishers. Terminal catches fire adding to the destruction and chaos.

Terrorist shoot airport staff, patrons and aircraft crew.


Refer to Section 2.6 of the Guidance Paper.
9.  Likelihood Estimate Guide
	
	LIKELIHOOD RATING
	DEFINITION

	A
	 Almost Certain
	Is expected to occur in most circumstances.

(100/year)

	B
	 Likely
	Will probably occur in most circumstances.

(10/year)

	C
	 Possible
	Might occur at some time.

(1/year) 

	D
	 Unlikely
	Could occur at some time.

(1/10 years) 

	E
	 Rare
	May occur only in exceptional circumstances.

(1/100 years)


Refer to Section 1.6 and 3.4 of the Guidance Paper.
10.  Likelihood Estimate
	
	Rare
	Unlikely
	Possible
	Likely
	Almost Certain
	Rationale for assessment

	Vandalism
	
	
	
	
	
	

	Public interference, disturbances and delays
	
	
	
	
	
	

	Insider Interference
	
	
	
	
	
	

	Group interference and damage
	
	
	
	
	
	

	Criminal Activity
	
	
	
	
	
	

	Terrorism
	
	
	
	
	
	


Refer to Section 1.6 and 3.4 of the Guidance Paper.
11.  Consequence Estimate Guide
	
	CONSEQUENCE RATING
	DEFINITION

	1
	Insignificant
	Risk impact would be negligible or no risk impact can be identified to community or business.

	2
	Minor
	Risk impact would result in few consequences, such as minor disruption to community and/or business, but of limited overall consequence.

	3
	Moderate
	Risk impact would result in some consequences, such as short-term disruption to community and/or business.

	4
	Major
	Risk impact would result in serious consequences, such as medium-term disruption to community and/or business.

	5
	Catastrophic
	Risk impact would result in disastrous consequences, such as long-term disruption to community and/or business.


Note: Consider the range of possible consequences and estimate a mean level of consequence to the purposes of this assessment. 

12.  Consequence Estimate
	
	Insignificant
	Minor
	Moderate
	Major
	Catastrophic
	Rationale for assessment

	Vandalism
	
	
	
	
	
	

	Public interference, disturbances and delays
	
	
	
	
	
	

	Insider Interference
	
	
	
	
	
	

	Group interference and damage
	
	
	
	
	
	

	Criminal Activity
	
	
	
	
	
	

	Terrorism
	
	
	
	
	
	


Refer to Section 1.7 and 3.5 of the Guidance Paper.
13.  Risk Rating Matrix (Examples for determining the level of risk)
	
	INSIGNIFICANT
103
	MINOR
104
	MODERATE
105
	MAJOR
106
	CATASTROPHIC
107

	ALMOST CERTAIN
102 – 100/Year
	High
105
	High
106
	Extreme
107
	Extreme
108
	Extreme
109

	LIKELY
101 – 10/Year
	Moderate
104
	High
105
	High
106
	Extreme
107
	Extreme
108

	POSSIBLE
100 – 1/Year
	Moderate
103
	Moderate
104
	High
105
	High
106
	Extreme
107

	UNLIKELY
10-1 – 1/10Year
	Low
102
	Moderate
103
	Moderate
104
	High
105
	High
106

	RARE
10-2 – 1/100Year
	Low
101
	Low
102
	Moderate
103
	Moderate
104
	High
105


Extreme risk - 

immediate executive management action needed to prevent

High risk - 

senior management attention needed to mitigate risk

Moderate risk -
long term security management action to mitigate risks identified

Low risk -

risk can be managed using general preventative security planning and procedures
Refer to Section 1.8 of the Guidance Paper.
14.  Risk Rating Table - Pre Treatment
Record the Risk Estimate against each Risk Category
	
	Low
	Moderate
	High
	Extreme
	Risk Treatment Options*

	Vandals
	
	
	
	
	

	Troublemakers
	
	
	
	
	

	Disgruntled Insiders
	
	
	
	
	

	Disruptive protest groups
	
	
	
	
	

	Criminals
	
	
	
	
	

	Terrorist
	
	
	
	
	


* Note – only general information required for risk treatment options. However, details of proposed security measures/procedures and desired outcomes should be outlined in Template 15 - Risk Treatment Implementation Schedule.

15.  Risk Treatment Implementation Schedule

	Source of hazard 
	Desired Outcomes
	Security Measure/ Procedure E.g. description of security measure or procedure required
	Estimated Initial Cost
	Estimated Cost PA
	Person Responsible
	Implementation Date E.g. date of installation or full operation of procedure
	Supporting Remarks

	Vandalism
	
	
	
	
	
	
	

	Public interference, disturbances and delays
	
	
	
	
	
	
	

	Insider Interference
	
	
	
	
	
	
	

	Group interference and damage
	
	
	
	
	
	
	

	Criminal Activity
	
	
	
	
	
	
	

	Terrorism
	
	
	
	
	
	
	


Note: Describe what additional risk treatments will be deployed using Template 17 should there be a heightened security alert level (high or extreme)

Refer to Section 5 of the Guidance Paper.
16.  Risk Rating - Post Treatment

	
	Low
	Moderate
	High
	Extreme
	Comments

	Vandals
	
	
	
	
	

	Troublemakers
	
	
	
	
	

	Disgruntled Insiders
	
	
	
	
	

	Disruptive protest groups
	
	
	
	
	

	Criminals
	
	
	
	
	

	Terrorist
	
	
	
	
	


17.  Risk Treatments for Heightened Alert Levels

	RISKS
	Immediate Actions on advice of heightened level
	Additional security measures and procedures
	Strategic or long term measures and planning
	Person/s Responsible
	Supporting Remarks

	Terrorism

HIGH


	
	
	
	
	

	Terrorism

EXTREME


	
	
	
	
	


Note – The Department of Infrastructure and Transport recognises that some airport operators will have limited resources to respond to a heightened security alert. However, consideration should be given to the capacity of the airport operator to implement additional measures and procedures to address a heightened security environment.

